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UNIT-1

COMPUTERSYSTEM SECURITY-Computersecurity basicallyistheprotectionofcomputer

systems andinformationfrom harm,theft,andunauthorizeduse.Itistheprocessofpreventingand

detectingunauthorizeduseofyour computersystem

internalarchitecturaldesign comes in different types and sizes,but the basic structure
remainssame ofall computersystems.hardware and software there are two componentof
computersystem security

marketplacevulnerability-Softwarevulnerabilitiesand"exploits"areusedtogetremote
accesstobothstoredinformationandinformationgeneratedinrealtime.Whenmostpeopleusethe
same software,asisthecaseinmostofcountriestodaygiventhemonopolisticnatureofinternet
contentandserviceproviders,onespecificvulnerabilitycanbeusedagainstthousandsifnotmillions
ofpeople.Inthiscontext,criminalshavebecomeinterestedinsuchvulnerabilities.

.Cybersecurityreferstothebodyoftechnologies,processes,andpracticesdesignedtoprotect
networks,devices,programs,anddatafrom attack,damage,orunauthorizedaccess

Attacks-Incomputersandcomputernetworksan attack isanyattempttoexpose,alter,disable,

destroy,stealorgainunauthorizedaccesstoormakeunauthorizeduseofanasset....Acyberattackcan
beemployedbynation-states,individuals,groups,societyororganizations.Acyberattackmayoriginate
from ananonymoussource.

Passiveattacks: APassiveattackattemptstolearnormakeuseofinformationfrom the
system butdoesnotaffectsystem resources.PassiveAttacksareinthenatureof
eavesdroppingonormonitoringoftransmission.Thegoaloftheopponentistoobtain
informationisbeingtransmitted.TypesofPassiveattacksareasfollowing:

1-Thereleaseofmessagecontent–
Telephonicconversation,anelectronicmailmessageoratransferredfilemaycontain
sensitiveor

confidentialinformation.Wewouldliketopreventanopponentfrom learningthe



contentsof

2-Trafficanalysis–
Supposethatwehadawayofmasking(encryption)ofinformation,sothatthe
attackerevenifcapturedthemessagecouldnotextractanyinformationfrom the
message.
Theopponentcoulddeterminethelocationandidentityofcommunicatinghostand
couldobservethefrequencyandlengthofmessagesbeingexchanged.This
informationmightbeusefulinguessingthenatureofthecommunicationthatwas
takingplace.

Activeattacks: AnActiveattackattemptstoaltersystem resourcesoreffecttheiroperations.Activeattack
involvesomemodificationofthedatastream orcreationoffalsestatement.Typesofactiveattacksareas
following
1-Masquerade–
Masqueradeattacktakesplacewhenoneentitypretendstobedifferententity.AMasqueradeattack
involvesoneoftheotherform ofactiveattacks.



2-Replay–
Itinvolvesthepassivecaptureofamessageanditssubsequentthetransmissionto
produceanauthorizedeffect.

3-Modificationofmessages–

Itmeansthatsomeportionofamessageisalteredorthatmessageisdelayedorreordered

toproduceanunauthorisedeffect.Forexample,amessagemeaning“AllowJOHNtoread

confidentialfileX”ismodifiedas“AllowSmithtoreadconfidentialfileX”.

4-DenialofService Itpreventsnormaluseofcommunicationfacilities.Thisattackmayhave

aspecifictarget.Forexample,anentitymaysuppressallmessagesdirectedtoaparticular

destination.Anotherform ofservicedenialisthedisruptionofanentirenetworkwitherby

disablingthenetworkorbyoverloadingitbymessagessoastodegradeperformance

hijacking-Hijackingisatypeofnetworksecurityattackinwhichtheattacker
takescontrolofacommunication-justasanairplanehijackertakescontrolofa
flight-betweentwo entitiesandmasqueradesasoneof
them.onetypeofhijacking(alsoknownasa maninthemiddle attack),the
perpetratortakescontrolofanestablishedconnectionwhileitisinprogress.The



attackerinterceptsmessagesinapublickeyexchangeandthenretransmits
them,substitutingtheirown publickey fortherequestedone,sothatthetwo
originalpartiesstillappeartobecommunicatingwitheachotherdirectly.The
attackerusesaprogram thatappearstobetheservertotheclientandappears
tobetheclienttotheserver.Thisattackmaybeusedsimplytogainaccessto
themessages,ortoenabletheattackertomodifythem beforeretransmitting
them.Browserhijacking isaform ofunwantedsoftwarethatmodifiesaweb browser's
settingswithoutauser'spermission,toinjectunwantedadvertisingintotheuser'sbrowser.
A browserhijacker mayreplacetheexistinghomepage,errorpage,orsearchenginewithits
own.
Sessionhijackingofcontrollerattackisoneofthemostcommonwaysofinformation
leakageSoftware-DefinedNetworkingisfacing,whichbringsaseriousthreattocyber
security.However,theexistingdefensetechnologiesmainlyfocusonhowtodetectattacks
andreducetheattacksuccessrate.Thepaperproposesamethodfrom anotherperspective
tominimizethecostthatthenetworkundertakesandfindanoptimaldefender'sstrategy
whenanattackisunavoidableinsomecase.Themainworkisasfollows.Firstofall,we
modelsthescenarioofattackanddefenseasaStackelbergGames,andprovetheoptimal
strategyisequaltotheSSE(StrongStackelbergEquilibrium)

Differencebetweenactiveandpassiveattack

Basic Activeattacktriestochange

thesystem resourcesoraffect

theiroperation.

Passiveattacktriestoreadormakeuseof

informationfrom thesystem butdoesnot

influencesystem resources.

Modificationin

theinformation

Occurs doesnottakeplace

Harm tothe

system

Alwayscausesdamagetothe

system.

Donotcauseanyharm.

Threatto Integrityandavailability Confidentiality

Attackawareness Theentity(victim)gets Theentityisunawareoftheattack.



informedabouttheattack.

Taskperformed

bytheattacker

Thetransmissioniscaptured

byphysicallycontrollingthe

portionofalink.

Justneedtoobservethe

transmission.

ERROR-404.

ANS.The HTTP404, 404NotFound, 404, PageNotFound,or ServerNotFound errormessage is
a HypertextTransferProtocol (HTTP) standardresponsecode,incomputernetwork
communications,toindicatethatthe browser wasabletocommunicatewithagiven server,but
theservercouldnotfindwhatwasrequested.Further,whentherequestedinformationisfound
butaccessisnotgranted,theservermayreturna404errorifitwishestonotdisclosethis
information,aswell.[1]

Thewebsitehostingserverwilltypicallygeneratea"404NotFound"webpagewhenauser

attemptstofollowa brokenordeadlink;hencethe404errorisoneofthemostrecognizable

errorsencounteredonthe WorldWideWeb

confidentiality isasetofrulesthatlimitsaccesstoinformation, integrity istheassurance

thattheinformationistrustworthyandaccurate,andavailabilityisaguaranteeofreliable

accesstotheinformationbyauthorizedpeople.thetermsofconfidentiality,integrityand

availability.

InformationSecurity isnotallaboutsecuringinformationfrom unauthorized
access.InformationSecurityisbasicallythepracticeofpreventingunauthorized
access,use,disclosure,disruption,modification,inspection,recordingor
destructionofinformation.Informationcanbephysicalorelectricalone.
InformationcanbeanythinglikeYourdetailsorwecansayyourprofileonsocial
media,yourdatainmobilephone,yourbiometricsetc.ThusInformationSecurity
spanssomanyresearchareaslikeCryptography,MobileComputing,Cyber
Forensics,OnlineSocialMediaetc.
DuringFirstWorldWar,Multi-tierClassificationSystem wasdevelopedkeepingin
mindsensitivityofinformation.WiththebeginningofSecondWorldWarformal
alignmentofClassificationSystem wasdone.AlanTuringwastheonewho
successfullydecryptedEnigmaMachinewhichwasusedbyGermanstoencrypt
warfaredata.

InformationSecurityprogramsarebuildaround3objectives,commonlyknown
asCIA–Confidentiality,Integrity,Availability.

1.Confidentiality– meansinformationisnotdisclosedtounauthorized
individuals,entitiesandprocess.ForexampleifwesayIhaveapassword
formyGmailaccountbutsomeonesawwhileIwasdoingaloginintoGmail
account.Inthatcasemypasswordhasbeencompromisedand
Confidentialityhasbeenbreached.

2.Integrity– meansmaintainingaccuracyandcompletenessofdata.This
meansdatacannotbeeditedinanunauthorizedway.Forexampleifan



employeeleavesanorganisationtheninthatcasedataforthatemployeein
alldepartmentslikeaccounts,shouldbeupdatedtoreflectstatustoJOB
LEFTsothatdataiscompleteandaccurateandinadditiontothisonly
authorizedpersonshouldbeallowedtoeditemployeedata.

3.Availability– meansinformationmustbeavailablewhenneeded.For
exampleifoneneedstoaccessinformationofaparticularemployeeto
checkwhetheremployeehasoutstandedthenumberofleaves,inthatcase
itrequirescollaborationfrom differentorganizationalteamslikenetwork
operations,developmentoperations,incidentresponseandpolicy/change
management.
Denialofserviceattackisoneofthefactorthatcanhampertheavailability
ofinformation.

TheneedforInformationsecurity:

1.Protectingthefunctionalityoftheorganisation:
Thedecisionmakerinorganisationsmustsetpolicyandoperatestheir
organisationincompliancewiththecomplex,shiftinglegislation,efficient
andcapableapplications.

2.Enablingthesafeoperationofapplications:
Theorganisationisunderimmensepressuretoacquireandoperates
integrated,efficientandcapableapplications.Themodernorganisation
needstocreateanenvironmentthatsafeguardsapplicationusingthe
organisationsITsystems,particularlythoseapplicationthatservesas
importantelementsoftheinfrastructureoftheorganisation.

3.Protectingthedatathattheorganisationcollectanduse:
Dataintheorganisationcanbeintwoformsthatareeitherinrestorin
motion,themotionofdatasignifiesthatdataiscurrentlyusedorprocessed
bythesystem.Thevaluesofthedatamotivatedtheattackerstosealor
corruptsthedata.Thisisessentialfortheintegrityandthevaluesofthe
organisation’sdata.Informationsecurityensuresprotectionodbothdatain
motionaswellasdatainrest.

UNIT-4

CRYPTOGRAPHY

. Cryptographyistheartandscienceofmakingacryptosystem thatiscapableof
providinginformationsecurity.

Cryptographydealswiththeactualsecuringofdigitaldata.Itreferstothedesignof
mechanisms based on mathematical algorithms that provide fundamental
informationsecurityservices.Youcanthinkofcryptographyastheestablishment
ofalargetoolkitcontainingdifferenttechniquesinsecurityapplications.

Cryptography–Benefits



Cryptographyisanessentialinformationsecuritytool.Itprovidesthefourmost
basicservicesofinformationsecurity−

 Confidentiality − Encryption technique can guard the information and
communicationfrom unauthorizedrevelationandaccessofinformation.

 Authentication −ThecryptographictechniquessuchasMACanddigitalsignatures
canprotectinformationagainstspoofingandforgeries.

 DataIntegrity −Thecryptographichashfunctionsareplayingvitalroleinassuring
theusersaboutthedataintegrity.

 Non-repudiation −Thedigitalsignatureprovidesthenon-repudiationservicetoguard
againstthedisputethatmayariseduetodenialofpassingmessagebythesender.

Allthesefundamentalservicesofferedbycryptographyhasenabledtheconductof
businessoverthenetworksusingthecomputersystemsinextremelyefficientand
effectivemanner.

Cryptography–Drawbacks

Apartfrom thefourfundamentalelementsofinformationsecurity,thereareother
issuesthataffecttheeffectiveuseofinformation−

 Astronglyencrypted,authentic,anddigitallysignedinformationcanbe difficultto
accessevenforalegitimateuser atacrucialtimeofdecision-making.Thenetwork
orthecomputersystem canbeattackedandrenderednon-functionalbyanintruder.

 Highavailability, oneofthefundamentalaspectsofinformationsecurity,cannotbe
ensuredthroughtheuseofcryptography.Othermethodsareneededtoguard
againstthethreatssuchasdenialofserviceorcompletebreakdownofinformation
system.

 Anotherfundamentalneedofinformationsecurityof selectiveaccesscontrol also
cannotberealizedthroughtheuseofcryptography.Administrativecontrolsand
proceduresarerequiredtobeexercisedforthesame.

 Cryptographydoesnotguardagainstthevulnerabilitiesand threatsthatemerge
from thepoordesignofsystems, protocols,andprocedures.Theseneedtobefixed
throughproperdesignandsettingupofadefensiveinfrastructure.

 Cryptographycomesatcost.Thecostisintermsoftimeandmoney−

o Additionofcryptographictechniquesintheinformationprocessingleadsto
delay.

o Theuseofpublickeycryptographyrequiressettingupandmaintenanceof
publickeyinfrastructurerequiringthehandsomefinancialbudget.

 Thesecurityofcryptographictechniqueisbasedonthecomputationaldifficultyof
mathematicalproblems.Anybreakthroughinsolvingsuchmathematicalproblems
orincreasingthecomputingpowercanrenderacryptographictechniquevulnerable.

SecurityServicesofCryptography

The primaryobjective ofusing cryptographyis to provide the following four



fundamentalinformationsecurityservices.Letusnow seethepossiblegoals
intendedtobefulfilledbycryptography.

Confidentiality

Confidentialityisthefundamentalsecurityserviceprovidedbycryptography.Itisa
securityservicethatkeepstheinformationfrom anunauthorizedperson.Itis
sometimesreferredtoas privacy or secrecy.

Confidentialitycanbeachievedthroughnumerousmeansstartingfrom physical
securingtotheuseofmathematicalalgorithmsfordataencryption.

DataIntegrity

Itissecurityservicethatdealswithidentifyinganyalterationtothedata.Thedata
maygetmodifiedbyanunauthorizedentityintentionallyoraccidently.Integrity
serviceconfirmsthatwhetherdataisintactornotsinceitwaslastcreated,
transmitted,orstoredbyanauthorizeduser.

Dataintegritycannotpreventthealterationofdata,butprovidesameansfor
detectingwhetherdatahasbeenmanipulatedinanunauthorizedmanner.

Authentication

Authentication provides the identification ofthe originator.Itconfirms to the
receiverthatthedatareceivedhasbeensentonlybyanidentifiedandverified
sender.

Authenticationservicehastwovariants−

 Messageauthentication identifiestheoriginatorofthemessagewithoutanyregard
routerorsystem thathassentthemessage.

 Entityauthentication isassurancethatdatahasbeenreceivedfrom aspecificentity,say
aparticularwebsite.

Apartfrom theoriginator,authenticationmayalsoprovideassuranceaboutother
parametersrelatedtodatasuchasthedateandtimeofcreation/transmission.

Non-repudiation

Itisasecurityservicethatensuresthatanentitycannotrefusetheownershipofa
previouscommitmentoranaction.Itisanassurancethattheoriginalcreatorofthe
datacannotdenythecreationortransmissionofthesaiddatatoarecipientorthird
party.

Non-repudiationisapropertythatismostdesirableinsituationswherethereare
chancesofadisputeovertheexchangeofdata.Forexample,onceanorderis
placedelectronically,apurchasercannotdenythepurchaseorder,ifnon-repudiation
servicewasenabledinthistrans

ComponentsofaCryptosystem



Thevariouscomponentsofabasiccryptosystem areasfollows−

 Plaintext. Itisthedatatobeprotectedduringtransmission.

 EncryptionAlgorithm. Itisamathematicalprocessthatproducesaciphertextforany
givenplaintextandencryptionkey.Itisacryptographicalgorithm thattakesplaintext
andanencryptionkeyasinputandproducesaciphertext.

 Ciphertext. Itisthescrambled version oftheplaintextproduced bytheencryption
algorithm usingaspecifictheencryptionkey.Theciphertextisnotguarded.Itflowson
publicchannel.Itcanbeinterceptedorcompromisedbyanyonewhohasaccesstothe
communicationchannel.

 DecryptionAlgorithm, Itisamathematicalprocess,thatproducesauniqueplaintextfor
anygivenciphertextanddecryptionkey.Itisacryptographicalgorithm thattakesa
ciphertextand adecryption keyasinput,and outputsaplaintext.Thedecryption
algorithm essentiallyreversestheencryptionalgorithm andisthuscloselyrelatedtoit.

 Encryption Key. Itis a value thatis known to the sender.The senderinputs the
encryptionkeyintotheencryptionalgorithm alongwiththeplaintextinordertocompute
theciphertext.

 DecryptionKey. Itisavaluethatisknowntothereceiver.Thedecryptionkeyisrelatedto
theencryptionkey,butisnotalwaysidenticaltoit.Thereceiverinputsthedecryption
keyintothedecryptionalgorithm alongwiththeciphertextinordertocomputethe
plaintext.

Foragivencryptosystem,acollectionofallpossibledecryptionkeysiscalleda key
space.

An interceptor (anattacker)isanunauthorizedentitywhoattemptstodetermine
theplaintext.Hecanseetheciphertextandmayknowthedecryptionalgorithm.He,
however,mustneverknowthedecryptionkey.

TypesofCryptosystems

Fundamentally,therearetwotypesofcryptosystemsbasedonthemannerinwhich
encryption-decryptioniscarriedoutinthesystem −

 SymmetricKeyEncryption

 AsymmetricKeyEncryption

 Symmetricencryption usesasinglekeythatneedstobesharedamongthepeople
whoneedtoreceivethemessage..Symmetricencryption isatypeofencryption
whereonlyonekey(asecretkey)isusedtobothencryptanddecryptelectronic
information.Theentitiescommunicatingviasymmetricencryptionmustexchange
thekeyPersonsusingsymmetrickeyencryptionmustshareacommonkeypriorto
exchangeofinformation.



 Keysarerecommendedtobechangedregularlytopreventanyattackonthesystem.

 Arobustmechanism needstoexisttoexchangethekeybetweenthecommunicating
parties.As keys are required to be changed regularly,this mechanism becomes
expensiveandcumbersome.

 Inagroupof n people,toenabletwo-partycommunicationbetweenanytwopersons,the
numberofkeysrequiredforgroupis n×(n–1)/2.

 LengthofKey(numberofbits)inthisencryptionissmallerandhence,processof
encryption-decryptionisfasterthanasymmetrickeyencryption.

 Processingpowerofcomputersystem requiredtorunsymmetricalgorithm isless.

sothatitcanbeused

TheAsymmetricKeyEncryption

Theasymmetricencryptionprocesswhere differentkeysareusedforencryptingand
decryptingtheinformation isknownasAsymmetricKeyEncryption.Thoughthekeys
aredifferent,theyaremathematicallyrelatedandhence,retrievingtheplaintextby
decryptingciphertextisfeasible.Theprocessisdepictedinthefollowingillustration 



 Everyuserinthissystem needstohaveapairofdissimilarkeys, privatekey and public
key.Thesekeysaremathematicallyrelated−whenonekeyisusedforencryption,the
othercandecrypttheciphertextbacktotheoriginalplaintext.

 Itrequirestoputthepublickeyinpublicrepositoryandtheprivatekeyasawell-guarded
secret.Hence,thisschemeofencryptionisalsocalled PublicKeyEncryption.

 Thoughpublicandprivatekeysoftheuserarerelated,itiscomputationallynotfeasible
tofindonefrom another.Thisisastrengthofthisscheme.

 When Host1 needs to send data to Host2, he obtains the public keyof Host2 from
repository,encryptsthedata,andtransmits.

 Host2 useshisprivatekeytoextracttheplaintext.

 LengthofKeys(numberofbits)inthisencryptionislargeandhence,theprocessof
encryption-decryptionisslowerthansymmetrickeyencryption.

 Processingpowerofcomputersystem requiredtorunasymmetricalgorithm ishigher

Differencebetweenblockandstream cipher

S.NO BLOCKCIPHER(ENCRYPTION) STREAM CIPHER(DECRYPTION)

1.

BlockCipherConvertstheplaintext

intociphertextbytakingplaintext’s

blockatatime.

Stream CipherConvertstheplaint

textintociphertextbytaking1byte

ofplaintextatatime.

2.

Blockcipheruseseither64bitsor

morethan64bits. Whilestream cipheruses8bits.

3.

Thecomplexityofblockcipheris

simple.

Whilestream cipherismore

complex.

4.

BlockcipherUsesconfusionaswell

asdiffusion.

Whilestream cipherusesonly

confusion.

5.

Inblockcipher,reverseencrypted

textishard.

Whileinstream cipher,reverse

encryptedtextiseasy.

6. Thealgorithm modeswhichareused Thealgorithm modeswhichare



inblockcipherare:ECB(Electronic

CodeBook)andCBC(CipherBlock

Chaining).

usedinstream cipherare:CFB

(CipherFeedback)andOFB(Output

Feedback).

Digitalsignature isa cryptographic valuethatiscalculatedfrom thedataanda
secretkeyknownonlybythesigner.Inrealworld,thereceiverofmessageneedsassurance
thatthemessagebelongstothesenderandheshouldnotbeabletorepudiatethe
originationofthatmessage.

DigitalSignature isaprocessthatguaranteesthatthecontentsofamessage
havenotbeenalteredintransit.Whenyou,theserver,digitallysignadocument,youadda
one-wayhash(encryption)ofthemessagecontentusingyourpublicandprivatekeypair.

Digitalsignaturesarethepublic-keyprimitivesofmessageauthentication.Inthe
physicalworld,itiscommontousehandwrittensignaturesonhandwrittenortyped
messages.Theyareusedtobindsignatorytothemessage.

Similarly,adigitalsignatureisatechniquethatbindsaperson/entitytothedigital
data.Thisbindingcanbeindependentlyverifiedbyreceiveraswellasanythird
party.

Digitalsignatureisacryptographicvaluethatiscalculatedfrom thedataanda
secretkeyknownonlybythesigner.

Inrealworld,thereceiverofmessageneedsassurancethatthemessagebelongs
tothesenderandheshouldnotbeabletorepudiatetheoriginationofthatmessage.
Thisrequirementisverycrucialinbusinessapplications,sincelikelihoodofa
disputeoverexchangeddataisveryhigh.

Thefollowingpointsexplaintheentireprocessindetail−

 Eachpersonadoptingthisschemehasapublic-privatekeypair.

 Generally,the key pairs used forencryption/decryption and signing/verifying are
different.Theprivatekeyusedforsigningisreferredtoasthesignaturekeyandthe
publickeyastheverificationkey.

 Signerfeedsdatatothehashfunctionandgenerateshashofdata.

 Hashvalueandsignaturekeyarethenfedtothesignaturealgorithm whichproducesthe
digitalsignatureongivenhash.Signatureisappendedtothedataandthenbothare
senttotheverifier.

 Verifierfeedsthedigitalsignatureandtheverificationkeyintotheverificationalgorithm.
Theverificationalgorithm givessomevalueasoutput.

 Verifieralsorunssamehashfunctiononreceiveddatatogeneratehashvalue.

 Forverification,thishashvalueandoutputofverificationalgorithm arecompared.Based
onthecomparisonresult,verifierdecideswhetherthedigitalsignatureisvalid.

 Sincedigitalsignatureiscreatedby‘private’keyofsignerandnooneelsecanhavethis
key;thesignercannotrepudiatesigningthedatainfuture.



DifferencebetweenConnection-orientedandConnection-lessServices:

S.NO CONNECTION-ORIENTEDSERVICE CONNECTION-LESSSERVICE

1.

Connection-orientedserviceis

relatedtothetelephonesystem.

Connection-lessserviceis

relatedtothepostalsystem.

2.

Connection-orientedserviceis

preferredbylongandsteady

communication.

Connection-lessServiceis

preferredbybursty

communication.

3.

Connection-orientedServiceis

necessary.

Connection-lessServiceisnot

compulsory.

4.

Connection-orientedServiceis

feasible.

Connection-lessServiceisnot

feasible.

5.

Inconnection-orientedService,

Congestionisnotpossible.

Inconnection-lessService,

Congestionispossible.

6.

Connection-orientedService

givestheguaranteeofreliability.

Connection-lessServicedoes

notgivetheguaranteeof

reliability.

7.

Inconnection-orientedService,

Packetsfollowthesameroute.

Inconnection-lessService,

Packetsdonotfollowthe

sameroute.

TLS

TLSisacryptographicprotocolthatprovidesend-to-endcommunicationssecurityover



networksandiswidelyusedforinternetcommunicationsandonlinetransactions

Networksecurityentailssecuringdataagainstattackswhileitisintransitonanetwork.To

achievethisgoal,manyreal-timesecurityprotocolshavebeendesigned.Therearepopular

standardsforreal-timenetworksecurityprotocolssuchasS/MIME,SSL/TLS,SSH,and

IPsec.Asmentionedearlier,theseprotocolsworkatdifferentlayersofnetworkingmodel.

Inthelastchapter,wediscussedsomepopularprotocolsthataredesignedtoprovide

applicationlayersecurity.Inthischapter,wewilldiscusstheprocessofachievingnetwork

securityatTransportLayerandassociatedsecurityprotocols.

ForTCP/IPprotocolbasednetwork,physicalanddatalinklayersaretypicallyimplemented

intheuserterminalandnetworkcardhardware.TCPandIPlayersareimplementedinthe

operatingsystem.AnythingaboveTCP/IPisimplementedasuserprocess.

NeedforTransportLayerSecurity

Let'sdiscussatypicalInternet-basedbusinesstransaction.

BobvisitsAlice’swebsiteforsellinggoods.Inaform onthewebsite,Bobentersthetypeof

goodandquantitydesired,hisaddressandpaymentcarddetails.BobclicksonSubmitand

waitsfordeliveryofgoodswithdebitofpriceamountfrom hisaccount.Allthissoundsgood,

butinabsenceofnetworksecurity,Bobcouldbeinforafewsurprises.

 Iftransactionsdidnotuseconfidentiality(encryption),anattackercouldobtainhispaymentcard
information.TheattackercanthenmakepurchasesatBob'sexpense.

 Ifnodataintegritymeasureisused,anattackercouldmodifyBob'sorderintermsoftypeorquantityof
goods.

 Lastly,ifnoserverauthenticationisused,aservercoulddisplayAlice'sfamouslogobutthesitecould
beamalicioussitemaintainedbyanattacker,whoismasqueradingasAlice.AfterreceivingBob's
order,hecouldtakeBob'smoneyandflee.OrhecouldcarryoutanidentitytheftbycollectingBob's
nameandcreditcarddetails.

TransportlayersecurityschemescanaddresstheseproblemsbyenhancingTCP/IPbased

networkcommunicationwithconfidentiality,dataintegrity,serverauthentication,andclient

authentication.

ThesecurityatthislayerismostlyusedtosecureHTTPbasedwebtransactionsona

network.However,itcanbeemployedbyanyapplicationrunningoverTCP.

PhilosophyofTLSDesign

TransportLayerSecurity(TLS)protocolsoperateabovetheTCPlayer.Designofthese

protocolsusepopularApplicationProgram Interfaces(API)toTCP,called“sockets"for

interfacingwithTCPlayer.

ApplicationsarenowinterfacedtoTransportSecurityLayerinsteadofTCPdirectly.

TransportSecurityLayerprovidesasimpleAPIwithsockets,whichissimilarandanalogous

toTCP'sAPI.



Intheabovediagram,althoughTLStechnicallyresidesbetweenapplicationandtransport

layer,from thecommonperspectiveitisatransportprotocolthatactsasTCPlayer

enhancedwithsecurityservices.

TLSisdesignedtooperateoverTCP,thereliablelayer4protocol(notonUDPprotocol),to

makedesignofTLSmuchsimpler,becauseitdoesn'thavetoworryabout‘timingout’and

‘retransmittinglostdata’.TheTCPlayercontinuesdoingthatasusualwhichservestheneed

ofTLS.

EMAILSECURITY:-E-mailHacking

Emailhackingcanbedoneinanyofthefollowingways:

Spam

Virus

Phishing

Spam

E-mailspammingisanactofsending UnsolicitedBulkE-mails(UBI) whichonehasnot

askedfor.Emailspamsarethejunkmailssentbycommercialcompaniesasan

advertisementoftheirproductsandservices.

Virus

Someemailsmayincorporatewithfilescontainingmaliciousscriptwhichwhenrunonyour

computermayleadtodestroyyourimportantdata.



Phishing

Emailphishingisanactivityofsendingemailstoauserclaimingtobealegitimate

enterprise.Itsmainpurposeistostealsensitiveinformationsuchasusernames,passwords,

andcreditcarddetails.

Suchemailscontainslinktowebsitesthatareinfectedwithmalwareanddirecttheuserto

enterdetailsatafakewebsitewhoselookandfeelsaresametolegitimateone.

E-mailSpammingandJunkMails

EmailspammingisanactofsendingUnsolicitedBulkE-mails(UBI)whichonehasnotasked

for.Emailspamsarethejunkmailssentbycommercialcompaniesasanadvertisementof

theirproductsandservices.

Spamsmaycausethefollowingproblems:

 Itfloodsyoure-mailaccountwithunwantede-mails,whichmayresultinlossofimportante-mailsif
inboxisfull.

 Timeandenergyiswastedinreviewinganddeletingjunkemailsorspams.

 Itconsumesthebandwidththatslowsthespeedwithwhichmailsaredelivered.

 Someunsolicitedemailmaycontainvirusthatcancauseharm toyourcomputer.

BlockingSpams

E-mailProtocolsaresetofrulesthathelptheclienttoproperlytransmittheinformationtoor

from themailserver.Hereinthistutorial,wewilldiscussvariousprotocolssuchas SMTP,

POP, and IMAP.

SMPTP

SMTP standsfor SimpleMailTransferProtocol.Itwasfirstproposedin1982.Itisa

standardprotocolusedforsendinge-mailefficientlyandreliablyovertheinternet.

KeyPoints:

 SMTPisapplicationlevelprotocol.

 SMTPisconnectionorientedprotocol.

 SMTPistextbasedprotocol.

 Ithandlesexchangeofmessagesbetweene-mailserversoverTCP/IPnetwork.

 Apartfrom transferringe-mail,SMPTalsoprovidesnotificationregardingincomingmail.

 Whenyousende-mail,youre-mailclientsendsittoyoure-mailserverwhichfurthercontactsthe
recipientmailserverusingSMTPclient.

 TheseSMTPcommandsspecifythesender’sandreceiver’se-mailaddress,alongwiththemessageto
besend.

 Theexchangeofcommandsbetweenserversiscarriedoutwithoutinterventionofanyuser.

 Incase,messagecannotbedelivered,anerrorreportissenttothesenderwhichmakesSMTPa
reliableprotocol.



IMAP

IMAP standsfor InternetMailAccessProtocol. Itwasfirstproposedin1986.Thereexistfive

versionsofIMAPasfollows:

1. OriginalIMAP

2. IMAP2

3. IMAP3

4. IMAP2bis

5. IMAP4

KeyPoints:

 IMAPallowstheclientprogram tomanipulatethee-mailmessageontheserverwithoutdownloading
them onthelocalcomputer.

 Thee-mailisholdandmaintainedbytheremoteserver.

 Itenablesustotakeanyactionsuchasdownloading,deletethemailwithoutreadingthemail.It
enablesustocreate,manipulateanddeleteremotemessagefolderscalledmailboxes.

 IMAPenablestheuserstosearchthee-mails.

 Itallowsconcurrentaccesstomultiplemailboxesonmultiplemailservers.

POP

POPstandsforPostOfficeProtocol.Itisgenerallyusedtosupportasingleclient.Thereare

severalversionsofPOPbutthePOP3isthecurrentstandard.

KeyPoints

 POPisanapplicationlayerinternetstandardprotocol.

 SincePOPsupportsofflineaccesstothemessages,thusrequireslessinternetusagetime.

 POPdoesnotallowsearchfacility.

 Inordertoaccessthemessaged,itisnecessarytodownloadthem.

 Itallowsonlyonemailboxtobecreatedonserver.

 Itisnotsuitableforaccessingnonmaildata.

 POPcommandsaregenerallyabbreviatedintocodesofthreeorfourletters.Eg.STAT.

DIFFERENCEBETWEENIPV4ANDIPV6

IPv4has32-bitaddresslength IPv6has128-bitaddresslength

ItSupportsManualandDHCP

addressconfiguration

ItsupportsAutoandrenumberingaddress

configuration

InIPv4endtoendconnection InIPv6endtoendconnectionintegrityis



integrityisUnachievable Achievable

Itcangenerate4.29×109address

space

AddressspaceofIPv6isquitelargeitcan

produce3.4×1038addressspace

Securityfeatureisdependenton

application

IPSECisinbuiltsecurityfeatureintheIPv6

protocol

AddressrepresentationofIPv4in

decimal

AddressRepresentationofIPv6isin

hexadecimal

hashfunction takesagroupofcharacters(calledakey)andmapsittoavalueof

acertainlength(calleda hash valueor hash).... Hashing isdoneforindexingandlocating
itemsindatabasesbecauseitiseasiertofind the shorter hash valuethan the longerstring

A hashfunction isamathematical function thatconvertsaninputvalueintoacompressed
numericalvalue–a hash or hash value

Dataintegritycheckisamostcommonapplicationofthehashfunctions.Itisused
togeneratethechecksumsondatafiles.Thisapplicationprovidesassurancetothe
useraboutcorrectnessofthedata.

Theprocessisdepictedinthefollowingillustration–Theintegritycheckhelpsthe
usertodetectanychangesmadetooriginalfile.Ithowever,doesnotprovideany
assuranceaboutoriginality.Theattacker,insteadofmodifyingfiledata,canchangethe
entirefileandcomputealltogethernew hashandsendtothereceiver.Thisintegrity
checkapplicationisusefulonlyiftheuserissureabouttheoriginalityoffile.



UNIT-5

Packetfiltering isa firewall techniqueusedtocontrolnetworkaccessbymonitoring

outgoingandincoming packets andallowingthem topassorhaltbasedonthesourceand

destinationInternetProtocol(IP)addresses,protocolsandports

Techopediaexplains PacketFiltering

Duringnetworkcommunication,anodetransmitsapacketthatisfilteredandmatchedwith
predefinedrulesandpolicies.Oncematched,apacketiseitheracceptedordenied.

PacketfilteringcheckssourceanddestinationIPaddresses.IfbothIPaddressesmatch,the
packetisconsideredsecureandverified.Becausethesendermayusedifferentapplications
andprograms,packetfilteringalsocheckssourceanddestinationprotocols,suchasUser
Datagram Protocol(UDP)andTransmissionControlProtocol(TCP).Packetfiltersalsoverify
sourceanddestinationportaddresses.

Somepacketfiltersarenotintelligentandunabletomemorizeusedpackets.However,other
packetfilterscanmemorizepreviouslyusedpacketitems,suchassourceanddestinationIP
addresses.



Packetfilteringisusuallyaneffectivedefenseagainstattacksfrom computersoutsidea
localareanetwork(LAN).Asmostroutingdeviceshaveintegratedfilteringcapabilities,
packetfilteringisconsideredastandardandcost-effectivemeansofsecurity.

An IntrusionDetectionSystem (IDS)isa system thatmonitorsnetworktrafficfor

suspiciousactivityandissuesalertswhensuchactivityisdiscovered.Itisasoftware

applicationthatscansanetworkora system forharmfulactivityorpolicybreaching

Intrusion detection systems (IDS)can be classified into differentways.The major
classificationsareActiveandpassiveIDS,NetworkIntrusiondetectionsystems(NIDS)and
hostIntrusiondetectionsystems(HIDS)

ActiveandpassiveIDS

AnactiveIntrusionDetectionSystems(IDS)isalso knownasIntrusionDetectionand
PreventionSystem (IDPS).IntrusionDetectionandPreventionSystem (IDPS)isconfigured
toautomaticallyblocksuspectedattackswithoutanyinterventionrequiredbyanoperator.
IntrusionDetectionandPreventionSystem (IDPS)hastheadvantageofprovidingreal-time
correctiveactioninresponsetoanattack.

ApassiveIDSisasystem that’sconfiguredtoonlymonitorandanalyzenetworktraffic
activityandalertanoperatortopotentialvulnerabilitiesandattacks.ApassiveIDSisnot
capableofperforminganyprotectiveorcorrectivefunctionsonitsown.

NetworkIntrusiondetectionsystems(NIDS)andHostIntrusion
detectionsystems(HIDS)

NetworkIntrusionDetectionSystems(NIDS)usuallyconsistsofanetworkappliance(or
sensor)withaNetworkInterfaceCard(NIC)operatinginpromiscuousmodeandaseparate
managementinterface.TheIDS isplaced along a networksegmentorboundaryand



monitorsalltrafficonthatsegment.

AHostIntrusionDetectionSystems(HIDS)andsoftwareapplications(agents)installedon
workstationswhicharetobemonitored.Theagentsmonitortheoperatingsystem andwrite
datatologfilesand/ortriggeralarms.AhostIntrusiondetectionsystems(HIDS)canonly
monitortheindividualworkstationsonwhichtheagentsareinstalledanditcannotmonitor
theentirenetwork.HostbasedIDSsystemsareusedtomonitoranyintrusionattemptson
criticalservers.

ThedrawbacksofHostIntrusionDetectionSystems(HIDS)are

•Difficulttoanalysetheintrusionattemptsonmultiplecomputers.

•HostIntrusionDetectionSystems(HIDS)canbeverydifficulttomaintaininlargenetworks
withdifferentoperatingsystemsandconfigurations

•HostIntrusionDetectionSystems(HIDS)canbedisabledbyattackersafterthesystem is
compromised.

Knowledge-based(Signature-based)IDSandbehavior-based
(Anomaly-based)IDS

A knowledge-based (Signature-based)Intrusion Detection Systems (IDS)references a
databaseofpreviousattacksignaturesandknownsystem vulnerabilities.Themeaningof
wordsignature,whenwetalkaboutIntrusionDetectionSystems(IDS)isrecordedevidence
ofanintrusionorattack.Eachintrusionleavesafootprintbehind(e.g.,natureofdata
packets,failedattempttorunanapplication,failedlogins,fileandfolderaccessetc.).These
footprintsarecalledsignaturesandcanbeusedtoidentifyandpreventthesameattacksin
thefuture.Based on thesesignaturesKnowledge-based (Signature-based)IDS identify
intrusionattempts.

ThedisadvantagesofSignature-based IntrusionDetectionSystems(IDS)aresignature
database mustbe continuallyupdated and maintained and Signature-based Intrusion
DetectionSystems(IDS)mayfailtoidentifyauniqueattacks.

ABehavior-based(Anomaly-based)IntrusionDetectionSystems(IDS)referencesabaseline
orlearnedpatternofnormalsystem activitytoidentifyactiveintrusionattempts.Deviations
from thisbaselineorpatterncauseanalarm tobetriggered.

HigherfalsealarmsareoftenrelatedwithBehavior-basedIntrusionDetectionSystems(IDS

Network-basedIntrusionDetectionSystem (NIDS) mean?

Anetwork-basedintrusiondetectionsystem (NIDS)isusedtomonitorand
analyzenetworktraffictoprotectasystem from network-basedthreats.

ANIDSreadsallinboundpacketsandsearchesforanysuspiciouspatterns.
Whenthreatsarediscovered,basedonitsseverity,thesystem cantakeaction
suchasnotifyingadministrators,orbarringthesourceIPaddressfrom
accessingthenetwork.



Network-basedIntrusionDetectionSystem (NIDS)

Intrusiondetectionsystems(IDSs)areavailableindifferenttypes;thetwomain
typesarethehost-basedintrusionsystem (HBIS)andnetwork-basedintrusion
system (NBIS).Additionally,thereareIDSsthatalsodetectmovementsby
searchingforparticularsignaturesofwell-knownthreats.

AnIDScompliments,orispartof,alargersecuritysystem thatalsocontains
firewalls,anti-virussoftware,etc.ANIDStriestodetectmaliciousactivitysuchas
denial-of-serviceattacks,portscansandattacksbymonitoringthenetwork
traffic.

DifferencebetweenfirewallandIDS

1

Firewall IDS

Afirewallisahardwareand/orsoftwarewhichfunctions
inanetworkedenvironmenttoblockunauthorized
accesswhilepermittingauthorizedcommunications.

AnIntrusionDetectionSystem (IDS)isasoftwareor
hardwaredeviceinstalledonthenetwork(NIDS)orhost
(HIDS)todetectandreportintrusionattemptstothe
network.

Afirewallcanblockanunauthorizedaccesstonetwork
(E.g.Awatchmanstandingatgatecanblockathief)

AnIDScanonlyreportanintrusion;itcannotblockit
(E.g.ACCTVcamerawhichcanalertaboutathiefbut
cannotstopit)

Afirewallcannotdetectsecuritybreachesfortrafficthat
doesnotpassthroughit(E.g.agatemancanwatchonly
atfrontgate.Heisnotawareofwall-jumpers)

IDSisfullycapableofinternalsecuritybycollecting
informationfrom avarietyofsystem andnetwork
resourcesandanalyzingthesymptomsofsecurity
problems

Firewalldoesn’tinspectcontentofpermittedtraffic.(A
gatemanwillneversuspectanemployeeofthecompany
)

IDSkeepsacheckofoverallnetwork

Noman-powerisrequiredtomanageafirewall. Anadministrator(man-power)isrequiredtorespondto



Firewall IDS

threatsissuedbyIDS

Firewallsaremostvisiblepartofanetworktoan
outsider.Hence,morevulnerabletobeattackedfirst.(A
gatemanwillbethefirstpersonattackedbyathief!!)

IDSareverydifficulttobespottedinanetwork
(especiallystealthmodeofIDS).

Data linklayeris theprotocol layer inaprogram thathandlesthemovingofdatainto

andoutofaphysical link inanetwork....Databitsareencoded,decodedandorganizedin

thedata linklayer,beforetheyaretransportedasframesbetweentwoadjacentnodeson

thesameLANorWAN

DataLinkLayerissecondlayerofOSILayeredModel.Thislayerisoneofthemost
complicatedlayersandhascomplexfunctionalitiesandliabilities.Datalinklayer
hidesthedetailsofunderlyinghardwareandrepresentsitselftoupperlayerasthe
medium tocommunicate.

Datalinklayerworksbetweentwohostswhicharedirectlyconnectedinsome
sense.Thisdirectconnectioncouldbepointtopointorbroadcast.Systemson
broadcastnetworkaresaidtobeonsamelink.Theworkofdatalinklayertendsto
getmorecomplexwhenitisdealingwithmultiplehostsonsinglecollisiondomain.

Datalinklayerisresponsibleforconvertingdatastream tosignalsbitbybitandto
sendthatovertheunderlyinghardware.Atthereceivingend,Datalinklayerpicksup
datafrom hardwarewhichareintheform ofelectricalsignals,assemblesthem ina
recognizableframeformat,andhandsovertoupperlayer.

DNSSEC(DNS)standsforDomainNameSystem Security Extensions,anditisatechnology
usedtoprotectinformationontheDomainNameSystem (DNS)whichisusedonIPnetworks.It
providesauthenticationfortheoriginofthe DNS data,helpingtosafeguardagainstattacksand
protectdataintegrity

DNS is important becauseitlinksthedomainnametotheIP....Internetcriminalscanexploit
theseweaknessesandarecapableofcreatingfalse DNS records.Thesefakerecordscantrick
usersintovisitingfakewebsites,downloadingmalicioussoftware,orworse.Thus,DNSSECwas
createdtosavetheday.

DomainNameSystem Security Extensions(DNSSEC)is asuiteofextensionsto
the DNS standard,whichusesdigitalsignaturestovalidatetheauthenticityof DNS responses.
DNSSECpreventsattacksthatinjectfalseinformationinto DNS resolvers,suchas DNS spoofing,



cachepoisoningandmaninthemiddleattacks

.IPSec(IPSECURITY)whichworksatthenetworklayerisaframeworkconsistingof
protocolsandalgorithmsforprotectingdatathroughanun-trustednetworksuchastheinternet.
IPSecprovidesdatasecurityinvariouswayssuchasencryptingandauthenticatingdata,
protectionagainstmasqueradingandmanipulation.IPSecisacomplexframeworkconsistingof
manysettings,whichiswhyitprovidesapowerfulandflexiblesetofsecurityfeaturesthatcan
beused.

DifferencebetweenMACAddressandIP

Address

Both MACAddress and IPAddress areusedtouniquelydefinesadeviceonthe
internet.NICCard’sManufacturerprovidestheMACAddress,ontheotherhand
InternetServiceProviderprovidesIPAddress.
ThemaindifferencebetweenMACandIPaddressisthat,MACAddressisused
toensurethephysicaladdressofcomputer.Ituniquelyidentifiesthedevicesona
network.WhileIPaddressareusedtouniquelyidentifiestheconnectionof
networkwiththatdevicetakepartinanetwork.

Let’sseethedifferencebetweenMACAddressandIPAddress:

S.NO MACADDRESS IPADDRESS

1.

MACAddressstandsforMedia

AccessControlAddress.

IPAddressstandsforInternet

ProtocolAddress.

2.

MACAddressisasixbyte

hexadecimaladdress.

IPAddressiseitherfourbyte

(IPv4)orsixbyte(IPv6)address.

3.

AdeviceattachedwithMACAddress

canretrievebyARPprotocol.

AdeviceattachedwithIPAddress

canretrievebyRARPprotocol.

4. NICCard’sManufacturerprovidesthe

MACAddress.

InternetServiceProviderprovides

IPAddress.



5.

MACAddressisusedtoensurethe

physicaladdressofcomputer.

IPAddressisthelogicaladdressof

thecomputer.

firewallisa networksecurity devicethatmonitorsincomingandoutgoing

networktrafficandpermitsorblocksdata packets basedonasetofsecurity

rules.Itspurposeistoestablishabarrierbetweenyourinternalnetworkand

incomingtrafficfrom externalsources(suchastheinternet)inordertoblock

malicioustrafficlikevirusesandhackers.

TypesofFirewalls
Proxyfirewall
Anearlytypeoffirewalldevice,aproxyfirewallservesasthegateway
from onenetworktoanotherforaspecificapplication.Proxyservers
canprovideadditionalfunctionalitysuchascontentcachingand
securitybypreventingdirectconnectionsfrom outsidethenetwork.
However,thisalsomayimpactthroughputcapabilitiesandthe
applicationstheycansupport.

Statefulinspectionfirewall
Nowthoughtofasa“traditional”firewall,astatefulinspectionfirewall
allowsorblockstrafficbasedonstate,port,andprotocol.Itmonitors
allactivityfrom theopeningofaconnectionuntilitisclosed.Filtering
decisionsaremadebasedonbothadministrator-definedrulesaswell
ascontext,whichreferstousinginformationfrom previous
connectionsandpacketsbelongingtothesameconnection.

Unifiedthreatmanagement(UTM)firewall
AUTM devicetypicallycombines,inalooselycoupledway,the
functionsofastatefulinspectionfirewallwithintrusionprevention



and antivirus.Itmayalsoincludeadditionalservicesandoftencloud
management.UTMsfocusonsimplicityandeaseofuse.
Seeour UTM devices.

Next-generationfirewall(NGFW)
Firewallshaveevolvedbeyondsimplepacketfilteringandstateful
inspection.Mostcompaniesaredeploying next-generationfirewalls to
blockmodernthreatssuchasadvancedmalwareandapplication-
layerattacks.
AccordingtoGartner,Inc.’sdefinition,anext-generationfirewallmust
include:

 Internet,sometimescalledsimply"theNet,"isaworldwidesystem of

computernetworks--anetworkofnetworksinwhichusersatanyonecomputer

can,iftheyhavepermission,getinformationfrom anyothercomputer(and

sometimestalkdirectlytousersatothercomputers

AlthoughtheInternetisoneofman'sgreatest
creations,italsohasmanydisadvantages,severalof
whicharelistedinthefollowingsections.

Bullying,trolls,stalkers,andcrime

AnyonewhohasspenttimeontheInternethas

encountered trolls orabusivepeople.Another

issuethathasincreasedovertheyears

is cyberbullying.

WithpeoplesharinginformationontheInternet,

stalkersmayexperiencelessdifficultyfinding

personalinformationaboutothersthrough

variousmeans.

HiddenplacesontheInternetandthe deep

web canalsobeaplaceforcriminalstoconduct

businesswithoutasmuchfearofbeingcaught.

Aglobalaudiencealsogivescriminalsmore



waystosolicittheirgoods.

 Computercrimeinformationandalistofthe

typesofcomputercrime.

Pornographicandviolentimages

Inourdigitalage,thereisanearlyaninfinite

amountofcontentontheInternet.Whilethere

areamazingresources,suchas Wikipedia,less

desirablecontentalsoexists.Consequently,

userscanaccidentallycomeacrossviolentor

pornographicimagesthattheymaynotwantto

view.

Addiction,timewaster,andcausesdistractions

SurfingandplayinggamesontheInternetcan

quicklybecomeveryaddictive.Doingsocanlead

tospendingalotoffrivoloustimeontheInternet,

insteadofdoingsomethingproductive.Onthis

samenote,theInternetcanhamperworkplace

productivityaswell.

Neverbeingabletodisconnectfrom work

TheInternetisgreatforgivingitsusersthe

abilitytoworkfrom anywhere.However,youmay

beexpectedtobeavailabletoworkatanytime

oftheday,evenifyouhadnotpreviouslyagreed

tobeavailable.



Forexample,youmaybeathomeandgeta

notificationthatyouhavereceivedanimportant

work-relatede-mailandthenendupworkingon

thecontentofthate-mailwithoutgettingpaid.

Identitytheft,hacking,viruses,andcheating

Withaccesstobillionsofcomputers,computer

hackersandmalicioususerscanhackaccounts

andstealpersonalinformationthatcouldbe

usedforidentitytheft.TheInternetalso

connectsallcomputerstoeachother,so

hackerscanscanmillionsofcomputersand

quicklyidentifywhatcomputersarevulnerableto

attack.

TheInternetalsoenablesstudentstocheaton

theirstudies,orfindothersontheInternettodo

theirhomework.

 HowtoprotectyourselfwhileontheInternet.

Spam andadvertising

It'sgreatthattheInternetcanfacilitatereaching

amuchwideraudiencethantraditional

advertisingmethods(e.g.,newspaper,TV,and

radio).However,becausedigitaladvertisingcan

besentonamassivescale,youmightseemore

spam inyourinboxthanjunkmailinreallife.

 Howtostopspam.



Affectsfocusandpatience

ThesitesweuseontheInterneteverydayhave

an"instantgratification"effect.Theyalso

presentanendlessmenuofthingstothinkabout

andexperienceatanymoment,ondemand.

Gettinginformationthiswayrewardsfast-paced

thinkingthatshiftsfocusquickly,whichaffects

yourinteractionsingeneral,makingyoumore

impatientandlessfocusedonyouractivities.Try

tobalancethisnaturaleffectwithtimeaway

from socialmediaandfocusedonmore

productivereal-lifeactivitieslikeexerciseor

cleaning.

Depression,loneliness,andsocialisolation

Socialnetworking sitescanalsoleadto

depressionasmanypeopletendtocompare

theirliveswithothers.TheInternetandonline

gamesfacilitatecommunicationwithothers.

Althoughyoumayfindnewconnectionsaround

theworld,youmayalsofindyourself

disconnectingfrom thoseinyourreallife.

Healthissuesandobesity

AswithwatchingTV,spendingtoomuchtimeon

thecomputersurfingtheInternetorplaying

gamescanalsoleadtoobesityandanunhealthy

lifestyle.

Acomputeralsorequiresalotofrepetitive



movementthatcanleadto carpaltunnel

syndrome. Forexample,movingyourhandfrom

your keyboard toa mouse andtypingareall

repetitiveactions,whichcancauseinjuries.

Takingbreaks,keepingtheproper posture,and

understandingcomputer ergonomics canallhelp

delayorpreventtheseinjuries.

 Howtoprotectyoureyeswhenusinga

computer.

Buyingthingsthatyoudon'tneed

TheInternetreducesthebarriersforconsumers

tomakepurchases,sousersmayfind

themselvespurchasingproductswithoutputting

muchthoughtintowhethertheyshould.Also,for

somepeople,buyingitemsontheInternetcan

becomesoaddictivethatitcausesseriousdebt.

UNIT-3

ThreatstoInformationSecurity

InInformationSecuritythreatscanbemanylikeSoftwareattacks,theftof
intellectualproperty,identitytheft,theftofequipmentorinformation,sabotage,
andinformationextortion.

Threat canbeanythingthatcantakeadvantageofavulnerabilitytobreach
securityandnegativelyalter,erase,harm objectorobjectsofinterest.
Softwareattacks meansattackbyViruses,Worms,TrojanHorsesetc.Many
usersbelievethatmalware,virus,worms,botsareallsamethings.Buttheyare
notsame,onlysimilarityisthattheyallaremalicioussoftwarethatbehave
differently.

Malware isacombinationof2terms-MaliciousandSoftware.SoMalware



basicallymeansmalicioussoftwarethatcanbeanintrusiveprogram codeora
anythingthatisdesignedtoperform maliciousoperationsonsystem.Malware
canbedividedin2categories:

1.InfectionMethods
2.MalwareActions

Malwareonthe basisofInfection Methodarefollowing:
1.Virus– Theyhavetheabilitytoreplicatethemselvesbyhookingthem tothe

program onthehostcomputerlikesongs,videosetcandthentheytravelall
overtheInternet.TherCreeperViruswasfirstdetectedonARPANET.
ExamplesincludeFileVirus,MacroVirus,BootSectorVirus,StealthVirus
etc.

2.Worms– Wormsarealsoselfreplicatinginnaturebuttheydon’thook
themselvestotheprogram onhostcomputer.Biggestdifferencebetween
virusandwormsisthatwormsarenetworkaware.Theycaneasilytravel
from onecomputertoanotherifnetworkisavailableandonthetarget
machinetheywillnotdomuchharm,theywillforexampleconsumehard
diskspacethusslowingdownthecomputer.

3.Trojan– TheConceptofTrojaniscompletelydifferentfrom thevirusesand
worms.ThenameTrojanderivedfrom the‘TrojanHorse’taleinGreek
mythology,whichexplainshowtheGreekswereabletoenterthefortified
cityofTroybyhidingtheirsoldiersinabigwoodenhorsegiventothe
Trojansasagift.TheTrojanswereveryfondofhorsesandtrustedthegift
blindly.Inthenight,thesoldiersemergedandattackedthecityfrom the
inside.

Theirpurposeistoconcealthemselvesinsidethesoftwarethatseem
legitimateandwhenthatsoftwareisexecutedtheywilldotheirtaskof
eitherstealinginformationoranyotherpurposeforwhichtheyaredesigned.

Theyoftenprovidebackdoorgatewayformaliciousprogramsormalevolent
userstoenteryoursystem andstealyourvaluabledatawithoutyour
knowledgeandpermission.ExamplesincludeFTPTrojans,ProxyTrojans,
RemoteAccessTrojansetc.

4.Bots–:canbeseenasadvancedform ofworms.Theyareautomated
processesthataredesignedtointeractovertheinternetwithouttheneedof
humaninteraction.Theycanbegoodorbad.Maliciousbotcaninfectone
hostandafterinfectingwillcreateconnectiontothecentralserverwhich
willprovidecommandstoallinfectedhostsattachedtothatnetwork
called Botnet.

Malwareonthe basisofActions:
1.Adware– Adwareisnotexactlymaliciousbuttheydobreachprivacyofthe

users.Theydisplayadsoncomputer’sdesktoporinsideindividual
programs.Theycomeattachedwithfreetousesoftware,thusmainsource
ofrevenueforsuchdevelopers.Theymonitoryourinterestsanddisplay
relevantads.Anattackercanembedmaliciouscodeinsidethesoftwareand
adwarecanmonitoryoursystem activitiesandcanevencompromiseyour
machine.

2.Spyware– Itisaprogram orwecansayasoftwarethatmonitorsyour



activitiesoncomputerandrevealcollectedinformationtointerestedparty.
SpywarearegenerallydroppedbyTrojans,virusesorworms.Oncedropped
theyinstallsthemselvesandsitssilentlytoavoiddetection.

OneofthemostcommonexampleofspywareisKEYLOGGER.Thebasicjob
ofkeyloggeristorecorduserkeystrokeswithtimestamp.Thuscapturing
interestinginformationlikeusername,passwords,creditcarddetailsetc.

3.Ransomware– Itistypeofmalwarethatwilleitherencryptyourfilesorwill
lockyourcomputermakingitinaccessibleeitherpartiallyorwholly.Thena
screenwillbedisplayedaskingformoneyi.e.ransom inexchange.

4.Scareware– Itmasqueradesasatooltohelpfixyoursystem butwhenthe
softwareisexecuteditwillinfectyoursystem orcompletelydestroyit.The
softwarewilldisplayamessagetofrightenyouandforcetotakesome
actionlikepaythem tofixyoursystem.

5.Rootkits– aredesignedtogainrootaccessorwecansayadministrative
privilegesintheusersystem.Oncegainedtherootaccess,theexploitercan
doanythingfrom stealingprivatefilestoprivatedata.

6.Zombies– TheyworksimilartoSpyware.Infectionmechanism issamebut
theydon’tspyandstealinformationrathertheywaitforthecommandfrom
hackers.

.

 Technologywithweaksecurity– Withtheadvancementintechnology,with
everypassingdayanewgadgetisbeingreleasedinthemarket.Butvery
fewarefullysecuredandfollowsInformationSecurityprinciples.Sincethe
marketisverycompetitiveSecurityfactoriscompromisedtomakedevice
moreuptodate.Thisleadstotheftofdata/informationfrom thedevices

 Socialmediaattacks– Inthiscybercriminalsidentifyandinfectaclusterof
websitesthatpersonsofaparticularorganisationvisit,tostealinformation.

 MobileMalware–ThereisasayingwhenthereisaconnectivitytoInternet
therewillbedangertoSecurity.SamegoestoMobilephoneswheregaming
applicationsaredesignedtolurecustomertodownloadthegameand
unintentionallytheywillinstallmalwareorvirusinthedevice.

 OutdatedSecuritySoftware– Withnewthreatsemergingeveryday,updation
insecuritysoftwareisaprerequisitetohaveafullysecuredenvironment.

 Corporatedataonpersonaldevices– Thesedayseveryorganization
followsaruleBYOD.BYODmeansBringyourowndevicelikeLaptops,
Tabletstotheworkplace.ClearlyBYODposeaseriousthreattosecurityof
databutduetoproductivityissuesorganizationsarearguingtoadoptthis.

 SocialEngineering– istheartofmanipulatingpeoplesothattheygiveup
theirconfidentialinformationlikebankaccountdetails,passwordetc.These
criminalscantrickyouintogivingyourprivateandconfidentialinformation
ortheywillgainyourtrusttogetaccesstoyourcomputertoinstalla
malicioussoftware-thatwillgivethem controlofyourcomputer.For
exampleemailormessagefrom yourfriend,thatwasprobablynotsentby
yourfriend.Criminalcanaccessyourfriendsdeviceandthenbyaccessing
thecontactlisthecansendinfectedemailandmessagetoallcontacts.
Sincethemessage/emailisfrom aknownpersonrecipientwilldefinately



checkthelinkorattachmentinthemessage,thusunintentionallyinfecting
thecomputer.

accesscontrol

Accesscontrolisasecuritytechniquethatregulateswhoorwhatcan

vieworuseresourcesinacomputingenvironment.Itisafundamental

conceptinsecuritythatminimizesrisktothebusinessororganization.

Therearetwotypesofaccesscontrol:physicalandlogical.Physical

accesscontrollimitsaccesstocampuses,buildings,roomsand

physicalITassets.Logicalaccesscontrollimitsconnectionsto

computernetworks,system filesanddata.

Tosecureafacility,organizationsuseelectronicaccesscontrol

systemsthatrelyonusercredentials,accesscardreaders,auditing

andreportstotrackemployeeaccesstorestrictedbusinesslocations

andproprietaryareas,suchasdatacenters.Someofthesesystems

incorporateaccesscontrolpanelstorestrictentrytoroomsand

buildingsaswellasalarmsandlockdowncapabilitiestoprevent

unauthorizedaccessoroperations.

Accesscontrolsystemsperform

identification authentication and authorization ofusersandentitiesby

evaluatingrequiredlogincredentialsthatcaninclude passwords,

personalidentificationnumbers(PINs), biometric scans,security

tokensorother authenticationfactors. Multifactorauthentication,

whichrequirestwoormoreauthenticationfactors,isoftenan

importantpartoflayereddefensetoprotectaccesscontrolsystems.

Thesesecuritycontrolsworkbyidentifyinganindividualorentity,

verifyingthatthepersonorapplicationiswhoorwhatitclaimstobe,

andauthorizingtheaccesslevelandsetofactionsassociatedwith

theusernameorIPaddress.Directoryservicesandprotocols,

includingtheLocalDirectoryAccessProtocol(LDAP)andthe Security



AssertionMarkupLanguage (SAML),provideaccesscontrolsfor

authenticatingandauthorizingusersandentitiesandenablingthem

toconnecttocomputerresources,suchasdistributedapplications

andwebservers.

Organizationsusedifferentaccesscontrolmodelsdependingontheir

compliancerequirementsandthesecuritylevelsofinformation

technologytheyaretryingtoprotect. 

Typesofaccesscontrol

Themaintypesofaccesscontrolare:

 Mandatoryaccesscontrol (MAC):Asecuritymodelinwhich

accessrightsareregulatedbyacentralauthoritybasedonmultiple

levelsofsecurity.Oftenusedingovernmentandmilitary

environments,classificationsareassignedtosystem resources

andtheoperatingsystem orsecuritykernel,grantsordenies

accesstothoseresourceobjectsbasedontheinformation

securityclearanceoftheuserordevice.Forexample, Security

EnhancedLinux isanimplementationofMAContheLinux

operatingsystem. 

 Discretionaryaccesscontrol(DAC): Anaccesscontrolmethodin

whichownersoradministratorsoftheprotectedsystem,dataor

resourcesetthepoliciesdefiningwhoorwhatisauthorizedto

accesstheresource.Manyofthesesystemsenableadministrators

tolimitthepropagationofaccessrights.Acommoncriticism of

DACsystemsisalackofcentralizedcontrol.

 Role-basedaccesscontrol (RBAC): Awidelyusedaccesscontrol

mechanism thatrestrictsaccesstocomputerresourcesbasedon

individualsorgroupswithdefinedbusinessfunctions--executive

level,engineerlevel1--ratherthantheidentitiesofindividualusers.

Therole-basedsecuritymodelreliesonacomplexstructureofrole

assignments,roleauthorizationsandrolepermissionsdeveloped



usingroleengineeringtoregulateemployeeaccesstosystems.

RBACsystemscanbeusedtoenforceMACandDACframeworks.

 Rule-basedaccesscontrol: Asecuritymodelinwhichthesystem

administratordefinestherulesthattogovernaccesstoresource

objects.Oftentheserulesarebasedonconditions,suchastimeof

dayorlocation.Itisnotuncommontousesomeform ofbothrule-

basedaccesscontrolandrole-basedaccesscontroltoenforce

accesspoliciesandprocedures.

 Attribute-basedaccesscontrol(ABAC): Amethodologythat

managesaccessrightsbyevaluatingasetofrules,policiesand

relationshipsusingtheattributesofusers,systemsand

environmentalconditions.

Useofaccesscontrol

Thegoalofaccesscontrolistominimizetheriskofunauthorized

accesstophysicalandlogicalsystems.Accesscontrolisa

fundamentalcomponentofsecuritycomplianceprogramsthat

ensuressecuritytechnologyandaccesscontrolpoliciesareinplace

toprotectconfidentialinformation,suchascustomerdata.Most

organizationshaveinfrastructureandproceduresthatlimitaccessto

networks,computersystems,applications,filesandsensitivedata,

suchaspersonallyidentifiableinformationandintellectualproperty.

Accesscontrolsystemsarecomplexandcanbechallengingto

manageindynamicITenvironmentsthatinvolveon-premises

systemsandcloudservices.Aftersomehigh-profilebreaches,

technologyvendorshaveshiftedawayfrom singlesign-on systemsto

unifiedaccessmanagement,whichoffersaccesscontrolsforon-

premisesandcloudenvironments.

Implementingaccesscontrol

Accesscontrolisaprocessthatisintegratedintoanorganization'sIT

environment.Itcaninvolveidentityandaccessmanagementsystems.



Thesesystemsprovideaccesscontrolsoftware,auserdatabase,and

managementtoolsforaccesscontrolpolicies,auditingand

enforcement.

WindowsNT--AccessControl

WindowsNTsupportsmultiplefilesystems,buttheprotectionissueswe
willconsiderareonlyassociatedwithone:NTFS.InNTthereisthenotion
ofanitem,whichcanbeafileoradirectory.Eachitem hasanowner.An
ownerisusuallythethingthatcreatedtheitem.Itcanchangetheaccess
controllist,allowotheraccountstochangetheaccesscontrollistand
allowotheraccountstobecomeowner.EntriesintheACLareindividuals
andgroups.NotethatNTwasdesignedforgroupsofmachinesona
network,thus,adistinctionismadebetweenlocalgroups(definedona
particularworkstation)andglobalgroups(domainwide).Asinglename
canthereforemeanmultiplethings.

NTFSisstructuredsothatafileisasetofproperties,thecontentsofthe
filebeingjustoneofthoseproperties.AnACLisapropertyofanitem.The
ACLitselfisalistofentries:(userorgroup,permissions).NTFS
permissionsareclosertoextendedpermissionsinUNIXthantothe9
modebits.Thepermissionofferarichsetofpossibilities:

 R--read
 W --write
 X--execute
 D--delete
 P--modifytheACL
 O--makecurrentaccountthenewowner("takeownership")

UNIXusesaccesscontrollists.AuserlogsintoUNIXandhasaright

tostartprocessesthatmakerequests.Aprocessis"bigger"thanasubject,

manydomainsmaycorrespondtoasingleprocess.Eachprocesshasan

identity(uid).Thisuidisobtainedfrom thefilethatstoresuserpasswords:

/etc/passwd.Anentryin/etc/passwd 

ThemaindifferencesbetweenWindowsandUnixareas
follows:

1.UnixisaCommandLineUserInterfaceandWindowsisGraphicUserInterface
operatingsystem.



2.UnixiscommandbasedandWindowsismenubasedoperatingsystem.

3.WindowsiseventdrivenwhereasthisfeatureisabsentinUnixoperatingsystem.

4.Filesystem inUnixis(STD.ERR,STD.IO),andinWindowsitis(FAT32,NTFS).

5.InUnixmultiprocessingispossiblewhereasitisnotpossibleinWindows.

6.Intermsofsecurity,UnixismoresecurethanWindowsaswecanrestrictthe
permissionofeachuser.

7.Windowsoperatingsystem supportplugandplayandthisfeatureisnotavailable
inUnix.

8.Windowsislicensedoperatingsystem andUnixisfreesourceoperatingsystem.

Browserisolationisacybersecuritymodelusedtophysicallyisolatean
internetuserswebbrowserandtheirbrowsingactivityawayfrom thelocalmachine
andnetwork,itistheunderlyingmodelandtechnologythatsupportsaremote
browsingplatform.AccordingtoGartner,morethan50%ofenterpriseswillactively
begintoisolatetheirinternetbrowsingtoreducetheimpactofcyberattacksover
thenextthreeyears(GartnerBITReport2016).Gartnerarealsorecommending
browserisolationtechnologiesasoneofthemosteffectivewaysthatanenterprise
canreducewebbasedattacks.Withthisinmind,letstakeacloserlookatexactly
whatbrowserisolationisandwhyremotebrowserisolationisbeingadoptedso
quicklybysecurityconsciousorganizations.

Browserisolationwasaninventionborneoutofnecessity,ourcurrentsecuritytools
(anti-virus,firewall,intrusiondetectionandprevention)arefailingtoprotectusfrom
malware,ransomwareandbrowserbasedcyberattacks.Browserbasedattacksare
increasinginfrequency,withGartnerestimatingthat98%ofexternalinformation
securityattacksarecarriedoutoverthepublicinternetandofthoseattacks80%of
them aretargeteddirectlyatendusersthroughtheirbrowsersastheyusethe
internetnormally.

Overtimeandbeneaththeweightofregularcyberattacksmanyorganizations
realizedthattheirbrowsers(alongwithalloftheassociatedbrowsingactivityand
risk)donotreallyneedtobeconnectedtotheirinternalnetworksandinfrastructure.
Infacttheyrealizedthatlettingtheirusersbrowsetheinternetfrom theirwork
machines(ortheirinternalnetworks)wasabadideafrom acybersecurity
perspective.

Websecurity alsoknownas“Cyber security”involvesprotectingwebsite

or web applicationbydetecting,preventingandrespondingtoattacks.Websites

and web applicationsarejustasproneto security breachesasphysicalhomes,

stores,andgovernmentlocations.

TheThreeSecurityGoalsAreConfidentiality,Integrity,andAvailability



Allinformationsecuritymeasurestrytoaddressatleastoneofthreegoals:

 Protecttheconfidentialityofdata
 Preservetheintegrityofdata
 Promotetheavailabilityofdataforauthorizeduse

Thesegoalsform theconfidentiality,integrity,availability(CIA)triad,thebasisofallsecurity

programs(see Figure2.1).Informationsecurityprofessionalswhocreatepoliciesandprocedures

(oftenreferredtoasgovernancemodels)mustconsidereachgoalwhencreatingaplantoprotecta

computersystem.

Framebustingandclickjackingprevention

Clickjacking allowsanattackertotrickyourusersintoclickingparts
ofyourinterfacewithouttheirconsent.Asimplewaytodescribe
describethisis,anattackerwillembedyourapplicationintheirsite
asaniframe.Ontopoftheiframetheycanshowacompletely
differentinterface.You’rethinkingyou’reclickingbuttonsonyour
owninterface,whileinfactyouarehittingthe‘Deletemyaccount’
buttoninforexampleGMail.

Becausethistechniquecompletelyoperateswithframes,itcanbe
circumventedbyusinga‘Framebusting’technique.Asabonus,this
willalsodisallowforexampleDiggtostealandmonetizeyour
content.



 Rendering-

Renderingistheprocessinvolvedinthegenerationofatwo-dimensionalorthree-
dimensionalimagefrom amodelbymeansofapplicationprograms.Renderingis
mostlyusedinarchitecturaldesigns,videogames,andanimatedmovies,
simulators,TVspecialeffectsanddesignvisualization.Thetechniquesand
featuresusedvaryaccordingtotheproject.Renderinghelpsincreaseefficiency
andreducecostindesign.

Therearetwocategoriesofrendering:pre-renderingandreal-timerendering.The
strikingdifferencebetweenthetwoliesinthespeedatwhichthecomputation
andfinalizationofimagestakesplace.

 Real-TimeRendering: Theprominentrenderingtechniqueusingin
interactivegraphicsandgamingwhereimagesmustbecreatedatarapid
pace.Becauseuserinteractionishighinsuchenvironments,real-time
imagecreationisrequired.Dedicatedgraphicshardwareandpre-compiling
oftheavailableinformationhasimprovedtheperformanceofreal-time
rendering.

 Pre-Rendering: Thisrenderingtechniqueisusedinenvironmentswhere
speedisnotaconcernandtheimagecalculationsareperformedusing
multi-corecentralprocessingunitsratherthandedicatedgraphics
hardware.Thisrenderingtechniqueismostlyusedinanimationandvisual
effects,wherephotorealism needstobeatthehigheststandardpossible.

cross-siterequestforgery(CSRF)

Inthissection,we'llexplainwhatcross-siterequestforgeryis,describesome
examplesofcommonCSRFvulnerabilities,andexplainhowtopreventCSRF
attacks.



WhatisCSRF?

Cross-siterequestforgery(alsoknownasCSRF)isawebsecurityvulnerability
thatallowsanattackertoinduceuserstoperform actionsthattheydonotintend
toperform.Itallowsanattackertopartlycircumventthesameoriginpolicy,
whichisdesignedtopreventdifferentwebsitesfrom interferingwitheachother.

WhatistheimpactofaCSRFattack?

InasuccessfulCSRFattack,theattackercausesthevictim usertocarryoutan
actionunintentionally.Forexample,thismightbetochangetheemailaddresson
theiraccount,tochangetheirpassword,ortomakeafundstransfer.Depending
onthenatureoftheaction,theattackermightbeabletogainfullcontroloverthe



user'saccount.Ifthecompromiseduserhasaprivilegedrolewithinthe
application,thentheattackermightbeabletotakefullcontrolofallthe
application'sdataandfunctionality.

HowdoesCSRFwork?

ForaCSRFattacktobepossible,threekeyconditionsmustbeinplace:

 Arelevantaction. Thereisanactionwithintheapplicationthattheattacker
hasareasontoinduce.Thismightbeaprivilegedaction(suchas
modifyingpermissionsforotherusers)oranyactiononuser-specificdata
(suchaschangingtheuser'sownpassword).

 Cookie-basedsessionhandling. Performingtheactioninvolvesissuingone
ormoreHTTPrequests,andtheapplicationreliessolelyonsession
cookiestoidentifytheuserwhohasmadetherequests.Thereisnoother
mechanism inplacefortrackingsessionsorvalidatinguserrequests.

 Nounpredictablerequestparameters. Therequeststhatperform the
actiondonotcontainanyparameterswhosevaluestheattackercannot
determineorguess.Forexample,whencausingausertochangetheir
password,thefunctionisnotvulnerableifanattackerneedstoknowthe
valueoftheexistingpassword.

Cross-sitescripting
Description
Cross-sitescriptingisatypeofcomputersecurityvulnerabilitytypicallyfoundinweb
applications.XSSenablesattackerstoinjectclient-sidescriptsintowebpagesviewedby
otherusers.Across-sitescriptingvulnerabilitymaybeusedbyattackerstobypassaccess
controlssuchasthesame-originpolicy

Cross-sitescripting (XSS)isasecuritybreachthattakesadvantageof

dynamicallygeneratedWebpages.Inan XSS attack,aWebapplicationissent

witha script thatactivateswhenitisreadbyanunsuspectinguser'sbrowseror

byanapplicationthathasnotprotecteditselfagainst cross-sitescripting.

Unit-2
Software-based FaultIsolation (SFI)isa software-instrumentationtechniqueat

themachine-codelevelforestablishinglogicalprotectiondomainswithina

process....InSFI,protectiondomainsstaywithinthesameprocess,incurringlow

overheadwhenswitchingbetweendomains.

Definitionof:fault isolation.fault isolation.Determiningthecauseofaproblem.



Alsoknownas"faultdiagnosis,"theterm mayrefertohardwareorsoftware,but

alwaysdealswithmethodsthatcan isolate thecomponent,deviceorsoftware

modulecausingthe error.

A VM isan isolated environmentwithaccesstoasubsetofphysicalresourcesof

thecomputersystem.Each VM appearstoberunningonthebarehardware,

givingtheappearanceofmultipleinstancesofthesamecomputer,thoughallare

supportedbyasinglephysicalsystem.

Akernel-moderootkitalterscomponentswithinthecomputeroperatingsystem's
core,knownasthekernel.Someoftheserootkitsresembledevicedriversor
loadablemodules,givingthem unrestrictedaccesstothetargetcomputer.These
rootkitsavoiddetectionbyoperatingatthesamesecuritylevelastheOS.
ExamplesincludeFU,Knark,Adore,RkitandDaIOS.

Bootkit

Abootkitisatypeofkernel-moderootkitthatinfectsthemasterbootrecord,
volumebootrecordorbootsectionduringcomputerstartup.Themalwareloader
persiststhroughthetransitiontoprotectedmodewhenthekernelhasloadedand
isthusabletosubvertthekernel.ExamplesincludeOlmasco,RovnixandStoned
Bootkit.

User-modeRootkit

Theuser-moderootkitreplacesexecutablesandsystem librariesandmodifies
thebehaviorofapplicationprogramminginterfaces.Italtersthesecurity
subsystem anddisplaysfalseinformationtoadministratorsofthetarget
computer.Itcaninterceptsystem callsandfilteroutputinordertohide
processes,files,system drivers,networkports,registrykeysandpaths,and
system services.ExamplesofthistypeofrootkitincludeVanquish,Aphexand
HackerDefender.

VirtualRootkit

Avirtual,orhypervisor,rootkithoststhetargetOSasavirtualmachine,enabling
ittointercepthardwarecallsmadebytheoriginalOS.Therootkitdoesnothave
tomodifythekerneltosubverttheoperatingsystem.Sofar,thistypeofrootkitis
onlyaproofofconcept.

FirmwareRootkit

Afirmwarerootkitusesdeviceorplatform firmwaretocreateapersistent
malwareimageintherouter,networkcard,harddriveorthebasicinput/output
system (BIOS).Therootkitisabletoremainhiddenbecausefirmwareisnot
usuallyinspectedforcodeintegrity.Theserootkitscanbeusedforlegitimate
purposes,suchasanti-thefttechnologypreinstalledinBIOSimagesbythevendor,
buttheycanalsobeexploitedbycybercriminals.ExamplesincludeCloakerand



VGArootkit.

RootingoutRootkits
SowhatcanITadministratorsduetocounterthethreatsposedbyrootkits?

PreventingRootkitInfections

Intheirchapterinthe InformationSecurityManagementHandbook,SixthEdition,
Volume2,securityresearchersE.EugeneSchultzandEdwardRayrecommend
thatenterprisesconsiderthefollowingmeasurestopreventrootkitinfections:

 usingintrusiondetectionandpreventiontoolssuchasrootkitscanners
 applyingvulnerabilitypatchesinatimelymanner
 configuringsystemsaccordingtosecurityguidelinesandlimitingservices

thatcanrunonthesesystems
 adheringtotheleastprivilegeprinciple
 deployingfirewallsthatcananalyzenetworktrafficattheapplicationlayer
 usingstrongauthentication
 performingregularsecuritymaintenance
 limitingtheavailabilityofcompilerprogramsthatrootkitsexploit

DetectingRootkits

Onceaninfectiontakesplace,thingsgettricky.Theresearcherscautionthat
detectingandremovingarootkitisdifficult.However,arootkitcanbedetected
bytrainedinvestigatorsandanalysistools,suchasrootkitscanners,which
uncovercluestothepresenceoftherootkit.Majorsecurityfirms,suchas
Symantec,KasperskyLabandIntelSecurity(McAfee),offerrootkitscannersto
enterprisecustomers.

Someofthetelltalesignsthatarootkitispresentincludeunexplainedchangesin
targetsystems,strangefilesinthehomedirectoryofrootorunusualnetwork
activity.

CryptographerandcomputerprogrammerThomasPorninnotedthattherootkit
needstomaintainanentrypathfortheattacker,creatinganopportunityfor
detection.Ina post on InformationSecurityStackExchange,Porninrecommends
thatITadministratorsrebootthecomputeronaliveCDorUSBkeyandthen
inspecttheharddisk."Ifthesamefilesdonotlookidentical,wheninspected
from theoutside(theOSbootedonaliveCD)andfrom theinside,thenthisisa
ratherdefinitesignoffoulplay,"hewrote.

AnothercontributortotheInformationSecurityStackExchangewhogoesbythe
monikeruser2213explainedthatanotherwaytodetectarootkitistouse
spuriousdevicecodesondevicesthatdonotnormallyrespondtothecodes."If
yougetanythingotherthantherelevant'Notimplemented'errorcodeonyour
system,somethingstrangeisgoingon."



User2213alsosuggestedmountingthesystem driveonadifferentPCtoseeif
anincorrectfilesystem sizeorunexpectedfilescomeup.Thiscouldbean
indicationofarootkit."Unfortunately,therearen'tgenericredflagsforrootkitsin
general--thebattleismorecat-and-mouse,"thewriternoted.

RemovingRootkits

Removingarootkitisachallengebecauseitrunswithafullsetofsystem
privileges,whichmeansitcouldhavedoneanythingtothesystem.Schultzand
Rayrecommendmakinganimagebackupandthenrebuildingthecompromised
system usingtheoriginalinstallationmedia;otherwise,themaliciouscodeor
unauthorizedchangescouldcontinueevenaftertherootkitis"deleted."Security
patchesthenneedtobeinstalledandavulnerabilityscanperformed.

Insum,thebeststrategytodealwithrootkitthreatsistostoptherootkitfrom
infectingcomputersinyournetworkthroughsecuritybestpracticessuchas
patchmanagementandregularmaintenance,andspecializedtoolssuchas
rootkitscannersandfirewalls.Shouldyourcomputersbecomeinfectedanyway,
youneedtorebuildthecompromisedcomputerfrom thegrounduptoensure
thattherootkitiseradicated.

A rootkit isamalicioussoftwarethatallowsanunauthorizedusertohave

privilegedaccesstoacomputerandtorestrictedareasofitssoftware.

A rootkit maycontainanumberofmalicioustoolssuchaskeyloggers,banking

credentialstealers,passwordstealers,antivirusdisablers,andbotsforDDoS

attacks.

BufferOverflowAttack

A buffer isatemporaryareafordatastorage.Whenmoredata(thanwas
originallyallocatedtobestored)getsplacedbyaprogram orsystem process,the
extradataoverflows.Itcausessomeofthatdatatoleakoutintootherbuffers,
whichcancorruptoroverwritewhateverdatatheywereholding.
Ina buffer-overflowattack, theextradatasometimesholdsspecificinstructions
foractionsintendedbyahackerormalicioususer;forexample,thedatacould
triggeraresponsethatdamagesfiles,changesdataorunveilsprivate
information.
Attackerwoulduseabuffer-overflowexploittotakeadvantageofaprogram that
iswaitingonauser’sinput.Therearetwotypesofbufferoverflows:stack-based
andheap-based.Heap-based,whicharedifficulttoexecuteandtheleast
commonofthetwo,attackanapplicationbyfloodingthememoryspace
reservedforaprogram.Stack-basedbufferoverflows,whicharemorecommon
amongattackers,exploitapplicationsandprogramsbyusingwhatisknownasa
stack:



Confinement isamechanism forenforcingthe principle ofleast

privilege.Theproblem isthatthe confined processneedstotransmitdatato

anotherprocess....The confinement mechanism mustdistinguishbetween

transmissionofauthorizeddataandthetransmissionofunauthorizeddata.

UnixisacomputerOperatingSystem whichiscapableofhandlingactivitiesfrom

multipleusersatthesametime.ThedevelopmentofUnixstartedaround1969atAT&TBell

LabsbyKenThompsonandDennisRitchie

TheUnixoperatingsystem isasetofprogramsthatactasalinkbetweenthe
computerandtheuser.

Thecomputerprogramsthatallocatethesystem resourcesandcoordinateallthe
detailsofthecomputer'sinternalsiscalledthe operatingsystem orthe kernel.

Userscommunicatewiththekernelthroughaprogram knownasthe shell.Theshell
isacommandlineinterpreter;ittranslatescommandsenteredbytheuserand
convertsthem intoalanguagethatisunderstoodbythekernel.

ThemainconceptthatunitesalltheversionsofUnixisthefollowingfourbasics−

 Kernel − Thekernelistheheartoftheoperating system.Itinteractswiththe



hardwareandmostofthetaskslikememorymanagement,taskschedulingandfile
management.

 Shell −Theshellistheutilitythatprocessesyourrequests.Whenyoutypeina
commandatyourterminal,theshellinterpretsthecommandandcallstheprogram
thatyouwant.Theshellusesstandardsyntaxforallcommands.CShell,Bourne
ShellandKornShellarethemostfamousshellswhichareavailablewithmostof
theUnixvariants.

 CommandsandUtilities −Therearevariouscommandsandutilitieswhichyoucan
makeuseofinyourdaytodayactivities. cp, mv, cat and grep,etc.arefewexamples
ofcommandsandutilities.Thereareover250standardcommandsplusnumerous
othersprovidedthrough3rd partysoftware.Allthecommandscomealongwith
variousoptions.

 FilesandDirectories −AllthedataofUnixisorganizedintofiles.Allfilesarethen
organizedintodirectories.Thesedirectoriesarefurtherorganizedintoatree-like
structurecalledthe

nUnix,therearethreebasictypesoffiles−

 OrdinaryFiles −Anordinaryfileisafileonthesystem thatcontainsdata,text,or
program instructions.Inthistutorial,youlookatworkingwithordinaryfiles.

 Directories −Directoriesstorebothspecialandordinaryfiles.Forusersfamiliarwith
WindowsorMacOS,Unixdirectoriesareequivalenttofolders.

 SpecialFiles −Somespecialfilesprovideaccesstohardwaresuchasharddrives,
CD-ROM drives,modems,andEthernetadapters.Otherspecialfilesaresimilarto
aliasesorshortcutsandenableyoutoaccessasinglefileusingdifferentnames.

ChrootonUnixoperatingsystemsisanoperationthatchangestheapparent

rootdirectoryforthecurrentrunningprocessanditschildren.Aprogram thatisrun
insuchamodifiedenvironmentcannotnamefilesoutsidethedesignateddirectory
tree

Confinement

The confinementproblem deals with preventing a process from taking
disallowedactions.Consideraclient/serversituation:theclientsendsadata
requesttotheserver;theserverusesthedata,performssomefunction,and
sendstheresults(data)backtotheclient.Inthiscasetheconfinement
problem dealswithpreventingaserverfrom leakinginformationthatthe
userofthatservice considers confidential.Access controlaffects the
functionoftheserverin2waysGoalofserviceprovider1.Theservermust
ensurethattheresourcesitaccessesonbehalfoftheclientincludeonly
thoseresourcesthattheclientisauthorizedtoaccess.Goaloftheservice
user

2.Theservermustensurethatitdoesnotrevealtheclient’sdatatoanyother
entitynotauthorizedtoseetheclient’s

DEFINITION



threatmodeling




Threatmodelingisaprocedureforoptimizingnetworksecurityby

identifyingobjectivesandvulnerabilities,andthendefining

countermeasurestoprevent,ormitigatetheeffectsof,threatstothe

system.Inthiscontext,athreatisapotentialoractualadverseevent

thatmaybemalicious(suchasa denial-of-service attack)or

incidental(suchasthefailureofastoragedevice),andthatcan

compromisetheassetsofanenterprise.

Thekeytothreatmodelingistodeterminewherethemosteffort

shouldbeappliedtokeepasystem secure.Thisisavariablethat

changesasnewfactorsdevelopandbecomeknown,applicationsare

added,removed,orupgraded,anduserrequirementsevolve.Threat

modelingisaniterativeprocessthatconsistsofdefiningenterprise

assets,identifyingwhateachapplicationdoeswithrespecttothese

assets,creatingasecurityprofileforeachapplication,identifying

potentialthreats,prioritizingpotentialthreats,anddocumenting

adverseeventsandtheactionstakenineachcase.

ThreatmodelingmethodologiesforITpurposes

Conceptually,athreatmodelingpracticeflowsfrom amethodology.Numerous
threatmodelingmethodologiesareavailableforimplementation.Typically,threat
modelinghasbeenimplementedusingoneoffourapproachesindependently,
asset-centric,attacker-centric,andsoftware-centric.Basedonvolumeof
publishedonlinecontent,thefourmethodologiesdiscussedbelowarethemost
wellknown.

STRIDEmethodology
The STRIDE approachtothreatmodelingwasintroducedin1999atMicrosoft,
providingamnemonicfordeveloperstofind'threatstoourproducts'.[9] STRIDE,
PatternsandPractices,andAsset/entrypointwereamongstthethreatmodeling
approachesdevelopedandpublishedbyMicrosoft.Referencesto"the"Microsoft



methodologycommonlymeanSTRIDEandDataFlowDiagrams.

P.A.S.T.A.
TheProcessforAttackSimulationandThreatAnalysis(PASTA)isaseven-step,
risk-centricmethodology.[10] Itprovidesaseven-stepprocessforaligning
businessobjectivesandtechnicalrequirements,takingintoaccountcompliance
issuesandbusinessanalysis.Theintentofthemethodistoprovideadynamic
threatidentification,enumeration,andscoringprocess.Oncethethreatmodelis
completedsecuritysubjectmatterexpertsdevelopadetailedanalysisofthe
identifiedthreats.Finally,appropriatesecuritycontrolscanbeenumerated.This
methodologyisintendedtoprovideanattacker-centricviewoftheapplication
andinfrastructurefrom whichdefenderscandevelopanasset-centricmitigation
strategy.

Trike
ThefocusoftheTrikemethodology[11] isusingthreatmodelsasarisk-
managementtool.Withinthisframework,threatmodelsareusedtosatisfythe
securityauditingprocess.Threatmodelsarebasedona“requirementsmodel.”
Therequirementsmodelestablishesthestakeholder-defined“acceptable”level
ofriskassignedtoeachassetclass.Analysisoftherequirementsmodelyieldsa
threatmodelfrom whichthreatsareenumeratedandassignedriskvalues.The
completedthreatmodelisusedtoconstructariskmodelbasedonasset,roles,
actions,andcalculatedriskexposure.

VASTE
VASTisanacronym forVisual,Agile,andSimpleThreatmodeling.[12] The
underlyingprincipleofthismethodologyisthenecessityofscalingthethreat
modelingprocessacrosstheinfrastructureandentireSDLC,andintegratingit
seamlesslyintoanAgilesoftwaredevelopmentmethodology.Themethodology
seekstoprovideactionableoutputsfortheuniqueneedsofvariousstakeholders:
applicationarchitectsanddevelopers,cybersecuritypersonnel,andsenior
executives.Themethodologyprovidesauniqueapplicationandinfrastructure
visualizationschemesuchthatthecreationanduseofthreatmodelsdonot
requirespecificsecuritysubjectmatterexpertise.

GenerallyacceptedITthreatmodelingprocesses

AllIT-relatedthreatmodelingprocessesstartwithcreatingavisual
representationoftheapplicationand/orinfrastructurebeinganalyzed.The
application/infrastructureisdecomposedintovariouselementstoaidinthe
analysis.Oncecompleted,thevisualrepresentationisusedtoidentifyand
enumeratepotentialthreats.Furtheranalysisofthemodelregardingrisks
associatedwithidentifiedthreats,prioritizationofthreats,andenumerationof
theappropriatemitigatingcontrolsdependsonthemethodologicalbasisforthe
threatmodelprocessbeingutilized.

Vulnerability:asoftwaredefectwithsecurityconsequences



Threat:apotentialdangertothesoftware

Attack:anattempttodamageorgainaccesstothesystem

Exploit:a successfulattackTrustBoundary:where the leveloftrust
changesfordataorcode

Confidentiality

Confidentiality referstoprotectinginformationfrom beingaccessedby
unauthorizedparties.Inotherwords,onlythepeoplewhoareauthorizedtodoso
cangainaccesstosensitivedata.Imagineyourbankrecords.Youshouldbeable
toaccessthem,ofcourse,andemployeesatthebankwhoarehelpingyouwitha
transactionshouldbeabletoaccessthem,butnooneelseshould.Afailureto
maintainconfidentialitymeansthatsomeonewhoshouldn'thaveaccesshas
managedtogetit,throughintentionalbehaviororbyaccident.Suchafailureof
confidentiality,commonlyknownasa breach,typicallycannotberemedied.Once
thesecrethasbeenrevealed,there'snowaytoun-revealit.Ifyourbankrecords
arepostedonapublicwebsite,everyonecanknowyourbankaccountnumber,
balance,etc.,andthatinformationcan'tbeerasedfrom theirminds,papers,
computers,andotherplaces.Nearlyallthemajorsecurityincidentsreportedin
themediatodayinvolvemajorlossesofconfidentiality.
So,insummary,abreachofconfidentialitymeansthatsomeonegainsaccessto
informationwhoshouldn'thaveaccesstoit.

Integrity

Integrity referstoensuringtheauthenticityofinformation—thatinformationisnot
altered,andthatthesourceoftheinformationisgenuine.Imaginethatyouhavea
websiteandyousellproductsonthatsite.Nowimaginethatanattackercanshop
onyourwebsiteandmaliciouslyalterthepricesofyourproducts,sothattheycan
buyanythingforwhateverpricetheychoose.Thatwouldbeafailureofintegrity,
becauseyourinformation—inthiscase,thepriceofaproduct—hasbeenaltered
andyoudidn'tauthorizethisalteration.Anotherexampleofafailureofintegrityis
whenyoutrytoconnecttoawebsiteandamaliciousattackerbetweenyouand
thewebsiteredirectsyourtraffictoadifferentwebsite.Inthiscase,thesiteyou
aredirectedtoisnotgenuine.



Availability

Availability meansthatinformationisaccessiblebyauthorizedusers. Ifan
attackerisnotabletocompromisethefirsttwoelementsofinformationsecurity
(seeabove)theymaytrytoexecuteattackslikedenialofservicethatwouldbring
downtheserver,makingthewebsiteunavailabletolegitimateusersduetolackof
availability.


