10010 00
1 01101
1011110000
1 0011011
00111111
11111010
1 1010
000 1001
1 010001
NN
7 \ S\ g >
- Topic-wise coverage of entire syllabus ?_04\3.‘\““ §
in Question-Answer form. = = en 5emeS
“'v'/ ,l\
L

« Short Questions (2 Marks)
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ANALYSIS OF AKTU PAPERS (2013-14 TO 2017-18) (A-1Ato A-6A)
UNIT-1: INTRODUCTION CONCEPTS (1-1Ato 1-33 A)

Goals and Applications of Networks, Network structure and
architecture, The OSI reference model, services, Network Topology
Design - Delay Analysis, Back Bone Design, Local Access Network
Design, Physical Layer Transmission Media, Switching methods,
ISDN, Terminal Handling.

UNIT-2 : MEDIUM ACCESS SUB LAYER (2-1 Ato2-36A)
Medium Access sub layer - Channel Allocations, LAN protocols -
ALOHA protocols - Overview of IEEE standards - FDDL Data Link
Layer - Elementary Data Link Protocols, Sliding Window protocols,

Error Handling.

UNIT-3 : NETWORK LAYER (3-1 Ato 3-33 A)
Network Layer - Point - to Pont Networks, routing, Congestion

control Internetworking -TCP / IP, IP packet, IP address, [Pvé.

UNIT-4 : TRANSPORT LAlYER (4-1Ato4-30A)

Transport Layer - Design issues, connection management, session
Layer-Design issues, remote procedure call. Presentation Layer-
Design issues, Data compression techniques, cryptography - TCP

- Window Management.

UNIT-5 : APPLICATION LAYER (5-1 Ato 5-21A)
Application Layer: File Transfer, Access and Management, Electronic

mail, Virtual Terminals, Other application. Example Networks -

Internet and Public Networks.
SHORT QUESTIONS (SQ-1A to SQ-15A)

SOLVED PAPERS (2013-14 TO 2017-18) (SP-1A to SP-15A)
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Computer Networks

A-1A (CS/T.

Analysis of Previous
AKTU Papers

1 : Introduction Concepts

Topics

Introduction

OSI reference model

Services

Network topology
design

Backbone design

Local access
network design

Physical layer
transmission media
Switching method

ISDN and terminal
handling

Total Questions

3

S 2016-17

—t

S  2015-16
S 2014-15

—

—

<

m

%1 Que. No.

=)

N

0 0

1| 1.3% 1.4%
1.5

0 1.8

1 ¥9% 5110

1 1.12

0 0

1] 1.14*% 116

1 157

171 119,121,
1.22, 1.23

6

* = Asked in different years
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Analysis of Previous AKTU Papers

A-2 A (CS/IT-6)
Unit-2 : Medium Access Sublayer
® t~ ¢ w
T ST T T T
Part Topics I o S ®| Que. No.
o o @ @ 2
q & &8 & «
1. Channel allocation 10 50" S0 "2 12%216,52
2. ALOHA protocols 0 0. 1ts2 e EoNE, 2.12,
2.13
3. FDDI 01 0 0 i 2075219
4. Data link layer 1 1 0 0 O 2520
5. Sliding window SeTg 4 2 |22y, 228,
protocol 4 F DIHE,
’ 2.26.2.27,
2.29, 2.30
6. Error handling 00" 12 882135 52.86,
2.37, 2.38
Total Questions 5 4 2 10 6

Unit-3 : Network Layer

w I~ © B
Ly
Part Topics E © B N 2| Que No.
e o © o @
A @ 8 N &
1. Network layer 007590 00 0
2. |Routing 10 GRS AT 52 6
3.10
3. | Congestion control I bl Tl el ks b
4. Internetworking 0O 0 0 O O 0
5. |IP address .0 B 2 2 | 3.20%3.26,
3.27, 3.28%,
3.29, 3.30
Total Questions 3 1 56 2 4

* = Asked in different years
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3.

9.

®

)

Topics o

=)

N

Transport layer &

Connection 2
management

Session layer 0

Presentation layer 0

Data compression 0

Cryptography 1

Window 0
management

Total Questions 4

Unit-4 ;: Transport Layer

A-3 A (CS/IT-g)
~ ®© W W
R T
<=l E Que. No.
S 8 8 K8
1- 0 0 O 4 3%
oo, 1 4.8%, 4.9%
410,4.11
9 0. 1-0 4.16
0 0 0 O 0
S 16 R 4.19, 4.20
0 -3 .l 4.22, 4.26,
y 4.27, 4.28%,
429
QIR0 4.30, 4.31
432
SLE IR L

Unit-5 : Application Layer

® > © 1
. < T
Part Topics N RNl L Que. No.
S O o alls
N & & 8 &
1. | Application layer T 1 e 2 B9 53 54
2. Access and 10 2 0 1 5.5% 5.6
management
3. | Electronic mail O 01 0 1 5.8*%
4. Virtual terminals 2 2 1 2 1 ]|518%514,
5.15, 5.16*,
5.17
5. | Public network 0O 0 0 0 0 0
Total Questions 4 3 b5 2 6

* = Asked in different years
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A—4 A (CS/IT-6) Analysis of Previous AKTU Papers

2 Marks Questions

[+ o} ~ © n

2 oo ,

I RO s Total Questions

S o o © ©

(] S - S
Unit-1 3 2 2 0 0 7
Unit-2 9 3 2 0 O 7
Unit-3 33 e 11
Unit-4 1 1.0 0 0 9
Unit-5 1 2 00 0 3

Scanned by CamScanner



Computer Networks A-5A (CSNIT-¢
Units | Ques. Asked (2013-14) » Weig‘;‘l‘g_"l:f Onitae
Unit-1 6
Unit-2 6
Unit-3 4
Unit-4 3
Unit-5 5
Units Ques. Asked (2014-15) % Wﬁfgg;’ f";;)f Units
Unit-1 7
Unit-2 10
Unit-3 2
Unit-4 f
Unit-5 2
Units | Ques. Asked (2015-16) % We’f;;;gelg)f Units
Unit-1 1
Unit-2 2
Unit-3 5

4
5
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A-6 A (CS/IT-6) Analysis of Previous AKTU Papers
% i f Unit H
Units | Ques. Asked (2016-17) % We‘f;‘;fgj =

Unit-1 2

Unit-2 4 |

Unit-3 1 :

Unit-4 3 |

Unit-5 3 :

;

. % Weightage of Units |

Units Ques. Asked (2017-18) (2017-18) E

Unit-1 3 B

|

Unit-2 5 E

|

Unit-3 3 E

Unit-4 4 E

Unit-5 4 5

Units Total Questions % Weightage of Units N

(2013-14 to 2017-18) (2013-14 to 2017-18) :

Unit-1 19 S

s

Unit-2 27 E

Unit-3 15 E
Unit-4 21

Unit-5 19 ’

i

i
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Introduction Con

Long Answer Ty

Que 1.1. l Write a sl
Answer I

1. A computer networ
2. Anode can be any «
3. The communicatin
4. Categories of netw
5. The three basic cat
a. Local AreaN
L. LANisu
n. It may be
office on
network
b. WideAreaN
L.  WANis:
area.

. The netv

WAN.
¢. Metropolita
.. MAN is ¢

i Itislarg
ni. It may c

Que 1.2. | Describe

Goals of network ar
Cost reduction by

High reliability b;
Greater flexibilit,
Increase product

1-1A (CSAT.en users.

LSOO B
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-2 A (CS/IT-6)

PART-1
Introduction Concepts : Goals and Application of Network.

[— Questions-Answers

[ Long Answer Type and Medium Answer Type Questions

Que 1.1. l Write a short note on computer network.

Answer '

SR W N N

A computer network can be defined as a collection of nodes.
A node can be any device capable of transmitting or receiving data.
The communicating nodes have to be connected by communication links.

Categories of network are categorized on the basis of their size.
The three basic categories of computer networks are :

Local Area Network (LAN) :

LAN is usually limited to a few kilometers of area.

ii. It may be privately owned and could be a network inside an
office on one of the floor of a building or a LAN could be a
network consisting of the computers in an entire building.

a.
L

b. Wide Area Network (WAN) :
i WAN is made of all the networks in a (geographically) large

area.

The network in the entire state of Maharashtra could be a

WAN.
Metropolitan Area Network (MAN) :

MAN is of size between LAN and WAN.
ii. Itislarger than LAN but smaller than WAN.
iii. It may comprise the entire network in a city like Mumbai.

“

c.
L

Que 1.2. , Describe the goals and application of network.

Answer ,

Goals of network are :

1
2.
3.
4

Cost reduction by sharing hardware and software resources.

High reliability by having multiple sources of supply.
Greater flexibility because of possibility to connect devices.
Increase productivity by making it easier to access data by the several

users.
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Computer Networks

5 To increase the systems performance, as the work load increases, by

just adding more processors.

6. Computer networks provide a powerful communication medium.

Applications of network are :

1. Marketing and sales : .
i.  Marketing professional use to collect, exchange and ana1 yze datg
relating to customer needs and product development cycles.

ii. Sales application includes teleshopping, which uses_order entry
computers or telephone connected to an o?der processing ngtvyork,
and online reservation services for railways, hotels, airlines,
restaurants, theatre etc. |

2. Financial services : It include credit history searches, foreign exchange

and investment services and Electronic Fund Transfer (EFT), which
allow a user to transfer money without going to bank.

1

3. Electronic messaging :

L Emails transfer the messages between two and more users in a
network.

ii.  With this application user can transfer the information in the form
of text, picture and voice.

4. Directory services: It allows list offiles to be stored in central location
to speed up the world wide search operation.

5. Information services :
L Itincludes bulletin boards and data bank.

L A‘www site offering the technic

. ' al specification for a new product
1n an information services,

Network Structun

e

* OSImodel consists of seven layers -
L Physical layer
i Datalink layer
ii. Network layer
1v. Transport layer
V.  Session layer
Vi. Presentation layer

Vii. Application layer
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Introduction Concepts

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 1.3. , Describe OSI reference model in detail.’

Discuss the services of each layer of OSI reference model.

Explain functionalities of every layer in OSI reference model with
(AKTU 2016-17, Marks 7.5

neat block diagram.

a. OSIreference modelis a seven layer architecture which defines seven
levels or layers in a complete communication system. The lowest layer
is physical layer and highest one is called as the application layer.

It is called as OSI (Open System Interconnection) reference model
because it is designed to deal with open systems .., the systems which
are open for communication with other systems.

The OSI model suggested by IEEE has seven layers :

1. Physical layer :

L  The physical layer coordinates the functions required to transmit a

OR

ax

AKTU 2014-15, Marks 05

wr.

OR

e _sun

bit stream over a physical medium.

i. It deals with the mechanical and electrical specifications of the

interface and transmission medium.

ii. Fig. 1.3.1 shows the position of the physical layer with respect to
the transmission medium and the data link layer.

Il FP & § TELEY aT

I IR B IR i

From data link layer To data link layer
data data
: Physical
Physical 7761000010 101000010 | "

layer

Transmission medium

O_l

D ok SRS v i L0 SR LW TN SILRE A
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, 1-5 A (CS/IT.¢g
: Computer Networks —
R\ Specific services/functions of the physical layer %re : | 1-6 A (CSnT-6)
. i hysical characteristics of interfaces and media : The DhYS}c;;I i 1o
g ll:v:rs:izﬁnee the characteristics of the interface betwee? hthe deviceg ’ rec:vf:
3 - . : i tvoe ¢ :
and the transmission medium. It also defines the ype of layer iy
transmission medium. b e the rece
ii. Representation of bits : The physwal_ layer d?l;iesmci t.y}ze of iv. Error
encoding (how Os and 1s are changed to signals) of bit which is t b, layer by
transmitted. ' lost frar
iii. Data rate : The transmission rate, the number of bits sent per V. Access
second, is also defined by the physical layer. fl’?i]:hh
1 C
iv. Synchronization of bits : The sender and receiver must }y 2 ‘Network 1,
synchronized at the bit level. P
. : : . 2
v. Line configuration : The physical layer is concerr.led with Fhe delinj
connection of devices to the medium. In a point-to-point Ty
configuration, two devices are connected‘ togethgr tbrough a u - e ne
dedicated link. In a multipoint configuration, a link is shared e E
between several devices. m.  If two
a net
2. Data link layer : di fferz
L Thedata link layer transforms the physical layer, araw transmission accom;
facility, to areliable link and is responsible for node-to-node delivery. iv. Fig. 1.
L. It makes the physical layer appear error free to the upper layer link ar
(network layer). FroE
From network layer To network layer F—
L3 data L3 data -
| - ? Networkf
y Frame Frame | o layer %+
Data ata
link | T2 H2 T2 H2| link B
layer I layer [
' T
1010100000010 1010100000010
To physical layer From physi
A Physical layer
Fig. 1.3.2, Specific .
? . : following
?l;:(ﬂfic services/functions of the data link layer include the i. Logi
ollowing : e
L fIf'rznn;lng: The data link layer divides the stream of bits received . i‘{d:;:
: rom the network layer into Manageable data units called frames. : T
1L :hirswal addressing ; If frames are 1 be distributed to different large
3’8 en;s gn f;he network_, the data link layer adds a header to the route
aname 0 define the pl.xysx?al address of the sender (source address)
or receiver (destination address) of the frame.
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1-6 A (CS/IT-6) Introduction Concepts

iii.

iv.

L

1v.

Flow control : If the rate at which the data are absorbed by the
receiver is less than the rate produced by the sender, the data link
layer imposes a flow control mechanism to prevent overwhelming
the receiver.

Error control : The data link layer adds reliability to the physical
layer by adding mechanisms to detect and retransmit damaged or
lost frames. It also uses a mechanism to prevent duplication of frames.

Access control : When two or more devices are connected to the
same link, data link layer protocols are necessary to determine
which device has control over the link at any given time.

Network layer :

The network layer is responsible for the source to destination
delivery of a packet possibly across multiple networks (links).

The network layer ensures that each packet gets from its point of
origin to its final destination.

If two systems are connected to the same link, there is no need for
a network layer. However, if the two systems are attached to
different networks (links), there is a need for the network layer to
accomplish source-to-destination delivery.

Fig. 1.3.3 shows the relationship of the network layer to the data

link and transport layers.
From transport layer To transport layer

L4 data 4 data

Network H3 H3
1 layer
ayer J I

* Packet| [ Packet *

Network

Specific services/functions of the network layer include the

foll
i

v Y
L3 data

From data link layer

L3 data
To data link layer

Figl 1.3.3.

owing :
Logical addressing : The network layer adds a header to the
packet coming from the upper layer that includes the logical

addresses of the sender and receiver.

Routing : When independent networks or links are connected
together to create an internetwork (a network of networks) or a
large network, the connecting devices (called routers or gateways)

route the packets to their final destination.

|
i
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Computer Networks )

rt layer : . ) L
N ;Prm'llflz?tmnsport layer is responsible for source-to-destination (end.
to-end) delivery of the entire message. .

. The transport layer ensures that the whole message arrlves1 Intact
and in order, overseeing both error control and flow control at the
source-to-destination level.

il Fig. 1.3.4 shows the relationship of the transport layer to the
network and session layers.

1v,

For added security, the transport layer may create a connection

between the two end ports.

Specific services/functions of the transport layer include the
following :

L. Service point addressing :

a.

Transport
layer

Computers often run several programs at the same time. For
this reason, source-to-destination delivery means delivery not
only from one computer to the next but also from a specific
process (running program) on one computer to a specific
process (running program) on the other.

The transport layer header therefore m
address called a service-point address (o

The network layer gets each packe
the transport layer gets the ent
process on that computer.

ust include a type of
r port address).

t to the correct computer;
ire message to the correct

From session layer
L5 data | L5 data

/ \ ,’, / \ \
e e e N Transport
7 LI \

Vel G layer
] {Tme

To session layer

X

H

g
Bl
\g_

M

14 data

data

To network layer From network layer

Fig. 134,

ii. Segmentation and reassembly :

a. A message is divided into tra
Segment containing a sequence

b.

message correctly upon
identify and replace packe

nsmittable segments, each
number,

arriving at the destination and to
ts that were lost in the transmission.

1-8A (Cs/11.6

ii.

iv.

Conne
a. T
or

(d
c.- B

5. Session la

1.

1ii.

The se
and ne

The se

It estal
comm

Specific s
following

Session
layer

Fr

T
/7
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Introduction Concepts

iii. Connection caontrol :

iv.

The transport can be either connectionless or connection-

oriented.

b. A connectionless transport layer treats each segment as an
independent packet and delivers it to the transport layer at the
destination machine.

c. A connection-oriented transport layer makes a connection with
the transport layer at the destination machine before delivering
the packets.

d.  After all the data are transferred, the connection is terminated.

Flow control : Like the data link layer, the transport layer is

responsible for flow control. However, flow control at this layer is
performed end-to-end rather than across a single link.

a.

Error control :

Error control at this layer is performed end-to-end rather than
across a single link.

b. The sending transport layer makes sure that the entire
message arrives at the receiving transport layer without error
(damage, loss or duplication). '
Error correction is usually achieved through retransmission.

a.

C.

5. Session layer:

L

i

The services provided by the first three layers (physical, data link,
and network) are not sufficient for some processes.

The session layer is the network dialog controller.
It establishes, maintains, and synchronizes the interaction between
communicating systems.

Specific services/functions of the session layer include the

following :

Session
layer

From presentation layer To presentation layer

[ L6data |
1

/ / 1 | 4 1
7/ /) / / /] !
‘, ; 1 1 - 7 7 ] # 1 !
| Session

5 u | /
RN N e
ync | Sync Sync, Sync A Sync Sync
T [
" I ' |
L5 data L5 data
To transport layer From transport layer

Fig. 1.3.5.
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Computer Networks 1-9 A (CS/IT-)
1-10A
i. Dialog control : w’
a. The session layer allows two systems to enter into a dialog.
b. It allows the communication between two processes to take
place either in half-duplex (one way at a time) or full-duplex
(two ways at a time). Application A
ii. Synchronization : The session layer allows a process to add layer =
checkpoints (synchronization points) into a stream of data.
6. Presentation layer :
L The presentation layer is concerned with the syntax and semantics
of the information exchanged between two systems. m
ii. Fig. 1.3.6 shows the relationship between the presentation layer, To presentation layer
application layer and session layer. ’ .
From application layer To application layer i . Fig. 1.
u. File Transfer, Access and ]
L L7 data —l L L7 data —l application allows a user to acces
1 N i B retrieve files from a remote com,
| | | [ T [ files in a remote computer.
E Y : § 3 ' 1 iii. Mail services : This applicatio
é . E:ﬂd;?b f;‘:eygl"::m :Hs g 5 gg‘*ggn‘::cg&‘gddam :HG i forwarding and storage.
N § 2 iv. Directory services: This applicat
£ 51 ! b " 1 sources and access for global infor
- Y i [ services.
L6 data L6 data
L e Lme e Que 1.4. | What is OSI model ? Expl
\ Fig. 1.3.6. and services of each layer. @
Specific services/functions of the presentation layer include the
following : Answer l
L Translation : The processes (running programs) in two systems OSI model its function and services: R

are usually exchanging information in the form of character strings,

Protocols of each layer:
numbers, and so on. The information should be changed to bit

streams before being transmitted. S.No. Layers
ii. Encryption : To carry sensitive information a system must be able 1L Application layer 1 TELNEI1
to assure privacy. This layer encrypts the data to be transmitted. HTTP, NI
iii. Compression : Data compression reduces, the number of bits to 2. |Presentation layer LLC, MA
be transmitted. -
7. Application layer : 3. |Session layer PSAP, SS
L The application layer enables the user, whether human or software, 4 Transport layer TCP, UD]
to access the network. TR IP (Inters
i. It provides user interfaces and support for services such as electronic 5. Network layer
mail, remote file access and transfer, shared database management 6. |Datalink layer HDLC, S!
a‘nd other .types of dis‘tributed informa?ion .services. . 3 o llaye: RS- 232
Specific services/functions of the application layer include the
following : .
i Network virtual terminal ;: A network virtual terminal is a Que 1.5. | List the layers in the TCP/]
software version of a physical terminal and allows a user to log on OR
to a remote host.
L SEE _Sndi N
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Introduction Concepts

[Teerh,

Application [x 500 FI‘AI\q X,40q

layer

Application x.500| @ X400|
layer

iy

—

b
1 4 '

iiil

iv.

L7 data

To presentation layer

L7 data

From presentation layer

~ Fig. 1.3.7.

File Transfer, Access and Management (FTAM) : This
application allows a user to access files in a remote computer, to
retrieve files from a remote computer, and to manage or control
files in a remote computer.

Mail services : This

application provides the basis for email

forwarding and storage.
Directory services: This application provides distributed database
sources and access for global information about various objects and

services.

Que 14. , What is OSI model ? Explain the functions, protocols

and services of each layer.

Answer l
OSI model its function and services : Refer Q. 1.3, Page 1-4A, Unit-1.
Protocols of each layer :

AKTU 2015-16, 2017-18; Marks 10

S. No. Layers Protocols
[ Application layer TELNET, FTP, SMPTP, DNS
HTTP, NNTP
2. Presentation layer LLC, MAC
3. Session layer PSAP, SSAP
4. Transport layer TCP, UDP
5. Network layer IP (Internet Protocols)
6. Data link layer HDLC, SDLC, X.25 protocols
7. Physical layer RS - 232 or RS — 449 standards

Que 1.5. ] List the layers in the TCP/IP model.

OR
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Computer Networks 1-11 A (CS/IT.6)
Discuss the TCP/IP protocol suite on the basis of protocol layering

principle. AKTU 2013-14, Marks 05 |
Answer

i

The TCP/IP protocol suite consists of five layers : physical, data link,
network, transport, and application.

2 The first fOLlI" layers provide physical standards, network interface,
Internetworking, and transport functions that correspond to the first
four layers of the OSI model.

IM Application
[Presentation| sMTP TP ETTP DN SNMP TELNET 7
| Session _—l
Transport SCTP TCP UDP
Network | ICMPI | IGMPI
Y [Ewe] (A
| Data link ]
Protocols defined by
Physical underlying networks
Fig. 15.1.

3.  The three topmost layers in the OSI model, however, are represented in
TCP/IP by a single layer called the application layer as shown in
Fig. 1.5.1.

4. At the transport layer, TCP/IP defines three protocols : Transmission
Control Protocol (TCP), User Datagram Protocol (UDP), and Stream
Control Transmission Protocol (SCTP).

Layers of TCP/IP model :

1. Physical and data link layers :

a. At the physical and data link layers, TCP/IP does not define any
specific protocol.
b. It supports all of the standard and proprietary protocols.
¢. Anetwork in a TCP/IP internetwork can be a Local Area Network
(LAN) or a Wide Area Network (WAN).
2,

Network layer : At the network layer, TCP/IP uses four supporting

protocols : ARP, RARP, ICMP, and IGMP.

a. Internet Protocol (IP) : It is an unreliable and connectionless
protocol offering a best effort delivery service.

b. Address Resolution Protocol (ARP) : It is used to associate an
IP address with the physical address.

thr

(SN
(H1
Pro

Que 1.

Answ,

S. No.
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1-12 A (CS/IT-6) Introduction Concepts

¢. Reverse Address Resolution Protocol (RARP) : It allows a
host to discover its internet address when its physical address is
known.

d.  Internet Control Message Protocol (ICMP): It is a mechanism
used by hosts and gateways to send notification of datagram problems
back to the sender. &

e. Internet Group Message Protocol (IGMP) : It is used to facilitate N
the simultaneous transmission of a message to a group of recipients. o

3. Transportlayer:Transport layeris represented in TCP/IP by following
three protocols :

a. User Datagram Protocol (UDP) : It is a process-to-process
protocol that adds only port addresses, checksum error control, and
length information to the data from the upper layer.

b. Transmission Control Protocol (TCP): It provides full transport
layer services to applications.

c. Stream Control Transmission Protocol (SCTP) : It provides
support for newer applications such as voice over the internet.

4. Application layer: Many protocols like Simple Mail Transfer Protocol
(SMTP), File Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Domain Name System (DNS), Simple Network Management
Protocol (SNMP), Telnet, etc., are defined at application layer.

Que 1.6. | What is the difference between TCP/IP and OSImodel ?

Answer I

S.No. TCP/IP model 0SI model

1. TCP/IP model contains five OSI model has seven layers.
layers.

2. It does not distinguish It distinguishes between service,
between service, interface |interfaceand protocol.
and protocol.

3. Protocol comes first and |Firstly description of model and
description of model later. then protocol came next.

4. TCP/IP has only one mode in It supports connectionless and

network layer but supports connection-oriented
both modes in transport layer. communication in network layer
and only connection-oriented

communication in transport layer.

5. Protocols in TCP/IP are not Protocols in OSI model are hidden
hidden and thus cannot be and can be replaced easily.

replaced easily.

6. Itis the implemented model. |Itis areference model.
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PART-3

Services.

Questions-Answers

Long Answer Type and Medium Anmer Type Questions

Que 1.7. l Explain the services offered by layer.

Answer j

Two types of services are offered by the layer :
1. Connection-oriented service :

a. The connection-oriented service

1s similar to the one provided in
the telephone system.,

b.  The services user of the connecti
following sequence of operation :

1. Establish a connection.

on-oriented service undergo the

1. Use the connection.
lii. Release the connection.

c. The connection acts like a tube. The
end of the tube and the receiver
end.

sender pushes bits from one
takes them out from the outer

d. The order is generally

preserved. That means the order in which
the bits are sent is s

ame as the order in which they are received.
e. Sometimes after establishing a connecti
can discuss and negotiate about
maximum message size, quality o

2. Connectionless service :
a.

on, the sender and receiver
parameters to be used such as
f service and some other issues.

The connectionless service is similar to the postal service.

b.  Each message ( analogous to a letter) carries the full address of the

destination. Each message is routed independently from source to
destination through the system.

It is possible that the order in which the messages are sent and the
order in which they are received may be different.

What do you mean by service primitives ?

AKTU 2014-15, Marks 05
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1 Aservice is specified by a set of primitives available to a user process to
access the service.
2. These primitives tell the service to perform some action or report on
an action taken by a peer entity.
3. The primitives for connection-oriented service are different from the
connectionless service.
4. The five different service primitives for implementing a simple
connection-oriented service are :
a. Listen : The server executes LISTEN to indicate that it is prepared
to accept the incoming connection.
b. Connect : The client executes a CONNECT call to establish the
connection with the server and also specify the address.
c. Receive : The server executes RECEIVE to prepare the first
vided in request. This call blocks the server.
d.  Send : The client executes SEND to transmit its request followed
by the execution of RECEIVE to get the reply.

ergo the
e. Disconnect : The client use DISCONNECT to end the connection.
rom one
1e outer CONCEPT OUTLINE
n which s Different types of delay are :
ceived. i  Processing delay
‘beeiver i ueing delay
M as iii. Transmission delay
0 iv. Propagation delay
!‘; v
5 of the
Ource to

Que 19, | What do you mean by topology ? Explain in brief any
three such network topologies.
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Explain network topological design with necessary diagr.am anq
brief the advantages and disadvantages of various topologies,

AKTU 2016-17, 2017-18; Marks 1 |

OR
Define topology and explain the advantage and disadvantage (f
bus, star and ring topologies. AKTU 2013-14, Marks (3

Answer I

Network topology is the arrangement of the various elements of 5
communication network. Network topology is a topological structure of
network and may be depicted physically or logically.

Some network topologies are as follows :
1. Bus topology :

1. Inabus topology, all stations are attached to the same cable,

1. In the bus network, messages are sent in both directions from a
single point.

iii. Inabus topology, signals are broadcasted to all stations.

iv. Each computer checks the address on the signal (data frame) as it
passes along the bus.

v. Ifthe signal’s address matches that of the computer, the computer
processes the signal. If the address does not match, the computer
takes no action and the signal travels on down the bus,

Bo
L — O

|
F——— >oooe Nodes

Fig. 1.9.1.
Advantages of bus topology are :
L Bus topologies are relatively easy to instal].
ii. Itrequires less cable length.
ii. Itissimple and easy to implement and extend.
Disadvantages of bus topology are :
L Maintenance costs may be higher in the long run.
1. More expensive cabling.
2. Star topology :

L Inastar network, all the nodes (PCs, printers and peripherals) are
connected to the central server.

[
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ii. It has a central connection point, like a hub or switch.
iii. A star topology is designed with each node connected direct ly toa
central network as shown in Fig. 1.9.2.

Computer

IO

Computer
HUB

W

Computer

Computer

Computer

Fig. 1.9.2. Star topology.

Advantages of star topology are :

i.  Easy to install and wire.
i It can accommodate different wiring.
Disadvantages of star topology are :
i  Star networks can require more cable length than a 1 linear topology.
ii. More expensive cabling.
3. Mesh topology :
i  Inamesh topology,
to every other device.
Such a network is called complete beca
there is a special link and no any non-re

to mesh network.

every device has a dedicated point-to-point link

use between any two devices
dundant links can be added

Fig. 1.9.3.

e have toco
d each computer must have (n—

nnect ‘n’ computers then we need

iii. In mesh topolo Jifw
siret 1) Ethernet

of n*(n — 1)/2 cables an
cards.
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Advantages of mesh topology are :
1. Redundant links between devices.

i Easy fault identification and isolation, an unusable
incapacitate the entire system.

Disadvantages of mesh topology are ;
1.

link does not

Each node must have an interface for every other device.
ii. Thereis only a limited amount of I/O ports in a computer.
4. Ring topology :

L All the nodes in a rin
cable.

. Messages that are transmitted travel around the ring until they

reach the computer that they are addressed to, the signal being
refreshed by each node.

g network are connected in a closed circle of

ni. In a ring network, every device has exactly two neighbours for
communication purposes.

Ring network topology

T

00000
File server Hub
(===
Figo 169.4.

Advantages of ring topology are :

L Fault tolerance builds into the design (can bypass damaged nodes).
i.. Data packets travel at a greater speed.

Disadvantage of ring topology are :

1. Expensive topology.

Que 1.10. | What are the number of cable links required for n

devices connected in mesh, ring, bus and star topology ?
AKTU 2014-15, Marks 05
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Answer
25 not For n connected device,
Cable link required for mesh topology = n(n — 1)/2
Cable link required for ring topology = n
Cable link required for bus topology =n -1
Cable link required for star topology =n

Que 1.11. I Describe the different types of delay in network.

cle of
- Answer ]
the .
)einy In a packet switched network, the packets undergo different types of delays,
g such as :
. 1. Processing delay :
a. A packet consists of a header and a data fields as shown in
Fig. 1.11.1. The header contains the destination address.
b. The time required to examine the packet header and determine
where to direct the packet is a part of the processing delay.
c. The processing delay is of the order of microseconds or less.
Header Data
Fig. 1.11.1. Format of a packet.
2. Queueing delay:
a. At the queue, the packet experiences a queueing delay, when they
wait to transmit on the links.
b. The queueing delay depends on the number of packets arrived
earlier in the queue.
c. Queueing delays canbe of the order of microseconds or milliseconds.
3. Transmission delay :
a. The packets are transmitted on the first come first served basis. So
a particular packet can get transmitted only after all the earlier
" packets are transmitted.
es). b. Transmission delay is also called as store and forward delay. It is
the time required to push (transmit) all the packet bits into the link.
c. The transmission delay is of the order of microseconds or
milliseconds.
4. Propagation delay :
tm a. The time required for the packet bits to reach from the beginning
of the link to the desired router is called as propagation delay.
=5 b. Propagation delay is the ratio of the distance to be travelled by the
E signal to the speed of propagation.
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1iv. The backbone itself can use one of the protocols that support a
bus topology such as 10Base5 or 10Base2.

v. Agood example of a bus backbone is one that connects single
or multiple-floor buildings on a campus.

Each single-floor building usually has a single LAN.

vii. Each multiple-floor building has a backbone (usually a star)
that connects each LAN on a floor.

b. Starbackbone:

1. Ina star backbone, sometimes called a collapsed or switched
backbone, the backbone of topology is a star.

i. In this configuration, the backbone is just one switch that

e

connects the LANs.

ii. Star backbones are mostly used as a distribution backbone
inside a building.

iv. Ina multi-floor building, we usually find one LAN that serves
each particular floor.

v. A star backbone connects these LANSs.

vi. The backbone network, which is just a switch, can be installed
in the basement or the first floor, and separate cables can run
from the switch to each LAN.

vii. Ifthe individual LANs have a physical star topology, then either
the hubs (or switches) can be installed in a close to the
corresponding floor, or all can be installed close to the switch.

PART-6
Local Access Network Design.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 1.13. | Discuss local access network. What are the different

types of access network ?

Answer l

Local access networks :

|
|
|
!
a. The access network is defined as the physical link which connects an |
end system to its edge router. An edge router is the first router met z
while travelling from one end system to the other. i

L]

N

?
I

i
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b, The access network thus provides the infrastructure to connect, (e
customers in a network.,

¢.  The access network technology ig closely tied to the physieal medin
technology, such as optical fibers, coaxial eablos, twisted pair line, R}
links etc.

Different types of access network are :
i. Residential access ;

L. The residential access refers to connecting a home end system to
an edge router,

Access network is simply a pair of modems along with a point dial
up line.
3. There are two types of broadband residential access :
a. Digital Subscriber Line (DSL)
b. Hybrid Fiber-coaxial Cable (HFC).
4. The DSL uses Frequency Division Multiplexing (FDM), where as
HEFC requires a special type of modem called cable modem.
ii. Company access network :

1 In companies or on the university campus, the LANs are used for

connecting an end system to the edge router.

Out of many technologies, the ethernet technology is used for
network.

3. It operates at 10 Mbps or 100 Mbps or 1 Gbps and uses either
twisted pair copper wire or coaxial cable for connecting a number of
end systems with each other and with the edge router.

4. Like HFC, the Ethernet also uses a shared medium (coaxial plus
optical fiber cable).

iii. Wireless access :

1. In a wireless LAN, the wireless users will transmit and receive
packets to and from the base stations (also called as wireless access
point) which is stationed within a radius of a few meters.

2 The IEEE standard had to work in two different modes :

a. In the presence of a base station : In the network with
base station, all the communication is passed through the bgse
station. The Base Station (BS) is also called as the Access Point

(AP) in 802.11 terminology.

b. In the absence of base station : In the‘network without
. base station, the computers will communicate .among each
other. This mode is also called as adhoc networking.

y
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ot the
,gdiﬂ PART-7
g,BF Physical Layer Transmission Media.

CONCEPT OUTLINE

’: . Transmi§sion medium is a physical path between transmitter
e 10 and receiver in a data transmission system.

- ¢ Transmission media can be classified as :
ﬂﬁll i. Guided media
i. Unguided media

Questions-Answers
re s : '
Long Answer Type and Medium Answer Type Questions
sed for 1 ; ;
Que 1.14. | What do you mean by transmission media ? Discuss the
ol for types of transmission media. s
Discuss the different physical layer transmission media.

berof AKTU 2017-18, Marks 10

AKTU 2014-15, Marks 05

i plus
Answer l

Transmission media is a pathway that carries the information from sender to

eeeive receiver.
access 1. We use different types of cables or waves to transmit data.

‘ 9 Data is transmitted normally through electrical or electromagnetic

signals.
k with 3. An electrical signal is in the form of current.
e hase 4. An electromagnetic signal is series of electromagnetic energy pulses at
'%_ various frequencies. |
5. These signals can be transmitted through copper wires, optical fibers,

rithoyg atmosphere, water and vacuum.
B each 6. Different media have different properties like bandwidth, delay, cost

and ease of installation and maintenance.
7. Transmission media is also called communication channel.
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Types of transmission media are :
1. Wired or guided media or bound transmission media :

a.  Guided transmission media are the cables that are tangible or have
physical existence and are limited by the physical geography.

b.  Popular guided transmission media in use are twisted pair cable,
co-axial cable and optical fiber cable.

¢. Each of them has its own characteristics like transmission speed,
effect of noise, physical appearance, cost etc.

2. Wireless or unguided media or unbound transmission media :

a.  Unguided transmission media are the ways of transmitting data
without using any cables.

b. These media are not bounded by physical geography.
c.  This type of transmission is called wireless communication.

This transmission uses microwave, radiowave, infrared which are
some of popular unguided transmission media.

Ii‘ransmission med?l
v

Y
Wired/Guided B’ireless/Unguida

| ] |
Y Y ¥ ] Taay ¥
,L‘wisted paT!'JLCo-axial cable1 Igptica.l ﬁbers] Radiowa\gl bdicrowavgl @ﬁ-areﬂ

Fig. 1.14.1.

Que 1.15. l Write a short note on following :

a. Twisted pair cable
b. Co-axial cable
c. Optical fiber cable

OR
What are the different types of guided media ?

Answer I

a. Twisted pair cable:

Fig. 1.15.1. Twisted pair cable
i The wires are twisted together in pairs.

ii. Each pair would consist of wire used for the positive data signal and
a wire used for the negative data signal. Any noise that appears on
positive/negative wire of the pair would occur on the other wire.
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/
jii. Because the wires are opposite polarities, they are 180 degrees out
of phase (180 degree phases or definition of opposite polarity) when
the noise appears on both wires, it cancels or nulls itself out at the

receiving used.

|ave
iv. Twisted pair cables are most effectively used in a system that uses

ble. a balanced line method of transmission.

ed, Jacket Twisted Pair Bare wire

a:

ata

Fig. 1.15.2. Unshielded twisted pair cable.
re

Shield Twisted Pair

Jacket

Fig. 1.15.3. Shielded twisted pair cable.

Cables with the shield are called shielded twisted pair and commonly

" abbreviated STP.

vi. Cables without a shield are called unshielded twisted pair or UTP.

vii. Twisting the wires together results in characteristics impedance
for the cable.

viii. UTP or unshielded twisted pair cable is used on Ethernet.

ix. UTP cables are used for Ethernet cabling where four twisted pair

cables (a total of 8 wires are used).
b. Co-axial cable :
Insulated Center

Jacket Shield
conductor

Fig. 1.15.4. Co-axial cable.

i  Co-axial cable consists of two conductors.
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I

i, The inner conductor is contained ingide the insulator witl (1, 0Ll
conductor weaves around it providing a shield E

1

mi. An insulating protective coating called a jacket covers (1, Ol g
conductor,

v, The outer shield protects the inner conductor from outside ol Urical
signals,

v.  The distance between the outer conductor (shield) and e,
conductor plus the type of material used for insulating the Ny
conductor determine the cable properties or impedance

c.  Optical fiber cable ;
Jacket Cladding  (gre
: ; End view
Side View
Fig. 1.16.5. Optical fiber cablo,

i Optical fiber consists of thin glass fiber that can carry information
at frequencies in the visible light spectrum,

i The typical optical fiber consists of a very narrow strand of gloss
called the cladding.

i Atypical core diameter is 62.5 microns,

iv.  Typically cladding has adiameter of 125 minors. Coat ing the cladding
15 a protective coating consisting of plastic, it is called the jacket

v. The deyice generating the message has it in electromagnetic form
{(“lcctrlcal sngm.zl); this has to be converted into light (f.¢., optical
sAxgnul) to nenq |t.on optical fiber cable, The process of converting
light to electric signal is done on the receiving side.

Que 1.16. l Compare twisted pair, co-axial and fiber optic cable.
AKTU 2013-14, Marks 05
———
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PART-8
Switching Method.
CONCEPT QUTLINE

* The three basic methods of switching are :
L Circuit switching
n. Packet switching
ii. Message switching

Que 1.1‘7. Explain the types of switching,

OR
Explain the various types of switching m

ethods with suitable

examples. AKTU

Types of switching :
A.  Circuit switching :

1. Circuit switching is a tr
setting up a dedicated e

2. Incircuit switching, th
set up across the network.

ansfer mode of 5
nd-to-end connection.

network that involves

€ routing decision is made when the path is
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N -

Fig. 1.17.1.

5. L II, III and IV are the circuit switches or nodes. Nodes I, I1I, and
IV are connected to the communicating devices while II is only
routing node.

6. Intelephone systems, circuit switching is used.

Message switching :

1. Message switching does not establish a de
two communicating devices.

2. In message switching, cach message is treated as an independent
unit and includes its own destination and source address.

3. In message switching, each complete message is then transmitted

from device to device through the internetwork as shown in Fig.

1.49.2.
4. In message switching, each intermediate device receives the
message, stores it, until the next device 1s ready to receive it and

then forwards it to the next device. For this reason, a message
switching network is sometimes called as a store and forward

network.

dicated path between

Store and  Store and
forward forward

M1

Gtore and  Store and
forward forward

I
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C. Packet switching :

1. Packet switching is a digital network transmission process in w
data is broken into packets or blocks for fast and efficient tr
via different network devices.

2. These packets are then routed by network devices to the destin

3. There are two major modes of packet switching :

Ili(‘h
ansfop

ation

i. Connectionless packet switching :

a. Each packet contains complete addressing or routing
information and is routed individually.

b.  This can result in out-of-order delivery and different paths
of transmission, depending on the variable loads on

different network nodes (adapters, switches and routers)
at any given time.

¢.  After reaching the destination through different routes,
the packets are rearranged to form the original message.

ii. Connection-oriented packet switching :
a. Datapackets are sent sequentially over a predefined route.

b.  Packets are assembled, given a sequence number and

then transported over the network to a destination in
order.

In this mode, address information is not required. This is
also known as virtual circuit switching.

PART-9
- ISDN, Terminal Handling.

Questions-Answers

Long Answer’.l‘ype and Medium Answer Type Questions

Que 1.18. I Write short note on ISDN. What are the features ISDN ’

OR

What are the channel types in ISDN to construct transmissio®
structure of any access link ? Discuss.

Answer I

1. Integrated Services Digital N etwork (ISDN)
combines digital telephony and datg transport

; . that
is a set of protocols tha
services,
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]
F=N

The whple idea is to digitize the telephone network to permit the
transmission of audio, video, and text over existing telephone lines.

.ISDN is an effort to standardize subscriber services, provide user/network
interfaces and facilitate the internetworking capabilities of existing voice
and data networks.

The goal of ISDN is to form a wide area network that provides universal
end-to-end connectivity over digital media.

The ISDN integrates customer services with the integrated digital
networking.

The ISDN standards define following three types of channels :

i. B channels:
a. A bearer channel (B channel) is defined at a rate of 64 kbps.
b. It is the basic user channel and can carry any type of digital

information in full-duplex mode as long as the required
transmission rate does not exceed 64 kbps.

c. For example, a B channel can be used to carry digital data,
digitized voice or other low data-rate information.

d  Several transmissions can be accommodated at once if the
signals are multiplexed first.

ii. D channels:

A data channel (D channel) can be either 16 or 64 kbps,
depending on the needs of the user. Although the name says
data, the primary function of a D channel is to carry control

signaling for the B channels.
b. Control information (such as call establishment, ringing, call
interrupt, or synchronization) is carried by the same channel
that carries the message data.
The ISDN separates control signals onto a channel of their
own, the D channel.

d. ADchannel carries the control signaling for all of the channels
in a given path, using a method called common-channel (out-

of-band) signaling.

a.

iii. H channels :

a. Hybrid channels (H Channels) are available with datarates of
384 kbps (HO0), 1536 kbps (H11) or 1920 kbps (H12).

b. These rates suit H channels for high data-rate applications
such as video, teleconferencing and so on.
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Salient features of ISDN :

L The ISDN issupported by a wide range of voice and non-voice applicationg
of the same networks.

i. It provides a range of services using a limited set of connections ang
multipurpose user-network interface arrangements.

Y
-y il It supports a variety of applications that include both switched an.d non
y switched connections. The switched connection, include both circuijt
switched and packet switched connections.

ISDN contains intelligence for providing service feature, maintenance
and network management.

Que 1.19. | Explain the user access in ISDN.

AKTU 2013-14, Marks 05

v.

n

ISDN user access is done by devices that enables the user to access the
service of Basic Rate Interface (BRI) or Primary Rate Interface (PRI)
are described by their functional duties.

2. Functional duties are divided into two groups :

a. Functional grou
be implemented u
(user).

ping : Functional grouping is a model that can
sing devices or equipment chosen by subscriber

b. Reference points : Reference
points used in order to separate groups of functions,

3.  The architecture on the subscriber premises is divided into small groups.

Such a grouping is done on the basis of the functions and the groups are
separated by reference points.

point corresponds to conceptual

TE1 . S NT2 customer T NT1 U
(ISDN terminal —e— premises switching| @ (subscriber line |—e—
equipment) equipment terminator)
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Answer ’

1.

computer or a computing system.
2. The function of a terminal is confined to display and input of data; a
device with significant local programmable data processing capability

may be called a “smart terminal” or fat client.

Introduction Concepts

A computer terminal is an electronic or electromechanical hardware
device that is used for entering data into, and displaying data from, a

3. Aterminal that depends on the host computer for its processing powe
is called a dumb terminal or thin client.
4. A personal computer can run software that emulates the function of a
terminal, sometimes allowing concurrent use of local programs and
access to a distant terminal host system.

Que 1.21. , Differentiate between bit rate and baud rate. A modem

constellation diagram has data point at coordinates
(1, 1), (1, -1), (<1, 1) and (-1, -1). How many bps can a modem with
these parameters achieve at 1200 baud ? State two reason for using

layered protocols. l AKTU 2014-15, Marks 05 ]
Answer
I Basis for comparison | Bit rate Baud rate

Basic

Bit rate is the
number of bits per
second.

Baud rate is the
number of signal units
per second.

Meaning

It determines the
number of Dbits
travelled per second.

It determines how
many times the state of
a signal is changing.

[ Term usually used

While the emphasis
is on computer

efficiency.

While data
transmission over the
channel 1s more
concerned.

Bandwidth
determination

Cannot determine
the bandwidth.

It can determine how
much bandwidth 1is
required to send the

signal.

L quation

Bit rate = baud rate
x the number of bits
per signal unit

Baud rate = bit rate /
the number of bits per
signal unit
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o | [ PART-1 :
e SR s Sub Layer — Channel Allocations.

CONCEPT OUTLINE

* Two different schemes used for channel allocation are :
L Static channel allocation
ii. Dynamic channel allocation
* Types of CSMA are :
L Non-persistent CSMA
i. l-persistent CSMA
ii. P-persistent CSMA

— Explain medium access control sublayer.

1. The MAC sublayer is very important in LANs because it is a broadcast
network. Fig. 2.1.1, show the position of MAC sublayer.

IEEE 802
v~ reference model \

Logical link control
(LLC)

Media access control
(MAC)

Scope of
IEEE 802

Physical Standards

layer

Medium

2. Itis called as IEEE 802 reference model.
Functions of Media Access Control (MAC) sublayer :
1. To perform the control of access to media.

2. It performs the unique addressing to stations directly connected to LAN.

Computer Networlus
3. Detection of errorg

Functiong of Logica] |
J;

2.

Err()r reCOVery

It pPerforms the flow
3. User addressing.

Que 2.2, l Explain ¢}

schemes used for cpq,
Answer l

1. In a broadcast nety
allocated to one tran

to this medium shou]

2. There are two differ,

a. Static channe]
L The traditio
users is by r

i. Inthese me

slot is allott
bandwidth

i The Frequen
Multiplexing

b. Dynamic chan:
L  In this mett
allotted to th
their require

ii. Following as
this method :

1. Station
stations

frames f

2 Single «
commun

3. Collisio
two or m
resulting

4. Continu
used to d
can begir
For a slo
slots.
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1 Access Sub Layer y

3. Detection of errors.

Functions of Logical Link Control (LLC) sublayer :
3 1. Error recovery.
2. It performs the flow control operations.
3. User addressing.

jon are : Que 2.2. I Explain channel allocation. What are the two different

schemes used for channel allocation ?

1. In a broadcast network, the single communication channel is to be
alloc?ted tq one transmitting user at a time. The other users connected
to this medium should wait. This is called as channel allocation.

2. There are two different schemes used for channel allocation :

a. Static channel allocation :

|l LR ER i The traditional way of allocating a single channel, among many
; . tions users is by means of Frequency Division Multiplexing (FDM).
‘L EQ nr e i

ii. Inthese methods either a fixed frequency band or a fixed time
slot is allotted to each user. Thus either the entire available
bandwidth or entire time is shared.

o iii. The Frequency Division Multiplexing (FDM) and Time Division

Multiplexing (TDM) are the example of static channel allocation.
g b. Dynamic channel allocation :

se it is a broadcast i. In this method neither a fixed frequency nor fixed time is

rar. allotted to the user. The user can use the single channel as per
their requirements.

ii. Following assumptions are made for the implementation of
this method :

1. Station model : This model consists of N independent

stations such as a PC, computer etc. which can generate
frames for transmission.

2. Single channel : A single channel is available for all
communication.

3. Collision: If frames are transmitted at the same time by
two or more stations, there is an overlap in time and the
resulting signal is disconnected. This is called as collision.

4. Continuous or slotted time : There is no master clock
used to divide time into discrete time intervals. So, frames
can begin at any random instant. This is continuous time.
For a slotted time, the time is divided into discrete time
slots.

rs

f connected to LAN.
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Medium Access Sub Layer

5. Carrier orno carrier sense : Stations sense the channe|
before transmission or they directly transmit without
sensing the channel.

Que 2.3, I Write a short note on random access.

Answer
1. Inthe random access technique, there is no control station.

Each station will have the right to use the common medium without any
control over it,

3. With increase in number of stations, there is an increased probability of
collision or access conflict.

4. The collisions will occur when more than one user tries to access the
common medium simultaneously.

As aresult of such collisions some frames can be either modified (due to
errors) or destroyed.

6. Inorder to avoid collisions, we have to set up a procedure like CSMA/CD
and CSMA/CA.

et

Que 2.4. I Explain Carrier Sense Multiple Access (CSMA) protocol.

OR
Discuss different ca: -r sense protocols. How are they different
than collision protocols ? | AKTU 2014-15, Marks 05 |
| AKTU 2017-18, Marks 10 |

Answer '

The CSMA protocol operates on the principle of carrier sensing. In this
protocol, a station listens to see the presence of transmission (carrier) on the
cable and decides to act accordingly.

Different carrier sense protocols are :

1. CSMA/CA:

a. Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA) is
a network contention protocol used for carrier transmission in
networks using the 802.11 standard.

b.  CSMA/CA works to avoid collisions prior to their occurrence.
2. CSMA/CD:

a.  Carrier Sense Multiple Access / Collision Detection is a set of rules
which determine how network devices respond when two devices
attempt to use a data channel simultaneously.

b.  CSMA/CD protocol works to handles transmissions only after a
collision has taken place.

Computer Networks

(.fSMA i8 different =
for the channe]
performance.

from collisig
Without any

Que 2.5, l Explain the con

Answer

ait backo
time
NO

YES
Abort |

Fig. 2.

Explanation :
1. The station having read;
2. Then it senses the line u
3. It then sends the frame, 1
to one complete frame, t
4. Otherwise (in the event
inform the other station
5. The station then incremn

6.

) &

backoff time and sends |
If the backoff has rea
transmission.

CSMA/CD is used for th

Que 2.6. I Discribe CSM

Write a short note on coll
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g8 Sub Layer
E——— Computer Networks s,

as it resolves the conter
yes not affect the system

ition

—

CSMA is different from co
for the channel without any

performance.

Que 2.5. I Explain the concept of CSMA/CD.

Answer I
(START )

llision free protocol

e the channel
collision and dc

smit without

n.
‘without any

B Set backoff
yrobability of to zero

o access the !
Persistent
strategy
i due to
ified ( ait backoff] ‘
e CSMA/CD L Send the
frame
) protocol.
Increment Send jam YES
different backoff signal
7
NO

Marks 05
Marks 10

Fig. 2.5.1. CSMA/CD procedure.

Explanation :
| 1 The station having ready frame sets the backoff parameter to zero.
ng. In this 9 Then it senses the line using one of the persistent strategies.
is no collision for a period corresponding

It then sends the frame, ifthere 1
to one complete frame, then the transmission is successful.

4  Otherwise (in the event of collision) the station sends the jam signal to

inform the other stations about the collision.
5.  The station then increments the backoff time and waits for a random

SMA/CA) is backoff time and sends the frame again.
If the backoff has reached its limit then the st

rier) on the 3

ation aborts the

imission in 6.
transmission.
rrence. 7. CSMA/CD is used for the traditional Ethernet.
Que 2.6. | Discribe CSMA /CA in brief.
set of rules OR
wo devices Write a short note on collision avoidance.
nly after a AKTU 2014-15, Marks 2.5
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Medium Access Sub Layer

Answer

1. The long form of CSMA /CA is CSMA protocol with collision avoidance.
Fig. 2.6.1 shows the flow chart explaining the principle of CSMA / CA_

START

Set backoff
to zero

Wait for

backoff time

2. The station ready to transmit, se
persistent strategies.

3. Assoon as it finds the line to be i
an Interframe Gap (IFG).

Increment

backoff

Persistent
strategy

Y

Wait IFG time

Y

Wait for a
random time

v

Send the frame

v

Set a timer

Y

ACK received
before time out?

nses the line by using one of the

dle, the station waits for a time equal to

It then waits for some more random time and sends the frame.

After sending the frame, it sets a timer
from the receiver.

and waits for the acknowledgen;ent

Computer Networks
mmadg

6. Ifthe agknowledgemc
transmlssion 1S Succe,
7. But if the transmj;
acknowledgement bef;
Parameter, waits fo,
CSMA/ ‘Acompletel;
Que 2.7, Explain ah,
Answer

CSMA/CD : Refer Q.25 F
CSMA/CA : Refer Q.26 P
Uses of CSMA/CD :

1. CSMA/CDis useq fort
2. Ttuses MAC protocol t;
Uses of CSMA/CA :

1. TItisused toavoid collis
2. Itisusedin channel uti

Q‘“’TI Explain the t
Answer ,

Types of CSMA :
a. Non-persistent CSMA

1. In this scheme, if a
that the channel is'
will wait for fixed ir

2. After this time, it a;
channel is free it wi

b. 1-persistent CSMA :In!

continuously monitors t!
immediately.

c. P-persistent CSMA:

1. The possibility of su
the p-persistent CSM

2 ‘ In this scheme, all th
simultaneously as so
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Computer Networks

. 6. Ifthe a?knowledgement is received before expiry of the time, then the
- ; transmission is successful.

(
as 7. But if the transmitting station does not receive the expected
acknowledgement before the timer expiry then it increments the backoff
parameter, waits for the backoff time and senses the line again,

CSMA / CA completely avoids the collision.

Que 2.7. ' Explain about CSMA/CD and CSMA/CA and its uses.
AKTU 2013-14, Marks 05
Answer '
CSMA/CD : Refer Q. 2.5, Page 2-5A, Unit-2.
CSMA/CA : Refer Q. 2.6, Page 2-5A, Unit-2.
Uses of CSMA/CD :
1. CSMA/CD is used for traditional Ethernet.
2. It uses MAC protocol to encounter data collision.
Uses of CSMA/CA :
1. Itisused to avoid collision between data frames.
2. It is used in channel utilization.
Que 2.8. , Explain the types of CSMA.
Answer ,
Types of CSMA :
a. Non-persistent CSMA :

1. In this scheme, if a station wants to transmit a frame and it finds
that the channel is busy (some other station is transmitting) then it
will wait for fixed interval of time.

9 After this time, it again checks the status of the channel and if the
channel is free it will transmit.

b. 1-persistent CSMA :In this scheme the station which wants to transmit,
he continuously monitors the channel until it is idle and then transmits
immediately.
to c. P-persistent CSMA:

1. The possibility of such collisions and retransmissions is reduced in

the p-persistent CSMA.
nt 9 In this scheme, all the waiting stations are not allowed to transmit
simultaneously as soon as the channel becomes idle.
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PART-2
LAN Protocols - ALOHA Protocols.

CONCEPT OQUTLINE

* ALOHA system has two versions :

i. Pure ALOHA : It does not require global time
synchronization

ii. Slotted ALOHA : It require time synchronization.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.9. | Write a short note on pure ALOHA.

Answer 1

1.

In pure ALOHA, the stations transmit frames whenever they have data
to send.

When two or more stations transmit simultaneously, there is collision
and the frames are destroyed.

In pure ALOHA, whenever any station transmits a frame, it expects the
acknowledgement from the receiver.

If acknowledgement is not received within specified time, the station
assumes that the frame (or acknowledgement) has been destroyed.

If the frame is destroyed because of collision the station waits for a
random amount of time and sends it again. This waiting time must be
random otherwise same frames will collide again and again.

Therefore, pure ALOHA dictates that when time-out period passes,

each station must wait for a random amount of time before resending
its frame. This randomness will help to avoid more collisions.

Assumption for analysis :

I NS

All frames are of the same size/length to maximize the output.
Packet transmission time is the unit time.

The number of packets successfully transmitted per unit time is ‘S"
Load for channel offered is ‘G’ for transmission, which is Poisson®
distribution (arrival).

a. IfS < G then at high load, there will be frames from most of tH°
users and hence many collisions.
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Computer Networks
few or no collision, hence

b.

where P, is the probability, when the frames d

If G < S then at low load, there will be

fewer retransmissions.
If S > 1, then the number of frames generated are more than the
channels can handle, and every time probability of collisionis 1.

If G ~ S, throughput is just the offered load, G times the probability
of transmission being successful i.e., S = GP,

W
| |

Collides [~ Collides
with the : : with the
start of [ —, end of the
the shaded | Ishaded frame
t, frame i+t to+2t t,+3t
Vulnerable
Fig. 2.9.1‘

o not suffer from collision.

Que 2.10. I Discuss slotted ALOHA.

Answer l

1. It follows

slots.
Each

When the packet i

a synchronous transmission system, with time divided into

slot size is equal to a fixed packet transmission time.
s ready for transmission, it needs to wait until the

previous slot is over.

It uses the common clock at each
Fig. 2.10.1 shows packets com

station and satellite.

pletely or without any overlap.

O G O Oumm
e

[
!:

Fig. 2.10.1. Slotted ALOHA.

OQaQw
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Medium Access Sub Layer

Performance of slotted ALOHA :

S = G x probability of no other transmission/overla

Its peak

Operation at higher G reduces

collision.

Que 2.11. | How can you compare pure ALOHA and slotted ALOHA 2

2 = Ge-8

at G = 1 with a throughput 0.368 (twice that of pure ALOHA).
the number of empty slots but Increases

AKTU 2013-14, Marks 05

p/arrival in previous slot

AKTU 2014-15, Marks 2.5

Anj;vmr
S. No. Pure ALOHA Slotted ALOHA
1l The user can transmit the data | The user has to wait till the next

frame whenever the station
has the data to be transmitted.

time slot start, to transmit the
data frame.

2] In pure ALOHA, the time is | In slotted ATLOHA, the time is
continuous. discrete.

3. The time is not globally | The timeis globally
synchronized. synchronized.

Que 2.12. , A pure ALOHA network transmits 200 bit frames on

shared channel of 200 kbps. What is the throughput if the system
(all station together) produces 250 frames per second ?

AKTU 2014-15, Marks 2.5

If tﬁé systein creates 250 frames per second, that is (1/4) frame per
millisecond. The load is (1/4). In this case S = G x e jor S=0.152

This means that the throughput is 250 x 0.152 = 38. Only 38 frames out of
250 will probably survive.

An ALOHA network uses 19.2 Kbps channel for sending
message packets of 100 bits long size. Calculate the maximum
throughput for pure ALOHA network.

AKTU 2015-16, Marks 05

Answer
The network is pure ALOHA, so, efficiency = 18 %

Usable bandwidth for 19.2 Kbps =19.2 x 0.18 = 3.456 Kbps
Therefore, the maximum throughput of pure ALOHA

1. 1
2 &
(0]
t!
a
3. L
a
di
N
4. S
by
pé
to
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1 Q 4 ~
= — x3.456 = 18:4%3.466 _  car g

T 2 100

PART-3
Overview of IEEE Standard - FDDI.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.14. l Explain the IEEE 802.3 MAC sublayer frame format.

Answer l
IEEE 802.3 specifies one type of frame containing seven fields : preamble,
SFD, DA, SA, length/type of PDU, 802.2 frame and the CRC, The format of
the MAC frame in CSMA/CD is shown in Fig. 2.14.1.

Preamble : 56 bits of alternating 1s and 0s.
SFD : Start field delimiter, flag (10101011)

SFp | Destination Source Length :
q Preamble address address PDU Data CRC

6 bytes 2 bytes 46-1600 bytes 4 bytes

7 bytes 1 bytes 6 bytes
Figl 2.14.1.

Preamble : The first field of the 802.3 frame, the preamble, contains
seven bytes (56 bits) of alternating 0’s and 1’s that alerts the receiving
system to the coming frame and enable it to synchronize its input timing,

Start Frame Delimiter (SFD) : The second field (one byte : 10101011)
of the 802.3 frame signals at the beginning of the frame. The SFD tells
the receiver that everything that follows is data, starting with the

-

addresses.
Destination Address (DA) : The Destination Address (DA) field is

allotted six bytes and contains the physical address of the packet’s next

destination. A system’s physical address is a bit pattern encoded on its

Network Interface Card (NIC).
SA) : The source address (SA) field is also allotted six
e Add“:zs(the physical address of the last device to forward the

t
bytes and con e can be the sending station or the most recent router

packet. That devic
to receive and forward the packet.
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Performance of slotted ALOHA : ) ‘ )
S = G x probability of no other tr:smsmission/overlap/&l”rlval in previous slot

= GG"G
Its peak at G = 1 with a throughput 0.368 (twice that of pure ALOHA),
Operation at higher G reduces the number of empty slots but increases

collision.
ml How can you compare pure ALOHA and slotted ALOHA ?
AKTU 2013-14, Marks 05
AKTU 2014-15, Marks 2.5
Answer
S. No. Pure ALOHA Slotted ALOHA
1 The user can transmit the data | The user has to wait till the next

frame whenever the station | time slot start, to transmit the
has the data to be transmitted. | data frame.

> In pure ALOHA, the time is | In slotted ALOHA, the time is
continuous. discrete.

3. The time is not globally | The timeis globally
synchronized. synchronized.

Que 2.12. l A pure ALOHA network transmits 200 bit frames on

shared channel of 200 kbps. What is the throughput if the system
(all station together) produces 250 frames per second ?

AKTU 2014-15, Marks 2.5

' Amswer
If the system creates 250 frames per second that is
th | ; 1/4) f
millisecond. The load is (1/4). In this case S = G x e or ( S i Orilfl)ge i

This means that the throughput is 250 x 0.152 =
| 250 will probably ey x 0.152 = 38. Only 38 frames out of

Que 2.13. ] An ALOHA network uses 19.2 Kbps channel for sending
message packets of 100 bits long size. Calculate the maximum

throughput for pure ALOHA network. AKTU 2015-16, Marks 05

Answer

The network is pure ALOHA, so, efficiency = 18 ¢,
Usable bandwidth for 19.2 Kbps =19.2 x 0.18 = 3.456 Kb
Therefore, the maximum throughput of pure ALOHA &

Scanned by CamScanner



Computer Networks 2-11 A (CS/IT-6)

1
-1 3456 18.4x3.456

= =0.635 %
2e 100

FPART-3
Overview of IEEE Standard - FDDI.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.14. ] Explain the IEEE 802.3 MAC sublayer frame format.

Answer

IEEE 802.3 specifies one type of frame containing seven fields : preamble,
SFD, DA, SA, length/type of PDU, 802.2 frame and the CRC. The format of
the MAC frame in CSMA/CD is shown in Fig. 2.14.1.

Preamble : 56 bits of alternating 1s and 0s.
SFD : Start field delimiter, flag (10101011)

SFD | Destination Source | Length
ﬁ Preamble address address | PDU Data CRC
7bytes 1bytes 6 bytes 6bytes 2 bytes 46-1500 bytes 4 bytes
Fig. 2.14.1.

1. Preamble : The first field of the 802.3 frame, the preamble, contains
seven bytes (56 bits) of alternating 0’s and 1's that alerts the receiving
system to the coming frame and enable it to synchronize its input timing.

2. Start Frame Delimiter (SFD) : The second field (one byte : 10101011)
of the 802.3 frame signals at the beginning of the frame. The SFD tells
the receiver that everything that follows is data, starting with the
addresses.

3. Destination Address (DA) : The Destination Address (DA) field is
allotted six bytes and contains the physical address of the packet’s next
destination. A system’s physical address is a bit pattern encoded on its
Network Interface Card (NIC).

4. Source Address (SA) : The source address (SA) field is also allotted six
bytes and contains the physical address ofthe last device to forward the
packet. That device can be the sending station or the most recent router

to receive and forward the packet.
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i U) : These next two byteg
h/Type of Protocol Data Unit (PD
> f::i?fatlo the number of bytes in the coming PDU. If the length of the

PDU is fixed, this field can be used to indicate type, or as a base for other

rotocols.
6. pData . This field can be split up into two parts Data (0-1500 bytes) and

adding (0-46 bytes). _ ‘
7. %RC . The last field in the 802.3 frame contains the error detection

information, in this case a CRC-32.

Que 2.15. I How does in IEEE standard 802.5 LAN operates ? Discuss,

Answer |

1. IEEE standard 802.5 LAN is a token ring system which is as shown‘ in
Fig. 2.15.1. It consists of a number of stations connected to the ring
through a Ring Interface Unit (RIU).

2. The RIU is basically a repeater, therefore it regenerates the received
data frames and sends them to the next station after some delay.

@ — Ring Interface
Unit (RIU)

Fig. 2.15.1.
Media Access Control (MAC) :
1. The access to the medium (i.e., who will transmit) is controlled by the
special control frame called token.
2. The token is passed from one station to the other round the ring. The

sequence of token passing is dependent on the physical location of the

§tations connected to the ring. It is not dependent on logical number as
1n case of token bus system.

3. A station which is in
frames. It may transm
of Token Holding Tim
transmit its data.

4. Typically this time is 0f 10
handed over to some othe

possession of the token only can trransmit the
1t one or more data frames but before the expiry
e (THT). Thus every station gets a fixed time t0

msec. After the THT, the token frame must be
r station.

Que 2.16. | How does IEEE standard 802.4 LAN operates ?
Answer 1
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Logically the interconnected stations form a ring as shown in Fig. 2.16. 1.

The physical topology is bus topology as shown in Fig. 2.16.1.

. —e

950

Fig. 2.16.1. Physical topology in token passing.

2.

Media access control :

The operation of token bus taken place as follows :

1. At any time, the station which holds the token onl
frames on the bus. Every frame contains source an

2 All the other stations are ready to receive these data frames.

3. Assoon as the transmission time of a station s over, it passes the token
to the next station in the logical sequence. That station is allowed to
transmit its data now.

4. Inone cycle of operation, each sta
once. The same station can get more number of chances t

one cycle if more than one address is assigned to it.

Que 2.17. I Differentiate between 802.3, 802.4, and 802.5 IEEE

y can transmit its data
d destination address.

tion will get an opportunity to transmit
o transmit in

standards. AKTU 2013-14, Marks 05
Answer
S. | Parameters 802.3 Ethernet | 802.4 Token 802.5 Token
No. Bus Bus Ring
1. |Physical topology| Linear Linear Ring
2. | Logical topology | None Ring Ring
3. | Contention Random chance |By token By token
4. | Maintenance No central Distributed A designated
maintenance algorithm monitor station
provides performs
maintenance. |[maintenance.
5. | Cable used Twisted pair, co- | Co-axial Twisted pair
axial fiber optic and fiber optic.
6. | Cable length 50 m to 2000 m |200 m to 500 m|50 m to 1000 m
7. | Frequency 10 Mbps to 100 |10 Mbps 4 to 100 Mbps
Mbps
8. | Frame structure | 1500 bytes 8191 bytes 5000 bytes
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Que 2.18. I Define Fiber Distributed Data Interface (FDDI) in detaj)
with the help of its frame format.

Answer
FDDI :

1. Fiber Distributed Data Interface (FDDI) is a local area network protoco].

2. Itsupports data rates of 100 Mbps and provides a high speed alternative
to Ethernet and token ring.

3. The copper version of FDDI is known as CDDI.
4. InFDDI, access is limited by time.

5. A station may send as many frames as it can within its allotted access
period, with the provision that real time data be sent first.

Frame format -

sp | Fe [ED

1 1 1
Token

LLC data unit
DSAP| SSAP [Contro] Information

D Destination| Source
= Ly address [address Data/command| CRC | ED FS

1byte 1byte 2.6 2-6  0-4500 bytes 4 05 15
bytes bytes bytes bytes bytes
Frame fields :
L fSll:art Delimiter (SD) : The first byte of the field is the frame’s starting
ag.
2. Frame Control (FO) : The second byte of the frame identifies the
frame type,

3. Addresses :The next two fields

are the destination
Each address consists of t

WO to six bytes.
Data : Each data frame c

and source addresses.

=
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Que 2.19. , Brief about how line coding implemented in FDDI and

describe its format. AKTU 2016-17, Marks 10

Answer l

Line coding implementation -

FDD I line coding use NRZI scheme in transition of data.
In this scheme, 4B/5B method is used in group encoding strategy.

The 4B/5B encoding scheme takes data in four bits codes and maps
them to corresponding five bit codes,

For example, the four bit data code for the letter F (1111) corresponding
to Fhe five bit encoding 11101. These five bit codes are then transmitted
using N RZI. By transmitting five bit codes using NRZI, a logical 1 bit is
transmitted at least once every five sequential data bits, resulting in a

signal transition.

Frame format for FDDI : Refer Q. 2.18, Page 2—-14A, Unit-2.

PART-4

. Data Lmk Layer - Elementa;y Data Link Protocols.

 Questions-Answers

- InngAnswer Typeand Medium Aﬁswer"l‘ype Questions

Qu_é 2.20. Discuss the issues in the data link layer and about its

protocol on the basis of layering principle.

Answer |
Data link layer issues
1. Services provided

a. The data link layer act asa

b. The principle se
on sending machine to t
This transfer always tak

AKTU 2016-17, 2017-18; Marks 10

are :
to the network layer:
service interface to the network layer.

rvice is transferring data from the network layer
he network layer on destination machine.
es place via DLL (Dynamic Link Library).

2. Frame synchronization :
a. The ::)l:lrce machine sends data in the form of blocks called frames
to the destination machine.
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b. This opennes ; :
domi P .e S, combined with the eage of use, hag de Eth
ominant in the local area network » 148 made Kthernet

C. The Ethernet system consists of thre

1. The physical medium used to ¢
computers.

= gtkslet- " I.nedium access control rules embedded in each
ernet interface that allow multiple computers to fairly
access to the shared Ethernet channe].

An Ethernet frame that consists of a standardized set of bits
used to carry data over the system.

e basic elements
arry Ethernet signals between

PART-5
Sliding Window Protocols.

~ Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.21. I Explain sliding window protocol.

OR
Write short note on sliding window protocol.
AKTU 2014-15, Marks 2.5
AKTU 2017-18, Marks 05
AIISWBI‘ .
1. Sliding window protocol is a feature of packet based data transmission
2 Is);fc;ifgliindow refers to an imaginary boxes that hold the frames on
' iver side. 3
3 ?32111:;?:- 3:1223; irclzlthod, multiple frames are sent by sender at a time
: ent is needed. ; :
before an ackiowflevfgfc? frames have been tran.smltted and which
b 7o k.eeg tsll'?;ingowindow introduces an identification scheme based on
received,
the size of the window. ich ns they are numbered
lo-n, which mea ;
R iramos are aheroL II:OE‘:: = 8, the frames are numbered 0, 1, 2,
from O to n — 1. For e}garzp5’6 7 0, 1, ... The size of the window is
3, 4’ 5, 6’ 7, O, 1; 2’ ? ’ ’ 4 2 .
r—1G.e, 7. ACK, it includes the number of the next
6. When the receiver sends an her words, to acknowledge the receipt

i t
frame it expects to receive. In 5—1 b
of a string of frames ending

containing the number 9-

4, the receiver sends an ACK
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7.  When the sender sees an ACK with the number 5, it knows that a]]
frames up to number 4 have been received.

8. The window can hold n — 1 frames at either end; therefore, a maxjmum
of n — 1 frames may be sent before an acknowledgement is required.

Window

[6[7]o[1 2]3]4]5 67 o] 23 [4]5]

Fig. 2.21.1.

Sender window : At the beginning of a transmission, the sender’s window
contains n — 1 frames. As frames are sent out, the left boundary of the
window moves inward, shrinking the size of the window.

1.  Given a window of size w, if three frames have been transmitted since

the last acknowledgement, then the number of frames left in the window
is w - 3.

2. OnceanACK arrives, the window expands to allow in a number of new

frames equal to the number of frames acknowledged by that ACK.
Fig. 2.21.2 shows a sender sliding window of size 7.

Sender window

o |1 [23]a]s 6 [7[o[1]2[3]a]s]s

- Direction > Direction

This wall moves to the right This wall moves to the right,
frame by frame, when a the size of several frames at
frame is sent. a time, when an ACK
1s received,

Fig.2.21.2,

Receiver window : At the beginning of transmission,
contains not n — 1 frames but n —1 spaces for frames,

L As new frames come in, the si

the receiver window

|
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Receiver window

Lol 2[s] 5 Ts 7]o[1]2]3]4[5]6]

= Direction - Direction
This wall moves to the right This wall moves to the right,
frame by frame, when a the size of several frames at
frame is received. a time, when an ACK
is sent.

Fig. 2.21.3.
Que 2.22. | Discuss stop and wait technique for flow control.

Answer l

1. Stop and wait technique is the simplest form of flow control where a
sender transmits a data frame.

2. Afterreceiving the frame, the receiver indicates its willingness to accept
another frame by sending back an ACK frame acknowledging the frame
just received.

3. The sender must wait until it receives the ACK frame before sending
the next data frame. '

4. This technique is simple to understand and easy to implement, but not
very efficient.

5. Fig.2.22.1 illustrates the operation of the stop and wait protocol.

Sender Receiver

ACK 0
w‘

ACK 1
L/v

Fig. 2.22.1.

Que 2.23. I State drawbacks of stop and wait protocols.

AKTU 2013-14, Marks 05 |

Drawbacks of stop and wait protocols are :
L Data is lost due to processing or storage that occurs between the last

backup and the subsequent disk crash, system crash, or some other
such disaster.

Time

A "
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9 After timeout on sender side, a long delayed acknowledgement might
be wrongly considered as acknowledgement of some other recent packet

in stop and wait protocols.

No pipelining.

4. Itisveryinefficient as at any one moment, only one frame is in transition.
The sender will have to wait at least one round trip time before sending
next.

@

24

Que 2.24. | Discuss stop and wait ARQ error control technique.
OR
Write a short note on stop and wait ARQ. | AKTU 2014-15, Marks 2.5

AKTU 2017-18, Marks 05

Answer

1. Stop and wait ARQ is a form of stop and wait flow control extended to
include retransmission of data in case of lost or damaged frames.

2. For retransmission to work, four features are added to the basic flow
control mechanism :

The sending device keeps a copy of the last frame transmitted until
it receives an acknowledgement for that frame. Keeping a copy
allows the sender to retransmit lost or damaged frames until they
are received correctly.

b.  For identification purposes, both data frames and ACK frames are
numbered alternately 0 and 1. A data 0 frame is acknowledged by
an ACK 1 frame, indicating that the receiver got the data 0 and is

now expecting data 1. This numbering allows for identification of
data frames in case of duplicate transmission.

¢. Ifanerror is discovered in a data frame, indicating that it has been
corrupted in transit, a NAK frame is returned. NAK frames, which
are not numbered, tell the sender to retransmit the last frame sent.
Stop and wait ARQ requires that the sender wait until it receives
an acknowledgement for the last frame transmitted before it
transmits the next one. When the sending device receives a NAK,

it resends the frame transmitted after the last t
regardless of number., ast acknowledgemen

d The sending device is e
acknowledgement is not

the sender assumes that
sends it again,

Followi i
ollowing are t.he operations of protocol under certain conditions :
a. Operation in case of damaged frames :
1- . . >
ZZE!::H : zrm 1? discovered by the receiver to contain an error, it
rame and the sender retransmits the last frame.

quipped with a timer. If an expected
received within an allotted time period,
the last data frame was lost in transit and
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2. For example, the sender transmits a data frame : data 0. The
receiver returns an ACK 1, indicating the data 0 arrived undamaged
and it is now expecting data 1.

3. The sender transmits its next frame : data 1. It arrives undamaged,
and the receiver returns ACK 0.

4. The sender transmits its next frame : data 0. The receiver discovers
an error in data 0 and returns a NAK.

5. The sender retransmits data 0. This time data 0 arrives intact, and

the receiver returns ACK 1.

Sender Receiver
(ES5E0) ()]
[Data [ 0 |
—{Daa[ i ——»
Errorin
frame 0
—{Daa [0 ———»
l

\

Time Fig. 2.24.1. R

b. Operation in case of lost frame :

il

Any of the three frame types can be lost in transit. Fig. 2.24.2 shows
how stop and wait ARQ handles the loss of a data frame.
i i 1 i time when a
der is provided with a timer that starts every .
gtzg;lmzris tll')ansmitted. If the frame never makes it to the receiver,
the receiver can never acknowledge it, positively or negatively.
The sending device waits for an ACK or NAK frame until its timer

< off. at which point it tries again. It retransmits the lost data
gro:m . Ifestarts its timer, and waits for an acknowledgement.

e der Receiver
e %

%—

T imel @@—’Lost

out
\J

\J Time
Time Fig. 2.24.2.
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c. Operation in case of lost acknowledgement :

1. In this case, the data frame has made it to the receiver and hag
been found to be either acceptable or not acceptable. But the ACK
or NAK frame returned by the receiver is lost in transit.

2. The sending device waits until its timer goes off, then retransmits
the data frame.

3. The receiver checks the number of the new data frame. If the lost

frame was a NAK, the receiver accepts the new copy and returns
the appropriate ACK.

4. Ifthe lost frame was an ACK, the receiver recognizes the new copy

as a duplicate, acknowledges it receipt, then discards it and waits
for the next frame.

Sender Receiver

= =

i Dat
S Second copy
B Lost +—ACK 11— discarded
=

S

v \

Que 2.25. | Describe the Go-back-N ARQ protocol.
OR

Write a short note on Go-back-N ARQ. AKTU 2014-15, Marks 2.5

Answer |

1. Inthis method if one frame is damaged, all frames are sent since the last
frame acknowledged are retransmitted.

2. This method is used to overcome the inefficiency of stop and wait ARQ
by allowing transmitter to transmit the frames continuously.
Following are the operations of protocol under certain condition :
1. Operation when the frame is damaged :
a. The second data frame is damaged, so the error is detected and
receiver send NAK-2 signal back as shown in Fig. 2.25.1.

b.  Onreceiving this signal, the transmitter starts retransmission from
frame 2.

AKTU 2017-18, Marks 05

c.  All the frames received after frame 2 are discarded by the receiver:

4
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Sender .
Receiver

= &=

j'DataIOIL >

]
2
y

| ««—— Error due
to damaged

frame
} Discard frames

Retransmitted =
Retransmitted Retransmitted
>
frames
Retransmitted >
\J 3 v
Time Time

Fig. 2.25.1. Go-back-N, damaged data frame.

2 Operatioh when a frame is lost :

a. Asshown in Fig. 2.25.2, the case of lost frame is also treated in the
same manner as that of the damaged frame.

Sender Receiver

Data Discard frame

Discard frame
Dl =
Retransmission —[Data[ 3}— Retransmitted

—
—[Data] 4} frames are
 J ' i recieved
Time Time
Fig. 2.25.2. Go-back-N, lost data frame.

b. The receiver, if it does notreceive a particular data frame it sends
a NAK to the transmitter and the transmitter retransmits all the
frames sent since the last frame acknowledged.

. e
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3. Operation when the acknowledgement is lost :

Fig. 2.25.3 shows the condition for lost acknowledgement. In case
of Go-back-N method the transmitter does not expect an
acknowledgement after every data frame.

Sender Receiver

a.

b.  The transmitter can send as many frames as the window allows
before waiting for an acknowledgeme_nt.

c¢.  Once the limit has been reached or the transmitter has no more
frames to transmit it must wait till the timer goes off and retransmit
all the frames again.

Que 2.26. , Hlustrate the performance issues for Go-Back-N data

[AKTU 2016-17, Marks 75

link protocol.

Answer
Performance issues for Go-Back-N data link Protocol are :
1. Consider the time Lepy that it takes to get a frame through in the case

where 1 - P = 0.1, that is, where 1 in 10 frames get through without
error : The first transmission takes t= n//R seconds.

2 With probability P, (0.9) the first frame g in error, and so additional
retransmissions are required.

3. Eac}lll time a retransmission is required, Go-Back-N transmits W, frames,
each of durat{on t, and the average number of retransmissions 18
/(1 —Pf), that is, 10 retransmissiong.

Thus for t =
r the example, we have e t+ 9W'tf.
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5. The efficiency for Go-Back-N is given by :
n[ — no n
WAL, 3 Lt
Ngay = fony = & a-P
| R 1+(W,-1P, r)
If the chgnnel is grror-free, that is Pf = 0, then Go-Back-N attains the
pest possible efficiency, namely, 1 - n/n
.

Que 2.27. I Write a short note on selective repeat ARQ.

AKTU 2014-15, Marks 2.5
Answer l

The selective repetitive ARQ scheme retransmits only those for which

1
NAKs are received or for which timer has expired, this is shown in the
Fig. 2.27.1.

9 Thisis the most efficient among the ARQ schemes, but the sender must
be more complex so that it can send out-of-order frames.

3. The receiver also must have storage space to store the post NAK frames
and processing power to reinsert frames in proper sequence.

‘4. In selective repeat ARQ, the receiver while keeping track of sequence

numbers, buffers the frames in memory and sends NAK for only frame

which is missing or damaged.

Sender Receiver
L2AAY

Set time for 0

Set time for 1

Set time for 2

Close time for 0 send 3

Close time for 1 send 4

Time-out for 2
send frame 2

again

Fig. 2.27.1.

ue 2.28. | Compare two data link layer protocols : Go-back-N and
f flow control, error recovery and packet

selective repeat in terms O
loss.

{
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Medium Access Sub |

Arly(gr

S. No.

Criteria

Go-back-N

Selective mW

J. Flow control

Flow control is done by
storing frame of
window size (N) in
buffer at receiver end.

Flow control is done by
storing continuoyg
occurring frame in buffer
at receiver end.

2 Error recovery

It detects and controls
the error during
transmission of packets.

It detects and corrects the
error during transmission
of packets.

o Packet loss

If packet is lost during
transmission then it
discards all the packets
after receiving NAK
acknowledgement for
the lost packet.

If packet is lost during
transmission then it
discards only the packet
which is lost and
continues to send other
packets.

:Que m. Consider the use of 10 K-bit size frames on a 10 Mbps

satellite channel with 270 ms delay. What is the link utilization for
stop-and-wait ARQ technique assuming P = 10~ ?

Answer
Link utilization = (1 - P)/(1 + 2a)
a = Propagation time/Transmission time
Propagation time = 270 msec
Transmission time = frame length/data rate
= 10 K-bit/10 Mbps
= 1 msec
a = 270/1=270
Link utilization = 0.999/(1 + 2 * 270) = 0.0018 = 0.18%

where,

Hence,

30 What is piggybacking ?

OR
Write a short note on piggybacking.
1. Piggybacking is a technique of temporarily delaying outgoing

acknowledgments. So, that they can be hooked into the next outgoing
data frame.

2. Abetter solution would be to use each channel (forward and reverse) to
transmit frames both ways, with both channels having the same capacity.

T 2013-14, Marks 05
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3. Let A fmd B be the users,

identified as either data frame or acknowledgement

4. When adata frame arrives, the recejver waits, does not send the control
frame (acknowledgement) back immediately.

5. Thereceiver waits until its network layer passes in the next data packet.
6. The acknowledgement is then attached to this outgoing data frame.
Thus the acknowledgement travels along with next data frame.

. | PART-6
~ Error Handling.

CONCEPT OUTLINE

e Three error detecting methods :
i Parity checking

ii. ~Checksum error detection
ii. Cyclic redundancy check

o

Estmns-! AT

1 Whenever an electromagnetic signal flows from one point' to another, it
. is subject to unpredictable interference from heat, magnetism, and other

forms of electricity. :
9 This interference can change the shape or timing of the signal.
3. Ifthe signalis carrying encoded binary data, such changes can alter the
meanings of the data. This condition results in er.ror. |
Depending on the number of bits in error we can classify the errors into two
types as :
1. Single bit error:

a. 'The term single et
data unit such as byte 1s 1n error. .
b. That means only one bit ina transmitted byte will change from 1 to

0 or 0 to 1, as shown in Fig. 2.31.1,

bit error suggests that only one bit in the given
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~

dium
o[1[x[1ToJo[1]1}—Me Oj1/1[1/0fo]1Ts

Transmitted byte Received byt

e it e

2. Burst errors :

2 Iftwo or more bits from a data unit such asa byte change from 14,
0 or from 0 to 1 then burst errors are said to have occurreq

b The length of the burst error extends from the first erroneoys p;;
to the last erroneous bit. Even though some of the bits in betweey

have not been corrupted the length of the burst erroy 1s shown ¢,

be 5 bits.

Burst errors are illustrated in Fig. 2.31.2.

Length of burst
error (5 bits)

. \
0[5 oo ] Medium ~[[iJo[1a ﬂjo 1

Transmitteq byte

Received byte
Fig. 2.31.2. Burst error,

Que 2.32, , How does parity checking js helpful in error detection ?

Answer ,

15 The parit.y checking at the receiver can detect the presence of an error
if the parity of the received signal is different from the expecteq parity,
2. That means if it is known that the parity of

_ the transmitteq signal is
always going to be “even” and the received signa] hag an odd Parity then
the receiver can conclude that the received signa ig Dot correct, Thig is
as shown in Fig. 2.32.1.

P Message hits Parity lfie:ceils‘i'::s
Transmitted code ’_OJ 100101 E Even Correct Wword

error

Py
Received code withl 0 “O}O 010110] o0dq Incorrect word

one error errors
P9
Received code with O]@D0@0110] o4 Incorrect wopq
: three error

Fig. 2.32.1. The receiver detects the presence of error if the
number of errors is odd e, 1 a5
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5 Ifa single error or an odd numbe i
' or r of
during transmission the parity ofot}:tcsoiih

ange due to errors i
_ ntroduced
eword will change.

change in parity then it is und
e erstoo .
word. This is as shown in Fig. 2.32 (11 that error is present in the received

If presence of e i
5. p rror is detected then the receiver will ignore the received

byte and request for the
: retransmissi
transmitter. ansmission of the same byte to the

Qllﬁ 2.33. ‘ Explain the concept of checksum. How error is detected
using the checksum byte ?

1 A checksum is a value used to verify the integrity of a file or a data
transfer.
9 Itisasum that checks the validity of data.

3. Achecksumisa simple type of redundancy check that is used to detect
errorsin data.

4. Checksums are typically used to comp
they are the same.

5. At the receiver end, the checksum function is applied to the message

frame to retrieve the numerical value.

é. If the received checksum value matches the sent value, the transmission
ful and error free.

is considered to be success

are two sets of data to make sure

tection using checksum byte
he data is divided into k segments

Error de
1. Inchecksum error detection scheme, t
each of m bits.

2. In the sender’s en
arithmetic to get the sum-

The sum is complemented £0
4 The checksum segment is sent along with the data segments.

5 At the receiver’s end, all received segments arc added using 1

i 1 .« complemented.
complement arithmetic to get the sum- The sum is cOmP .
atais accepted otherwise discarded.

d the segments are added using 1's complement

get the checksum.

6. Ifthe result is zero, the received d
Let consider following dat2
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10011001111000100010010010000100
Original data
[ 10011001 | 11100010 | 00100100 | 1000070
1 92 3 4
k=4 m=8
enae
1 10011001 1 10011001
2 11100010 2 11100010
—'\
01111011 (a)llnou
1 1
01111100 01111100
3 00100100 3 00100100
s g g e Y
10100000 10100000
4 10000100 4 10000100
SUP0Q100 gL U0100
?0100100 (E)OIOOIOO
1 1
Sum: 00100101 00100101
v bl
Checksum: 11011010 11011010
11011010
Sum: 11111113
Complement - 00000000

Conclusion : Accept data

Write a short note on CRC.

Que 2.34, ’

subtraction are identical to EX-OR.

generator word corresponding to G(x).

obtained becomes exactly divisible by the

Polynomial arithmetje uses a modulo-2 arithmetic ;... addition and
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CRC generator :
1. The CRC generator is shown in Fig. 2.34.1.

n bits
[Messagel 0.0 sreeeresnnan ]0 Appended message word

4
.

Binary ™
division ™

Divisor

Divisor

n bits Codeword
L » [Message | CRC |
Fig. 2.34.1. CRC generator.
2. The stepwise procedure in CRC generatioh is as follows :
Step 1 : Append a train of n Os to the message word where n is 1 less

than the number of bits in the predecided divisor (i.e., generator word).
Ifthe divisor is 5-bit long then we have to append 4-zeros to the message.

Step 2 : Divide the newly generated data unit in step 1 by the divisor
(generator). This is a binary division.

Step 3 : The remainder obtained after the division in step 2 is the n bit
CRC.

Step 4 : This CRC will replace the n 0s appended to the data unit in step
1, to get the codeword to be transmitted as shown in Fig. 2.34.1.

CRC checker:
1. Fig. 2.34.2 shows the CRC checker.

Received codeword

| Message | CR CJ——¢

Message | CRC

" Binary
division 1
§~ 'ﬂ‘

5 &'

Divisor

If remainder is 0 then
emainte L no errors

Fig. 2.34.2. CRC checker.
2. The codeword received at the receiver consists of message and CRC.

8. The receiver treats it as one unit and divides it by the same (n + 1) bit
hich was used at the transmitter.

divisor (generator word) w
4. The remainder of this division is then checked.

B S8 SR Y RS TSN E e
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3. Each parity bit calculates the parity for some of the bits in the code word.

The position of the parity bit determines the sequence of bits that it
alternately checks and skips.

Position 1 : Check 1 bits, skip 1 bits, check 1 bits, skip 1 bits, etc.
53.5,7:9,31,13,15:. ..)

Position 2 : Check 2 bits, skip 2 bits, check 2 bits, skip 2 bits, etc.
(2,3,6,7,10,11,14,15,...)

Position 4 : Check 4 bits, skip 4 bits, check 4 bits, skip 4 bits, etc.
(4,5,6,7,12,13,14,15,20,21,22,23,...)

Position 8 : Check 8 bits, skip 8 bits, check 8 bits, skip 8 bits, etc.
(8-15,24-31,40-47,...)

Position 16 : Check 16 bits, skip 16 bits, check 16 bits, skip 16 bits, etc.,
(16-31,48-63,80-95,...)

Position 32 : Check 32 bits, skip 32 bits, check 32 bits, skip 32 bits, etc.,
(32-63,96-127,160-191,...)
Set a parity bit to 1 if the total number of ones in the positions it checks

is odd.
Set a parity bit to 0 if the total number of ones in the positions it checks

is even.
For example : If the 7-bit hamming codeword received by a receiver is
101101 1 Assuming the even parity state whether the received

codeword is correct or wrong. If wrong, locate the bit in error.
D, D, D, P, D, B, K

Receivedcodeword:‘l f 0 l 1 ] 1 [ 0 l 1 I 1J

Step 1 : Analyze bits 4, 5, 6 and 7:
P, D D, D, = 1101 — Odd parity.

Error exists here.
Put P, = 1in the 4’s position of the error word.

Step 2 : Analyze bits 2, 3, 6and 7:
P,D,D,D, = 100 1 —» Even parity so no error.

Hence put P, = 01n the 2’s position of the error word.

Step 3 : Check the bits 1, 3, 5,71
PleDED7 = 101 1— Cdd parity so error exists.

Hence put P, = 1 in the 1’s position of the error word.

Step 4 : Write the error word :

Errorword E=| P, P, Py

Lf,— 1's position
- 2's position

4's position
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Substituting the values of P,, P, and P, obtained in steps 1, 2 and 3 we
get -
E= 1 0 1
= (5);,
Hence, bit 5 of the transmitted codeword is in error.
7 6 4 3 O, 1
1 0 il 0 1 1
Incorrect bit
Step 5 : Correct the error :

Invert the incorrect bit to obtain the correct codeword as follows :
Correct codeword =[10010 1 1]

. | Given a 10-bit sequence 1010011110 and a divisor of 1011.

Find the CRC. Check your answer.

1001000111
10110011110000
1011
0010
0000
0101
0000
1011
1011
000 1
0000
0011
0000
0110
0000
1100
1011
1119
1011
1010
1011
001
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ek e
Here, since remainder is 001. So, CRC will be 001.

We will add CRC to data and send it over network. At destination we
have to check it if remainder is 000 then the data is right.
1001000111
1011 10110011110001
10 S

S o

1
0
1
0

(=)(=)
O -

1
1

(=]

=
—

(=]
(o)
(=]}
Ot

(=Nen]
S o
(=0
O =

(= Ne)
S =
S =
(=Ne)

=
O =
- O
- o

—
O -
-
- o

— =
o o
— =
—

(=]

(=]
(=]
(=]

& I ) 4 1lyg II 1 l' 0 : 1 : 0 : 1 :
1 0,0 ! I | Lol I I
] I | t I ¥ I h

Li}anchester _l ﬂ ’— : ’—] H ' ' ,' I 5 "Time
i |
ncoding ’_J LJ : 'L_l ll l: E : :
5 e i e R R R e
| 1 || : | 1 | ) 1 1
T e

Differential | | r__l = . ! N L Time
Manchester ,_‘ E R E LJ ; -l — |
Encoding = I I I I I I

1 }

Fig. 2.38.1.

amming‘ code ? Calculate the hamming code

Que 2.39. | What is h
for foilo;éing message string : 1100101 ~vith each and every step
explained clearly.
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IP Address
K IPv6 ‘ 4
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PART- 1 ~
Network Layer : Point-to-Point Network,

Que 3.1. , What are the duties of network layer ?

Answer :
Duties of network layer are :
[ Intemetworking: This is the main duty of network layer. It provides
the logical connection between different types of networks.
2 Addressing :
a. Addressing identify each device on the internet. This s similar to g
telephone system. :
b. The addresses used in the network layer should be able to uniquely
define the connection of a computer to the internet universally.
3. Routing :
a. Inanetwork, there are multiple roots available from a source to a
destination and one of them is to be chosen,
b.  The network layer decides which root is to be taken. This is called
as routing and it depends on various criterions.

4. Packetizing:
a. The network layer receives the packets from upper layer protocol
and encapsulates them to form new packets.
b. This is called as packetizing. A network layer protocol called IP
(Internetworking Protocol), does the job of packetizing.
5. Fragmenting : The sent datagram can travel through different

networks. Each router decapsulates the [P datagram from the received
frame. Then the datagram is processed and encapsulated in another

frame.

Que 3.2. , Describe design issues in network layer.

Answer ,

1. Akeydesign issue is determining how packets are routed from source
to destination. Routes can be based on static tables that are wired m_to
the network and rarely changed. They can also be highly dynamic,

Py
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r

b.

C.

A dynamic algorithm can be run either periodically or i,
response to topology or link cost change.

While dynamic algorithms are more responsive to network
they are also more susceptible to problems such as routj

and oscillation in routes.

Adaptive algorithms can be further divided in the followip
i. Isolated : Each router makes its routing decisiong
only the local information that it store. Specifically,
do not even exchange information with their neighb,

dlrect

Cha_n oy
l'lg IOQDE;

8 typeg .
Usip
llt,ers
urs,

ii. Centralized: A centralized node makes all routing deciSi(ms

Specifically, the centralized node has

information.
iii.
and global information.

Distributed : Algorithms that uses a combination of

access to globai

locq)

2. Static / Non-adaptive algorithms :

a.

b.

C.

In non-adaptive algorithms, routes never change, once j
routes have been selected, also called static routing.

In static routing algorithms, routes change very slowly over
often as a result of human intervention (for example, a }
manually editing a router’s forwarding table).

Nitig)

time,
Umap

Non-adaptive algorithms do not handle failed links.

Que 3.4. l Differentiate between adaptive and non-adaptive routing
algorithms.

Answer l

S.No.| Adaptive routing Non-adaptive routing
algorithm algorithm
1. In adaptive algorithm, | In non-adaptive algorithm,
routers exchange and network administrator manually
update router table | enters routing paths into the
information. router.
2. In this algorithm, routers | In this algorithm, adjustments to

adjust automatically in
response to changes in
network topology.

changes in network topology
require manual update.

3. It prevents packet delivery | It provides granular control over
failure and improves | packet paths.
network performance. _

4. It is dynamic routing. It is'static routing.

5. | It uses dynamic protocolsto | It manually sets up the optimal
update the routing table and | paths between the source and the

to find the optimal path
between the source and the
destination computers.

destination computers.
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it is possible tosend 2 point—to-point message-
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a small group!
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to awell defined group all compared to the network size.
Sending message d the routing
algorithm used for multicasting is multi
Multicast routing isas
Fig. 3.5.2.
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s shown in
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& Forwarder
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Que 3.6. , What is unicast routing ? Discuss unicast routing
[ AKTU 2017-18, Marks 15

protocols.
[ AKTU 2015-186, M@

OR
Explain path vector routing protocol.

Answer ’
Unicast routing : Refer Q. 3.5, Page 3-5A, Unit-3.
Unicast routing protocols are :

Distance vector routing protocol :
L. Indistance vector routing, each router maintains a routing table.
2. Routing table contains one entry for each router in the subnet.

This entry has two parts :
a.  The first part shows the preferred outgoing line to be used t,

reach the specific destination.
The second part gives an estimate of the time or distance to

that destination.
3. Indistance vector routing, we assume that each router knows the
identity of every other router in the network, but the shortest part

%

b.

to each router is not known.
4. Adistance vector is defined as the list of <destination, cost> tuples,
one tuple per destination. Each router maintains a distance vector.

The cost in each tuple is equal to the sum of costs on the shortest
path to the destination.

ii. Link state routing protocols :
The link state routing is simple and each router has to perform the

5.

. 1
following five operations :
a. Discover its neighbours and learn their network address.
b. Measure the delay or cost to each of its neighbours.
c. Construct a packet containing the network addresses and the
delays of neighbours.
d.  Send this packet to all other routers.
e. Compute the shortest path to every other router.
2. The complete topology and all the delays are experimentally
measured and this information is conveyed to each and every router.
3.  Then, a shortest path algorithm such as Dijkstra’s algorithm can be

used to find the shortest path to every other router.

iii. Path vector routing protocols :
1. Path vector routing is useful for interdomain routing.

__4

Scanned by CamScanner



Computer Networks
= 3-7 A (CS/IT-6)

System (ASs) that acts op behalf of the e(:)gteirienAeSa iy
8.

3. This single node is calleq the

. s
authentication server createsp:?ke;'mde. The speaker node in an
speaker nodes in the neighbourinogut;lslsg o i S
Dest. Path
C, |AS3
C, |AS3
Cy |AS3
Dest. Path 3
A, | AS1 = ClTable  Ass
A, | AS1| (A2 A, c, o Dest. Path
::1 gi 5 ; D, | AS4
A, 1 2 C D, | AS4
As |as1| N8 NG D, | AS4
Hlals D
Al Table 4| AS4
Dest. Path i Leble
B, | AS2
B, | AS2 (D, D,
B, | AS2
B, | AS2 @ @

B1 Table 51

Fig. 3.6.1. Initial routing tables in path vector routing.

4. The principle of path vector routingis same as for distance vector
routing except that only speaker nodes in each AS can communicate

with each other.
5. Aspeaker node advertises the path, not the metric of the nodes, in
its autonomous system.or other autonomous systems.

Que37 I Explain distance vector routing algorithm and how it
updates the routing tables with the help of example.

Distance vector routing algorithm : Refer

Q. 3.6, Page 3-6A, Unit-3.

Updation of router tables : '

L
2.

distance vector to all its neighbours.

or from its neighbours, it tries to
destination would decrease if it
gh the particular neighbouring

Arouter periodically sends a copy of its

When a router receives a distance vect
find out whether its cost to reach any
routed packets to that destination throu
router.

Fig. 3.7.1 shows how the D.V. at A is auto
is received from B.

matically modified whena D.V.

imi i ¢ the other routers as well. So, the
e In Fig. 3.7.1 the initial distance

entries at every router can change.

/

—————
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~

vector is shown. The entries in each source represent the Hh””‘-‘st
distance between the routers.

For example, AC = 3 indicates the cost corresponding to the Sh“”“ﬂt
path in terms of number of hops from A to C.

Even if nodes asynchronously update their distance vectors the routing
tables eventually converge,

Bellman-Ford algorithm is commonly used in distance vector Touting

- -~
Instial o
s

A B.C D
ANoli1]al= D (b) Given network
Bi1fo|1],
qG3|1]o
O=|1]2

0 \

—tJ Minimum cost \ Calculations at “A” when a
Bntry in eact, from D to C \ distance vector arrives
represent the shortest
dlm from a node to

.. Cost to go to B

E ... Cost to destination
from B

... Cost to destination
from A via B

- Current cost to
destination from A

vector for A

replace the
initial D.V. of A in the next hop  (¢) Calculation at A when
a D.V. arrives from B

Fig. 3.7.1.Distance vector algorithm at roy

Link state routing : Refer Q. 3.6, Page 3-6A, Unit-3.
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t when ch
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into accoun

It doe
bandwidt
routes.

when choosing t

. | Discuss Dijkstra algorithm.
between two points

g the shortest path
Nodes in the

The Dijkstra algorithm calculate

on a network using & gra e up of nodes and arcs.
graph may contain networ
Arcs are the connections be
network and network to router). Co

router to network.
ur steps to discover the sho

The Dijkstra algori

tree (routing table) for each router :

a.  The algorithm begins to build the tree by identifying its root. The
root of each router’s tree is the router itself. The algorithm then
attaches all nodes that can be reached from that root. Nodes and

arcs are temporary at this step.
The algorithm compares the tree’s temporary arcs and identifies

the arc with the lowest cumulative cost. This arc and the node to
which it connects are now a permanent part of the shortest path

twork (router to

and a ne
arc from

tween a router
lied only to the

gt is app
rtest path

thm follows fo

ge and identifies every node

tree.
nodes and their

m examines the databa
hed from its chosen node, These
y to the tree.
ated until every node in the netw

ork has
fthe tree. The only permanent arcs are
st-cost) route to every node

that can be reac
arcs are added temporaril

part o

become a permanent
¢ shortest (lowe

those that represent th
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.| Describe the problem of count-to-infinity associﬂted

. | AKTU 2016-17, Marks 5 3
Count-to-mfimty problem :

1. The main issue with Distance Vector Routing (DVR) protocols is routing
loops.
This routing loops in DVR network causes count-to-infinity problen,

3. Indistance vector routing, routing loops usually occur when an interfg,
goes down.

4. Routing loops usually occur when any interface goes down o
two routers send updates at the same time.

Explanation :

1. Consider a network connected with three routers as shown in

Fig. 3.10.1.

A 4 C
: -----5
@ Fig. 3.10.1.

2. Let the matrices (weight or cost) between the routers is the number of
Jjumps to reach the neighbour router.

3. In the Fig. 3.10.1 cost between B and C is 1 and cost between A and C
is 2.

4. Now suppose the link between B and C is disconnected, then B will
know that it can no longer get to C via that link and will remove it from
its table.

5.  Before it can send any updates, it may be possible that it will receive an
update from A which will be advertising that it can getto C at a cost of 2.

6. Bcanget toAatacostof 1, soit will update a route to C via A at a cost
of 3.

7. A will then receive updates from B later and update its cost to 4.

This will slowly propagates through the network until it rea.ches i Bnity.
This will cause count-to-infinity problem

I Gihces - vuhis
ARy 1\-,3"_ ‘
S e

..‘
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Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 3.11. I What is congestion and congestion control ? Discuss

open-loop congestion control techniques.
: OR
What is congestion ? Name the techniques that prevent congestion.

AKTU 2015-16, Marks 05

OR
What is congestion ? Briefly describe the techniques that prevent

congestion. AKTU 2017-18, Marks 10

Answer I

Congestion : Congestion is a situation which may occur if users send data
into the network at a rate greater than that allowed by network resources.

Congestion control : Congestion control refers to techniques and

mechanisms that can either prevent congestion, before it happens, or remove

congestion, after it has happened.

Techniques to prevent congestion :

1. Open-loop congestion control : In open-loop congestion control,
policies are applied to prevent congestion before it happens. In these

mechanisms, congestion control is handled by either the source or the
destination. Following are the policies that can prevent congestion :

i. Retransmission policy : The retransmission policy is designed to
optimize efficiency and at the same time prevent congestion.

ii. Window policy : The type of window at the sender may also affect
congestion. The selective repeat window is better than the Go-
Back-N window for congestion control.

iii. Acknowledgement policy : The acknowledgement policy imposed
by the receiver may also affect congestion. If the receiver does not
acknowledge every packet it receives, it may slow down the sender
and help to prevent congestion.

2. Closed-loop congestion control : Closed-loop congestion control
mechanisms try to reduce congestion after it h'appens. Several
mechanisms have been used by different protocols which are as follows :
i. Backpressure : The technique of .backpressure refers to a

congestion control mechanism in which a congested node stops
receiving data from the immediate upstream node or nodes.

1
|
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k I,q.”
- %

ii. Choke packet : A choke packet is a packet sent by , Node ;.
source to inform about congestion. In the choke packg, m:"'
the warning is from the router, which has encountereg mng,,:h{'d
to the source station directly. “Stion

iii. Implicit signaling : In implicit signaling, there ;,
communication between the congested node or node and t'}:“
source.

iv. Explicit signaling : The node that experiences congestion ¢,
explicitly send a signal to the source or destination. ’

“ml What is the difference between open-loop congegy; on
control and closed-loop congestion control ?

n

g
)

8. No. Open-loop 1'[* : Closed-loop
congestion control congestion control
1. | Open-loop congestion Closed-loop congestion control is

control is based on based on the solution for
prevention of congestion. removing the congestion.

2. |It prevents the congestion | It removes the congestion after it

from happening. took place.
3. |It does not need end to end | It adjusts its data rate depending
feedback. on some kind of feedback,

4. | Mechanisms are as follow : | Mechanisms are as follow :
L Retransmission policy |i  Backpressure

. Window policy L  Choke packet
ni. Acknowledgement i Implicit signaling

policy iv. Explicitsignaling
1 iv. Admission policy

Que 3.13. ] Define traffic shaping. Elaborate leaky bucket algorithm
used for congestion control.
OR
What is the congestion in network layer ? Discuss at least one

algorithm used for congestion control.
OR

Write a short note on leaky bucket algorithm.

Answer
Traffic shaping : Traffic shaping is a mechanism to control the amount ang
the rate of the traffic sent to the network.
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Congestion in network layer : Refer Q. 3,11, Page 3-11A, Unit-3.
Leaky bucket algorithm :

If a bucket has a small hole at the bottom, the water leaks from the

L.
bucket at a constant rate as long as there is water in the bucket.

9. Therate a? \r-"hich the water leaks does not depend on the rate at which
the water is input to the bucket unless the bucket is empty.

3. The input rate can vary, but the output rate remains constant. Similarly,

in networking, a technique called leaky bucket which can smooth out

bursty traffic.

hunks are stored in the bucket and sent out at an average rate.
1, a FIFO
ffic consists of fixed size packets the
ackets from the queue at each tick

4. Burstyc
A simple leaky bucket implementation is shown in Fig. 3. 13.
queue holds the packets. If the tra
process removes a fixed number of p

of the clock.

Leaky bucket algorithm

Remove packets
at a constant rate

Processor
Departure
ﬁ‘l 3015!1'

6. If the traffic consists of variable length packets, the fixed output rate
must be based on the number o” Mytes or bits.
7. The following is an algorithm for variable length packets :

Queue

i Initialize a counter to 7 at the tick of the clock.
i If n is greater than the size of the packet, send the packet and
decrement the counter by the packet size. Repeat this step until n

is smaller than the packet size.

iii. Reset the counter and go to step (£).
on token bucket algorithm. What are

J Write a short note
the limitations of leaky bucket algorithm ?
Token bucket :
1. Token bucket algorithm allows idle hosts to accumulate credit for the
future in the form of tokens.
2. For each tick of the clock, {he system sends 1 tokens to the bucket. The
for every cell (or byte) of data sent.

system removes 0ne token

J
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In other words, the host can send bursty data as long as the bucket is nq;

3.
empty.
The token bucket can easily be implemented with a counter. The tokep,

= is initialized to zero. Each time a token is added, the counter jg
incremented by 1.

Each time a unit of data is sent, the counter is decremeated by 1. Whep,
the counter is zero, the host cannot send data.

For example, if n is 100 and the host is idle for 100 ticks, the bucket

collects 10,000 tokens. Now the host can consume all these tokens ip
one tick with 10,000 cells, or the host takes 1000 ticks with 10 cells per

tick.
Limitation of leaky bucket algorithm :
The leaky bucket implementation does not efficiently use available

L
network resources.

2. Because its leak rate is a fixed parameter, there will be many instances
when the traffic volume is very low and large portions of network
resources (bandwidth in particular) are not being used.

3. Therefore, no mechanism exists in the leaky bucket implementation to
allow individual flows to burst up to port speed, effectively consuming
network resources at times when there would not be resource connection
in the network. ,

4. The token bucket implementation does however accommodate traffic
flows with bursty characteristics.

5. The leaky bucket and token bucket implementations can be combined

to provide maximum efficiency and control of the traffic flow into a
network.

Que 3.15. , What do you mean by congestion control and QoS ?
What are the parameters of QoS ? Explain.

Congestion control : Refer Q. 3.11, Page 3-11A, Unit-3.

Mw of Service : Quality of Service (QoS) refers to a network’s ability to
achieve maximum bandwidth and provide better service to selected network

traffic.
There are four types of QoS parameters :

QoS
parameters

|
l l | l
Reliability Delay Jitter Bandwidth

Fig. 3.15.1.
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geliability :
1. Reliability is a characteristic that a floyw needs

a it p
Lack of reliability means losing a packet or ackn,

4 entails retransmission. owledgement, which

However, the sensitivity of application Programs to reliability is not
the same. "

g For example, it is more important that ele
and internet access have reliable trang
audio conferencing.

c.trqru'c mail, the transfer,
mission than telephony or

2 pelay :
a. Source to destination delay is another flow characteristic.

p, Applications can tolerate delay in different degrees.

c. In this case, telephony, audio conferencing, video conferencing,

and remote log-in need minimum delay, while delay in file transfer
or e-mail is less important.

3 Jitter:
a. Jitter is the variation in delay for packets belonging to the same
flow.

b. Forexample, if four packets depart at times 0, 1, 2, 3 and arrive at
20, 21, 22, 23, all have the same delay, 20 units of time.

¢. Ontheother hand, if the above four packets arrive at 21, 23, 21 and
28, they will have different delays : 21, 22, 19 and 24.
d. Highjitter means that difference between delays is large; low jitter
means that variation is small.
4. Bandwidth :
a. Different applications need different bandwidths in video
conferencing.

b. We need to send millions of bits per second to refresh a colour
screen while the total numbers of bits in an email not reach even a

million.
_ Write short note on ARP. How it works ?

Address Resolution Protocol (ARP) :
L The address resolution protocol (ARP) is a protocol used by the internet
Protocol, specifically [Pv4, to map IP network addresses to the hardware
sses used by a data link protocol.

The protocol operates below the network layer as a part of the interfage'
een the OSI net+ork and OSI link layer. It is used when IPv4 is
used over Ethernet.
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3. For two machines on a given network to communicate, they must k.,
the other machine’s physical addresses.

4. By broadcasting Address Resolution Protocols (ARPH), a host cyp,
dynamically discover the MAC layer address corresponding to a particy|;,
IP network layer address.

5. The term address resolution refers to the process of finding an addre,
of a computer in a network.

6. The address is “resolved” using a protocol in which a piece of informatiop,
is sent by a client process executing on the local computer to a server
process executing on a remote computer.

7. The information received by the server allows the server to uniquely
identify the network system for which the address was required and
therefore to provide the required address.

8.  The address resolution procedure is completed when the client receives
a response from the server containing the required address.

9. An ethernet network uses two hardware addresses, which identify the
source and destination of each frame, sent by the Ethernet.

Working of Address Resolution Protocol (ARP) :

When a host A needs to find the MAC address of another host B the sequence
of events taking place is as follows :

1. The host A who wants to find the MAC address of some other host,
sends an ARP request packet. This packet consists of IP and MAC
addresses of the sender A and the IP address of the receiver B.

2. This request packet is broadcasted over the network as shown in
Fig. 3.16.1.

A ARP request packet B |Receiver

'_’Er ) 3 — -

ﬂ v v Y ARP request packet
C D g | isbroadcasted over
the network

3. Every host on the network will receive the ARP request packet and
process it. But only the intended receiver B will recognize its [P address
in the request packet and will send an ARP response packet back to A.

4. The ARP response packet has the IP and MAC addresses of the receiver
B in it. This packet is delivered only to A (unicast using A’s physical
address in the ARP response packet). This is shown in Fig. 3.16.2. Thus
host A has obtained the MAC address of B using ARP.
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A
- ARP response packet n

i g Losetres]

C D E
" Fig. 3.16.2. ARP response unicast.

e &

— Write a short note on RARP.

L RARP (Reverse Address Resolution Protocol) is the logical inverse of
t resolves hardware address (MAC) to IP address. )

ARP tha

relies on the presence of 2 RARP server wit

MAC layer to IP address mappings.

3. RARP allows a physi
address from a gateway serve
or cache.

4. A network

router that maps

address) addresses

address). .

When a new machine is set up, its RARP client program requests from

the RARP server on the router to be sent its [P address.

router table, the RARP

6. Assuming that an entry has been set up in the
address to the machine, which can store it for

h table entries of

cal machine in a local area network to request its IP
s address resolution protocol (ARP) table

ablein alocal area network’s gateway

hine (or media access control-MAC

-histrator creates at
1 addresses (IP

the physical mac
to corresponding Internet Protoco

server will return the IP
future use.

7  RARPisavailable for
ring LANSs.

buted data interface and token

ethernet, fiber distri
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I‘ent

1. Internetworking is the process or technique of connecting diff,

networks by using intermediary devices such as routers or Batewgy,

devices. J

2. Internetworking ensures data communication among networks 0Wneq
and operated by different entities using a common data communicati,,
and the Internet Routing Protocol.

3. Internetworking is only possible when all the connected networks use
the same protocol stack or communication methodologies.

Three units of internetworking :

1. Extranet: Anextranet is a network of internetwork or intemetworking

that is limited in scope to a single organisation or entity.

2. Intranet : An intranet is a set of interconnected networks or
internetworking, using the Internet Protocol and uses IP-based tools
such as web browsers and FTP tools, that is under the control of a single
administrative entity. : ‘

3. Internet : The internet is the largest pool of networks geographically
located throughout the world and these networks are interconnected
using the same protocol stack, TCP/IP.

PART-5

CONCEPT OUTLINE

* Each TCP/IP host is identified by a logical IP address.
¢ Classification of IP address :

i ClassA il Class B
iii. ClassC iv. ClassD
v. ClassE

¢  Various types of IP addresses :
L IPv4 (Internet Protocol Version 4)
i IPv6 (Internet Protocol Version 6) .
o

- Explain IP addressing.
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1. IPaddressingisthe Process of finq; :
address is requireq fo, N llr:g;rtlg Unique [P 4
communicates using TCP/p and netwoy

9. The IP address is g network |

the data link layer address (
interface card).

ddress, A unique [P
k Ccomponent that

Yer address ganq Fit

such ag g S no dependence on

address of 4 network

3. Each TCP/IP host is identified by 5 logical IP agqy
4. TheIP address is network 15 e
; yer add

.the data link layer address (sych asrzfsl\s/[aAncd h; e deniceor

nterface card), address of a network
5. Aunique IP addressig required fi

B ity i TCP/IP(_)r each host and network component
6. The IP address identifies

7. EachIP address includes a networkID and a hostID.

1. The networkID (also known as 5 network address) identifies the
systems that are located on the same physical networkID. The
networkID must be unique to the internetwork.

i The hostID (also known as a host address) identifies a workstation,
server, router, or other TCP/IP host within a network. The address
for each host must be unique to the networkID.

8. The use of the term networkID refers to any IP networkID, whether
it is class-based, a subnet, or a supernet.
- 32-bit >|
Class type Netid Hostid
Fig. 319.1.
9. An IP address is 32-bits long. It is a common practice to segment the
32-bits of the IP address into four 8-bit fields called octets.

10. Each octet is converted to a decimal number (the base 10 numbe;;g
system) in the range 0-255 and separated by a period (a dot). This
formal is called dotted decimal notation.

_ Give the classification of different IP address.

OR . .
What is IP addressing ? How it is classified ? How is subnet ad@mssxng
is performed ? AKTU 2016-1

it-3.
IP addressing : Refer Q. 3.19; Page 3-18A, Unit
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Yer

Classification of IP address :
1. Class A:

Class A addresses are assigned to networks with a very larg
o C 'Ef

1
number of hosts.

ii. The high-order bit in a class A address is always set to 0.

iii. The next seven bits (completing the first octet) comp]ey,
networkID. The remaining 24-bits (the last three octets) represen,
the hostID.

2. Class B:

L Class B addresses are assigned to medium-sized to large-sizqq
networks.

i. The two high-order bit in a class B address are always set to
binary 10.

iii. The next 14-bits (completing the first two octets) complete the
networkID. The remaining 16-bits (last two octets) represent the
hostID.

, bytel , byte2 , byte3 5 byte 4

_— oo —— -t — : :
ClassA [0 Hostid j
Class B | g i Hostid 7
Class C 110 v . i Hosﬁd—l
ClassD | 1110 Multicast address j
ClassE | 1111 Reserved for future use

Fig. 3.20.1.
3. ClassC:

i Class C addresses are used for small networks.

i. The three high-order bits in a class C address are always set to
binary 110.

ii. The next 21-bits (completing the first three octets) complete the

networkID. The remaining 8-bits (last octet) represent the hostID.

From To
ClassA| 0.0.0.0 127 . 255 . 255 . 255
Netid Hostid Netid Hostid
ClassB[128.0.0.0 191 . 255 . 255 . 255
Netid Hostid Netid Hostid
ClassC [192.0.0.0 233 . 255 . 255 . 255
Netid Hostid Netid Hostid
ClassD [ 224.0.0.0 239 . 255 . 255 . 255
Group address Netid Hostid
* ClassE [ 240..0.0.0 255 . 255 . 255 . 255
Undefined Undefined
Fig. 3.20.2.

R
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4 ClassD:
i. Class D addresses are reserved for |

i The four high-order bits ; P multicast addresses.

binary 1110, N a class D address are always set to
iii. The remaining bits are f
R ive. or the addresses that interested hosts will
5. ClassE:

i. Class E addresses ar i
e ex v
.y perimental addresses reserved for future

i. The high-order bits in a class E address are set to 1111
Steps for performing subnetting : |
Step 1 : Check the IP address and the host’s subnet mask
Step 2 : Find the broadcast address. .
Step 3 : Obtain the quantity of subnets : Find the number of subnets by

;S:slﬁ the following formula : 2, where, n is the number of subnet bits in the

Step 4: quuire the number of hosts : Find the number of hosts by using
the iollowmg formula : 2" — 2, where, n is the number of host bits in the
mask.

Step 5 : Access the mask we need for the network : Find the number of
sub-networks as well as the hosts for each network, by using formula 2" —2.

Step 6 : Refer to the class C, mask to create sub-networks : To create
sub-networks is to memorize class C masks. The default subnet mask is
955.255.255.0. There are other subnet masks that make up class C.

Step 7: Decide which class mask to use for our sub-networks : Perform
this step after we determined our networks and host.

Que 3.21. | Explain the types of [P address.

Answer
There are two types of IP addresses :
[ Version of P |

IPv6 (Internet Protocol

IPv4 (Internet Protocol
Version 6)

Version 4)

Fig. 3.21.1.

1. IPv4 (Internet Protocol Version 4) :
i IPaddresses are 32-bit long and they are used in the source address
and destination address fields of the IP header.

4
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Fig. 3.21.1 shows the IP address format. It consists of ty,, fielq.
called networkID and hostID. The IP n}lqlbers (addresseg) for th;
hosts are assigned by the network administrator.

An IP address consists of two parts. The first part of the add!‘esg

called the network number, identifies a network on the interpe;
and the second part of address, called the hostID, identifipg an'

individual host on that network.

The IPv4 protocol has an address space. It is defined as the total

number of addresses used by the protocol.

v. If N numbers of bits are used for defining an address thep, the
address space will be 2V addresses.

IPv4 address format :

L The 32-bit IPv4 address is grouped into groups of 8-bits, separateg
by dots. Each 8-bit group is then converted into its equivalent binary

number as shown in Fig. 3.21.2

I Thus each octet (8-bit) can take value from (0 to 255). The IPv4 ip
the dotted decimal notation can range from 0.0.0.0 to 255.255.255

3

1v.

255.
fe———— 32-bits —— 5|
Network Host
eIDOP Ic]’)s IP Address format

8-bits| - [8-bits| - [8-bits| - [8-bits| Dotted decimal
notation

145 "' 10 T T
Fig. 3.21.2. IPv4 address format and dotted decimal format.
2. IPvé (Internet Protocol Version 6) :
An IPv6 address is 128-bit long as shown in Fig. 3.21.3.

le———— 128-bits = 16-bytes = 32 Hex digits—— |

1 2 7 8
FDEE | | AC92 | ommmsmsmmn 221A | ‘[ FFFF
16-bits 16-bits 16-bits  16-bits |

or 2-bytes  or 2-bytes

SR A e
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ecimal colon notation :

s a special notati :
1 6 usa(; 128-};& Vst .lc(;n Cfﬂled hexgdeamal colon notation. In this,
the tot e divided into 8 sections, each one 16-bits or 2-bytes

Hexad

long-
o The 16-bits or 2-bytes in binary correspond to four hexadecimal digits of
4-bits each.
5 Hence, ;11:9 128-bit.:s in hexadecimal form will have 8 x 4 = 32 hexadecimal
digits. These are in groups of 4 digits and eve i
colon as shown in Fig. 3.21.3. S L Sl
A In IPv6, about 15% of the address space is initially allocated, the remaining

85% being reserved for future use.

Que 3.22. | Draw and explain the packet format of IPv4.

Answer |
The IPv4 datagram format is shown in Fig. 3.22.1. The key fields in the IPv4

datagram are the following :
. Version number : This 4-bits field is used to specify the IP protocol

L
version of the datagram. By looking at the version number, the router
can determine how to interpret the remainder of the IP datagram.

ii. Header length : In the [Pv4 datagram header these 4-bits are needed

to0 determine where in the IP datagram the data actually begins.

32-bits
- —

Versi Header
ersion | onoth

Type of service | Datagram length (bytes)

16-bit Identifier Flags| 13-bit Fragmenta-
; tion offset
4 . Upper-layer Header checksum
Time-to-live protocol

39-bit Source IP address

32-bit Destination IP address

Options (if any)

Data

Fig. 3.22.1. [Pv4 datagram format.
ili. Type of service : The type of service bits were included in the IPv4
header to allow different types of IP datagrams to be distinguished from

each other.
Iv. Datagram length : This is the total length of the IP datagram (header

‘ plus data) measured in bytes. This field is 16-bits long.
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v. Identifier, flags, fragmentation offset : These three fields ar¢ useq
in IP fragmentation.

vi. Time-to-live : The time-to-live (TTL) field is included to ensure ¢,
datagrams do not circulate forever in the network. This fie|q .
decremented by one each time the datagram is processed by a router ¢
the TTL field reaches 0, the datagram must be dropped.

vii. Protocol : This field is used only when an IP datagram reaches its fin )
destination.

viii. Header checksum : The header checksum is used by router for detect'mg
errors in the received IP datagram. The header checksum is computeq
by treating each 2-bytes in the header as a number and summing these
numbers using 1’s complement arithmetic.

ix. Source and destination IP addresses : Source IP address field contain
IP of source which create IP datagram. Destination IP address fielq
contain IP of receiver to which IP datagram is received. The length of
both fields is 32-bit.

x. Options : The options field allows an IP header to be extended.

xi. Data (payload) : In most circumstances, the data field of the IP datagram
contains the transport layer segment (TCP or UDP) to be delivered to
the destination.

Que -23. | Explain the packet format for IPv.

Answer

1. The packet format for IPv6 is shown in Fig. 3.23.1. Each packet can be
divided into two parts :
1.  Base header
i. Payload

2.  The payload is made up of two parts :
1.  An optional extension header
ii. The upperlayer data
3. Base header has eight fields which are discussed as follows :

( VER PRI Flow label
Base Payload Next header Hop limit
header
Source Addresg
Destination Address
\

Payload Extension header
+ Data packet from the upper layer

Fig. 8.23.1
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i. Version: Thigis 4-bit fi :
For IPv6, the va) 1t field which

ekie defines the Version number of [p
il. Priority : The 4-bit priori
’ ty fiel e 1

with respect to traffic conngt?o: defines the priority of the packet

iii. Flow label : The flow label js
i . abel is g 3. : {

provide special handling for 4 pa?*t?czly:f f?oido; }cliz?czis e
iv. Payload : i

ik, f};‘:lg"h : ™he 2-byte payload length field defines the fotal

3 ho atagram excluding the hage header
V. ext header : The next header ; i

1S an 8-h

that follows the base header in the datagliaﬁil.d e

vi. Hop limit : This 8

TTL field in IPv4. "1t hop limit field serves the same purpose as

vii. Source addxjess :.The source address field is a 16-bytes internet
address that identifies the original source of datagram.
viii. Destination address : The de

: stination address field is a 16-byte
Internet address that usually identifies the final destination of the
datagram.

ix. Extension header : Extension header field help in processing of
data packets by appending different extension header. Each
extension header has a length equal to multiple of 64-bits.

Que 3.24. 1| Explain the concept of subnetting.

Subnetting is a mechanism in which the network splits into several

smaller networks internally but it acts like a single network to the
outside world.

. For example, a growing

: maller parts of a network are called subnets . , 8 grow |

2 3:;5 any ini?;ially has only one LAN but as the time passes by it l.mg'ht
end ﬁp with LANs, each one having its own router and each one with its
own class C network numbers.

3. Company should start up with class B address instead of class C address
- and it can number the host from 1 to 254. |
4 When a second LAN is to be installed it can split the 16-bit host numbers

into a 6-bit subnet number and 10-bit host number as shown in
Fig. 3.24.1.

i bit
<6 bl't.s>< 10-bits -y

Subne

mask g
1 111111111111111 111111 000000000

g. 3.24.1. One of the ways to subnet a class B network.

10 Network Subnet Host
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~

5. Due to this split it is possible to connect 62 LANs (0 and 1 are Teseryeg,
and each one can contain up to 1022 hosts.

6. The number of I's in the subnet mask is more than the number of 15, in
the corresponding default mask.

7. In a subnet mask, we change some of the leftmost 0’s in the defay];
mask to make it a subnet mask. Fig. 3.24.2 shows the difference betwegr,
the class B default mask and subnet mask for the same block.

8. The number of subnets is determined by the number of extra 1’s.

9. Forthree extra I’s, the number of subnets will be 2% = 8. For n, extra I’s
the number of subnets js e
255.255.0.0
Default mask 1111111111111111 |00000000..00000000
——16-bits ——»e—— 16-bits —>

Subnet mask [11111111111111111711]0000000000000
16-bits 3 4<% 13-hits
‘ - Three extra 1’s
Fig. 3.24.2, Subnet mask.
Que 325, | What are deficiencies of IPv4 ? How IPv6 was modified
to overcome these deficiencies ?

=

1. The deficiency of IPv4 is its address field. IP relies on network layer

addresses to identify end points on networks, and each networked device
has a unique IP address.

2. Other identified deficiencies of the TPv4 protocol are :

L Complex host and router configuration

i Non-hierarchical addressing

m Largerouting tables

v. Non-trivial implementations in providing security
v.  Multicasting

To overcome these deficiencies :

L. To overcome these problems/deficiencies the Internet Protoco] Version
6 (IPv6) is used.

2. InIPv6, the internet protocol was extensively modified for accommodating
the unforeseen growth of the internet.

3. The format and length of the IP addresses has been changeq and the
packet format also is changed. :

A
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: Perform u :
&.T-’a—] ('a 'or the s bnettmg of the following IP add
160.11 X.X. Original subnet mask 255.255.0.0 and number of l:ess
subnet

ix).
6(s AKTU 2014-15, Marks 10
Given: Network IP address = 160.11.X X
Subnet mask = 255.255.0.0
Number of subnet = 6

Let us consider a network. First we divide the :
SRS : network int
shown in Fig. 3.26.1, by using two bits of hostid part asm S ks

160.11.;] _______________
00 11
01 Sy 53 10

Range of subnet S, : 160. 11.0.0-160.11.63.0
Range of subnet S, : 160. 11.64.0 - 160.11.127.0
Range of subnet S, : 160. 11.128.0 — 160.11.191.0

Range of subnet S, : 160. 11.192.0 - 160.11.255.0
Now we divide the subnet S, into two more subnet as S,, and S,, as shown
in Fig. 3.26.2 by using one bit from hostid part as

160.11.10[0]00000.-———---

5

ik e TP i

Range of subnet S, : 160.11.128.0 — 160.11.159.0

Range of subnet S, : 160.11.160.0 — 160.11.191.0
Again we divide subnet S, into two more subnet as S, and S, as shown in
Fig. 3.26.3, by using one bit from hostid part as
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160.11.11[GJ00000._____ §
S, 842
S
832
SZ 831

Range of subnet S, :160.11.192.0 - 160.11.223.0
Range of subnet S, :160.11.224.0 - 160.11.254.0
S0, IP address 160.11.X X has six subnets as S,S, S S,,, 5 S,

Qlo‘.zi.l Give an [P address, how will you extract its netid angq
hostid and compare IPv4 and IPv6 with frame format.

Answer
To extract netid and hostid for a given IP address we use internet class and it
range as shown in Fig. 3.27.1 and Fig. 3.27.2.

i DVtel . byte2 . byte3 byte 4 |,
"W

Class A [0 Net ID] E Host_ID ]
Class B [10 Net_ID | Host ID |
Class C [110 Net_ID | Host_ID]
Class D [1110 Multicast address ]

Class E |1111 Reservedforfntm-euse

. ‘From | To

ClassA| 0.0.0.0 | 127 . 255 . 255 . 255
Netid Hostid Netid Hostid
Class B [128.0.0.0] |_191.255 255 952
Netid Hostid Netid  Hostiq
Class C [192.0.0.0] l_zss.zss.zss.zssj
Netid Hostid Netid  Hostid
Class D [224.0.0.0 ] L239.255.255_255:|
Group address Netid Hostid

ClassE [240.0.0.0] [255.255.255.2551]
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Comp o
e PN
s. NOO H)V4 ’-\“__

IPv6

Source and destination
fiddresses are 128-bits (16-bytes)
in length.

\\_‘
1. |Source and destination addres
are 32-bits (4-bytes) in length?es

2. | IP Sec support is optional.

IP Sec support is required.

3. |No identification of packet flow
for QoS handling by routers is
present within the IPv4 header.

Packet flow identification for
QOS handling by routers is
included in the IPv6 header
using the flow label field.

4. |Fragmentation is done by hoth

Fragmentation is not done b
routers and the sending host. /

routers, only by the sending

host.

5. | Header includes a checksum. Header does not include a
checksum.

6. |Header includes options. All optional data is moved to IPv6

extension headers.

[Pv4 frame format : Refer Q. 3.22, Page 3-23A, Unit-3.
[Pv6 frame format : Refer Q. 3.23, Page 3-24A, Unit-3.
Que 3.98. | What is meant by fragmentation ? Is fragmentation
needed in concatenated virtual circuit internets, or in any datagram
[AKTU 2013-14, Marks 10 |

system ?

OR

concatenated virtual circuit internets

or only in datagram systems ? Explain. [AKTU 2015-16, Marks 7.5

Is fragmentation needed in

1. Fragmentation 18
packets into small

a technique in which the gateways break up large
er one called as fragments. ]
i i t packet.
ent is sent as a separate 1nter'ne
iecﬁi:;;:z?of;af;nfragments . The recombination of fragments can be
i ing two strategies :
done by using one of the following ’
“ St};'ateggy - 1 for fragmentation (Transparent strat“egy) : i
In this strategy, the fragmentation caused by a “small packet
. netwoik is made’ transparent to any subsequent network through
which the packets will pass.
9. When alarge packet arrives at a gateway
the packet into fragments.

G, in Fig. 3.28.1, it breaks

T ed
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—— hf'/{‘r
Network Exit gateway
ooo
Gylooo G,
A big packet e Recom bine(
packet
Fragments G, reassembleg
All are addressed to G, the fragments
Fig. 3.28.1.
3. Each fragment is then addressed to the same exit Bateway (., \
that recombines a]] these fragments. ‘

Strategy - 2 for fragmentation (Non-transparent strategy) .
. i

reassemble the fragments,
2. Instead each fragment ig treated as a Seéparate origina] Packet. )]
these packets are Passed through the exit gateway or gateway

and their recombinatiop ig carried out at the destination host a5
shown in Fig. 3.28.9.

o_ The fragmentsg

Dg are reassemb]eq

Oonly at the
destination host

G, fragments Fragments are
a large packet  not reassembled

f'ollowing reasons :
1. To break the packets into smallest maximum g;
2. To Support the packet for different network.

Que 3.29, ’ What is the transmissj

station if the length of the Packet jg 2 million B
r bandwidth of the channel is 300 kbps. [ 201

Answer ,

Given : B = 300 kbps
Size of packet = 2000000 byte

l
Data size 2000000 x 8
g ] 4
! Bandwidth m 53.33 sec

Que 3.30.

i Find the class of each address

——

&
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/’—_\\
a. 140218.1089

e e X ) 3\:31 ACspg
a. 4F::A234:2 °"°Wingadd;eq ;’2-15.15011 o
88 ‘
l). 5 2 F
11234 129
—
R 0,015 80 °
e binary equiyg] dhe
ent of 14 Will he
2|14
el
\335\ 0
\>17\ 1
218
20
212
[ ——
(140), = 10001109 s
10 belongs to the class B,
b. Given address: 52.15.150.11
Binary equivalent of 52 will be
2 | 52
\\
i 26 0
i 13 0
EVEmE
i 3 0
1 1

(52), = 110100
110 belongs to class C.

ii. a. Given address : 4F : : A934 - 2
It could be expanded as follows -
004F:0:0:0:0:0:A234:9
Now, consider the leftmost byte i.e., 4F

004F Hex = 0000 0000 0100 1111
" Tooopeets
Leftmost 8-bits correspond to type prefix. All 8 zeros correspond to
reserved address.
Thus, the type of 4F : : A234 : 2 is a reserved address.

b. Given address : 52F : : 1234 : 2222
It could be expanded as follows :
052F:0:0:0:0:0:1234:2
Now, consider the leftmost byte i.e., 52F

052F Hex = 0000 0101 0010 1111
el Wi

Type prefix

Thus, the type of 52F : : 1234 : 2222 is a network address.
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Que 3.31. I What is an interconnecting device in the interne,

L9

rconnecting device used in the interne W'tl;
i 1

"’W"r

Explain various inte
suitable example.

Answer jl
g devices are those devices which are used for sharing dat
dlg

Interconnectin,

over the network.
Different types of interconnecting devices are:

1. Repeaters:
a. A repeater is a connecting device which can operate only in th,
physical layer. '
s to ensure data transmission.

b. Repeater amplifies signal
c. Arepeaterreceives asignal and before it get

regenerates the original signal.
Device B

Device A
@ Segment 1 Repeater Segment 2 [ ,

Fig. 3.31.1. Repeater in OSI model.

2. Hubs:
Hub is a central location to connect various segments of media

attenuated or corrupteq

a.
coming from various nodes.
b, It is normally used for connecting stations in a physical star topology.
c. A hub organizes the cables and relays signal to the other media
segments as shown in Fig. 3.31.1.
Hub
3. Bridges:
a  Abridge canoperate the physical as well as in the data link layer of

the OSI model.
It can regenerate the signal that it receives and it can check the

b.
physical ( MAC) addresses of source and destination mentioned in
the header of a frame.

4. Routers: ‘
2. Routers are devices that connect two or more networks as by using

IP addresses. ‘
b. Various types of network can be interconnected through routers
as shown in Fig. 3.31.3.

_ A 4
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 Fig. 3.31.3. Router in an internet.
c. Routersuse logical and physical addressing to connect two or more
logically separate networks.
5. Gateways:
a. A gatewayisadevice that can interpret and translate the different
protocols that are used on two distinct networks as shown in
Fig. 3.314.
b. Gateway comprise of software, dedicated hardware or a combination
of both.
Gateway operates through all the seven layers of the OSI model
and all five layers of the internet model.

L3

NetWare

Fig. 3.31.4. A gateway.

6. Switches:

a. A switch is a device which provides bridging functionality with

greater efficiency.

b. A switch acts as a multiport bridge to connect devices or segments
in a LAN.
The switch acts as a buffer for each link to which it is connected.

d When it receives a packet, it stores the packet in the buffer of the
, receiving link and checks the address to find the outgoing link.
l e. If the outgoing link is free, the switch sends the frame to that
particular link.

e

©O0
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Transport Layer

Transport Layer-Design Issues

S

| CONCEpR
L T OuTLINE

» UDPisa connectionless
S pl‘OtOCQ v ha . .
that needs fast, efficient trmsr:l;:gglr: 18 suitable
e TCP is a connectj : Wy
.-r ECtIO‘l‘l oriented protoeg] which
packets in the specified or o rearranges data

for application

rm— \

= L AR

Long Answer Type and Medium Answer Type Questions

Qued.1. | Write a short note on process-to-process delivery.

OR
How transport layer is meant for process-to-process delivery ?
Answer
Process

i ...;é..;.«... i asrarsasaes ? A .
: Node to | Node to i Node tonode : Node to {Node to :

node : node :(Datalinklayer)i node | node Z

4— Host to host (Network layer) —"

- Process-to-process (Transport layer) »-

Fig. 4.1.1. Types of data deliveries.

L Thedatalink layer performs a node to node delivery. The network layer
carries out the datagram delivery between two hosts (host to host
delivery), ;

2. The real communication takes place between two process application
programs for which we need the process-to-process delivery.

3.

The transport layer takes care of the process-to-process delivery. In this
a packet from one process is delivered to the other process.
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4. The relationship between the communicating processes i

S the cljgp,
server relationship.

Que 4.2, I What are the design issues in transport layer ?

Answer l

Design issues with transport layer :

1. Accepting data from session layer, split it into segments and send to the
network layer.

Ensure correct delivery of data with efficiency.
Error control and flow control.

End-to-end delivery of the packet.

Combining packets into message segment at receiver side.

S e N

Connection management.

Que 4.3. l Enumerate how the transport layer ensures that the
complete message arrives at the destination and in the proper order.

AKTU 2016-17, Marks 75

The main aim of transport lay

€r is to deliver the entire message from
source to destination.

It decides if data transmission should he on parallel path or single path.

mall units so that they
ayer and ensures that

Transport layer breaks the message (data) intg g
are handled more efficiently by the network ]
message arrives in order by checking
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Answer l

User Datagram Protocol (UDP) provides a connectionless packet service
that offers unreliable ‘best effort’ delivery.

Applications that do not require an acknowledgement of receipt of data,

for example, audio or video broadcasting uses UDP.

3. UDPisalso used by applications that typically transmit small amounts of
data at one time, for example, the Simple Network Management Protocol
(SNMP).

4 UDP provides a mechanism that application programs use to send data
to other application programs.

5. UDP provides protocol port numbers to distinguish between multiple

programs executing on a single device.

6. That is, an addition to the data sent, each UDP message contains both a
destination port number and a source port number. This makes it
possible for the UDP software at the destination to deliver the message
to the correct application program, and for the application program to
send a reply.

7. UDP packets are called as user datagram.

Que 4.5. | Discuss the header format of UDP.

!

Answer
UDP have a fixed size header of 8-bytes. The format of user datagram is as

shown in Fig. 4.5.1.

| 8-bytes |
Header Data
\—
Destinati
Source port number 16-bits RERRAAR p?rt oRRzher
16-bits
Total length 16-bits Checksum 16-bits

M%Wmmm format.

The UDP header is divided into the following four 16-bit fields :

L Source port : Source port is an optional field, which indicates that port
of the sending process and may be assumed to be the port to which

reply should be addressed in the absence of any other informati o It
not used, a value of zero is inserted. L
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2. Destination port : Destination port has a meaning within the Conte
of a particular internet destination address. xt

3. Length : This is the size in bytes of the UDP packet, including th
header and data. The minimum length of the he €

ader is 8-bytes‘
4. Checksum : This is used to ver

ify the integrity (i.e.,to de
the UDP header. The checksum is performed on g

; tect €ITOrS) of
Y : . ; pseudo headey”
consisting of information obtained from the IP he

ader (sour
destination address) as well as the UDP header. —

Que 4.6. l What do you mean by Transmission Control Protoco]

Computer Networks

(TCP)?
Answer
1. TCP (Transmission control protocol) is a connection-oriented protoco].
2. The TCP provides reliable transmission of data in an IP environment,
TCOE iorresponds to the transport layer (Layer 4) of the OSI reference
model.

Among the services, TC

P provides stream data transfer, reliability,
efficient flow control,

full-duplex operation, and multiplexing.
4. With stream data transfer, TCP delivers an unstructured stream of
bytes identified by sequen

ce numbers.
5. TCP offers reliability by providing connection-oriented, end-to-end
reliable packet delivery through an internetwork.
6. The reliability mechanism of TCP allows devices to deal with lost, delayed,
duplicate, or misread packets. A

time-out mechanism allows devices to
detect lost packets and request retransmission.

7. 'TCP offers efficient flow control, which means that, when sending
acknowledgement back to the source, the receiving TCP process indicates
the highest sequence number that it can receive without overflowing its
internal buffers.

8.

TCP supports a full-duplex operation me
send and receive both at the same time.

ans that TCP processes can

Scanned by CamScanner



CS/IT-6) Transport Layer

467
/

m Differentiate between connection-oriented services with

Onnectionless services.
c

Answel'
/‘f‘ . .
s. No. Connectlon.-onented Connectionless
service service
1 In connection-oriented service | Connectionless service does not
authentication is needed. need any authentication.
P—

9. | Connection-oriented protocol | Connectionless service protocol
makes a connection and |does not guarantee a delivery.
checks whether message is
received or not and sends
again if an error occurs.

—_-__’——_-7 - - - -
3. | Connection-oriented service is Connectionless service is less
more reliable. reliable.

4 |Connection-oriented service Connectionless service interface
interface is stream based. is message based.

5 | Packets travel sequentially. |Packets travel randomly.

;

Que 4.8. | Explain the three-way handshaking protocol to

establish the transport level connection.

"AKTU 2016-17, 2017-18; Marks 10
Answer |

Connection establishment in TCP :
. To establish a connection, TCP uses a three-way handshake.

2. Before a client attempts to connect with a server, the server must first
bind to and listen at a port to open it up for connections, this is called a
passive open.

Once the passive open is established, a client may initiate an active
Open.

To establish a connection, the three-way (or 3-step) handshake occurs :

a.  SYN:The active open is performed by the client sending a SYN to
the server. The client sets the segment’s sequence number to a
random value A.

b. SYN-ACK : In response, the server replies with a SYN-ACK. The

acknowledgement number is set to one more than the received
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sequence number (A + 1), and the sequence number that the Serve,
chooses for the packet is another random number, B,

c. ACK : Finally, the client sends an ACK back to the server T
sequence number is set to the received acknm:vledgement valye
ie.,A + 1, and the acknowledgement number is set to one More
than the received sequence number i.e., B + 1.

5. At this point, both the client and server have receiveq an
acknowledgement of the connection.

6. The steps 1, 2 establish the connection parameter (sequence number)
for one direction and it is acknowledged.

7. The steps 2, 3 establish the connection parameter (sequence Number)
for the other direction and it is acknowledged.

8. With these, a full-duplex communication is established.

Client Server
E A: ACK flag
e S: SYN flag
Active
open ¢
Passive
open
Time e

'Fig. 4.8.1.

Que 4.9. | Explain about the TCP header and working of TCP

1
protocol and differentiate between TCP and UDP with frame format.

AKTU 2013-14, 2016-17, 2017-18; Marks 10

The segment consists of a 20 to 60 byte header, followed by data from the

application program. The header is 20 bytes if there are no options and upto
60 bytes if it contains options. '

.
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1/;0111'“3 port : A 16-bit number ide

egment originated from within the sending hOSt.PDhcatmn that TCp

4———( Header m

Source port address 16-bits

Destination port addrees 16-bits
Sequence number 32-bitg
Acknowledgement number 32.hits

HLEN|Reserv- UJA|P|R[STF
4bits| ed |RIC|S|S|Y]|] Window size 16-bits
6-bits |G |[K |H| T| N N
Checksum 16-bits Urgent pointer 16-bits
Optic d
Fig.4.8.1.

2. Destination port : A 16-bit number 1dentifying the application that
l TCP segment is destined for on a recejvi

ving host.
Sequence number : A 32-bit number identifying the current position
of the first data byte in the segment within the entire byte stream for
the TCP connection.

Acknowledgement number : A 32-bit number identifying the next
data byte that the sender expects from the receiver.

Header length : This 4-bit field indicates the number of 4-byte words in
the TCP header. The length of the header can be in between 20 and 60.

Reserved : This is a 6-bit field reserved for future use.

Control : This field defines six different control bits or flags. One or
more of these bits can be set at a time.
L URG:The value of urgent pointer field is valid.

i. ACK:The value of acknowledgement field is valid.
iii. PSH : Push the data.
iv. RST : Reset the data.

V- SYN: Synchronize the sequence numbers during connection.

FIN . Terminate the connection.

- . in] hat
Window size : This field defines the size of the w1nd0¥,:}f:£yt§:’l :1 ?S
the other party must maintain. The length o

. i ,536
liG‘bitS* which means that the maximum size of the window is 65
Vies,

Vi,

, the
.Checksum : This 16-bit field contains the checlfsumé'zi;)::exgﬂeas
mch.lsi(’n of the checksum in the UDP datagram 1s opuionds,
the "clusion of the checksum for TCP is mandatory.
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10. Urgent pointer : This 16-bit field, whichis valid only if the urgent
is set, is used when the segment contains urgent data, [t define, t;ﬂ
number that must be added to the sequence number to obtaip the
number of the last urgent byte in the data section of the segment ¢

11. Options : There can be upto 40-bytes of optional irlformation in th
TCP header.

Working of TCP protocol : Refer Q. 4.8, Page 4-6A, Unit-4.
Difference between TCP and UDP:

e
B TCP UDP
. . —"\\
Connection [TCP is a connection | UDP 18 a connection]egg
oriented protocol. protocol.

-
Ordering of|TCP rearranges data| UDP has no inherent
data packets packets in the specified | order as all packets are

order. independent of each
other.
\.
Speed of The speed for TCP is| UDP is faster because
transfer slower than UDP. there is no error-checking

for packets.

—_—

Reliability There is absolute | There is no guarantee that
guarantee that the data | the messages or packets
transferred remains intact sent would reach at all.

and arrives in the same
order in which it was sent.

Header size |TCP header size is 20- UDP headgr size 1s

bytes. 8-bytes.
Error TCP does error checking. | UDP does error checking,
checking but has no recovery

option,

Que 4.10. | Draw the diagram of TCP header ang explain the use of
the following :

L Source and destination port addresses

ii. Sequence and acknowledgement numbers
iii. Control bitg

iv. Window size

v. Urgent pointer

Describe the role of checksum field ang option pad bytes.
AKTU 2014.15, Marks 10]

j
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1CP header: Refer Q. 4.9, Page 4-TA, Unit-4.
Use:

Use of source and destination i

1 _ port addre J 1
identify the source and destination address of tslfe I;It‘)tlts . o=t

ii. Use of sequence number: Th i

i * +1€ Sequence number field is used to set
number on each TCP packet so that th T >
i e TCP stream can be properly

Use of aclmowle(.lgment number : This field is used when we
acknowledge a specific packet a host has received.
iii. Use of control bit : This field is used to relay information between TCP
peers.
iv. Use of window size : This field is used to indicate to the sender the
amount of data that it is able to accept.

v. Use of urgent pointer : This field is used when the segment contain
urgent data.

Role of checksum : The role of TCP/IP checksum is to detect corruption of
data over a TCP or IPv4 connection.

Role of option pad bytes : Role of option pad byte is to ensure that the

data part of the packet begins on a 32-bit boundary, and no data is lost in the
packet.

anlf.ii.'}’f‘ Explain TCP congestion control algorithm in internet.
What i’szCP segment header ? Also, discuss TCP connection

e

management. =

TCP 'congestion control algorithm in internet :

1. TInitialization for a given connection sets cwnd (congestion window) to
. one segment and ssthresh (when a loss occurs, fast retransmit is sent,
half of the current cwnd is saved as ssthresh) to 65535 bytes.

2. TheTCP output routine never sends more than the lower value of cwnd
or the receiver’s advertised window.

i i icate ACK), one-half of the
tion occurs (timeout or duphca. . . :
‘;Vulll're:n:(::i?o:: size is saved in ssthresh. Additionally, if the congestion
is indicated by a timeout, cwnd is set to one segment.

i d, increase cwnd, but
ta is acknowledged by the other end, : :
Xhenanei:ii:r:ases depends on whether TCP is performing slow start
recc:; };stion avoidance. If cwnd is less than or equal to ssthresh, TCP is
(i)n slow% start: otherwise, TCP is performing congestion avoidance.
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TCP segment header : Refer Q. 4.9, Page 4-7A, Uni

; ction management :
’lI.‘CPCZC::::ciions are established in TCP using the three-?vay hanfish ake,
2. To establish a connection, one side, the FSI%I’\IGT: I;"i:zlégl);;vm_ts f°ran
) Incoming connection by executing the LIS N an s pnmltives,
either specifying a specific source or nobody in par f:u ar
3.  The other side, the client, executes a CONNECT prlmltwe’_spedfying
' the IP address and port to which it wants to connect, the Maximyy,
Segment size it is willing to accept, and optionally some ygey data (f,,
example, a password).
4.  The CONNECT primitive sends a TCP segment with the SYN it on ang
ACK bit off and waits for a response.
9. When this segment arrives at the destination, the TCP entity checks i

seeif there is a process that has done a LISTEN on the Port given j, the
destination port field. If not, it sends a reply with the RST bit on to reject

Host 1 Host 2 HOSt2

TN (SEQ =7, ACK=X+1)
S

Sty (Skg

S ACK*J’* 7

(b)

normal case. (b) call collision, |

Que 4.12. ’ Why TCP s preferred over Upp iy, some applications ?
Explain the reasong and also mention thoge applications. |

3. TcCp transmissjong are sent in g Seéquence and they are received in the
Same sequence.

4. TCP uges both error detection and error recovery.

5 TCPisgq heavy wejght connection Tequiring three packets for a socket
Connection ang handleg congestion contro],
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to establigh sessiong between them ip 5 seamlesg
fashion.

Provide enhanceqd Services to the user,
To manage dialog contro].

To provide services such

as token Mmanagement gnq Synchronizatiop
List of session layer Services :

1, Authentication :
a

b, Thisj volves confirming the identity of a person, the origins of an
artifact, or assuring that a computer program is a trusted one.

Permissions Or access control :

a  Useof authentication and authorization is access control.
b. Access ig controlled by insisting on an authentication procedure to
identity the user.

Checkpoints
check

th

o

: Session layer is responsible for cr_eatingo??;'i‘;:::
Points that are also treated as recovery pomtlslsi; L., l:t ic:ﬁ e
© System rollback to its previous checkpoint configur

C).
Que 4.14, Write a short note on Remote Procedure Call (RP

Answer
chine-2, then the
L When 5 Process on machine-1 calls a procedure on ma
Calling

ion of the called
Process on machine-1 is suspended and execution
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——— — ~ )

procedure takes place on machine-2 and no message passing ig ViSihlg

: ne ) 1o

the programmer. This technique is called as RPC (R mote I’mcc»dut”

" ‘ “duy

CalD) :

2. The calling procedure is known as client and the called pmcedm‘e'
i

§
known as the server

“

The principle behind RPCis to make a remote procedure ca] look like ag
alocal call.
4. Tocall a remote procedure, the client program should be bounqg wi

small library procedure called as client-stub which Teépresents the gq
procedure in the client’s address space,

th 4
Tver

5. Similarly a server is bound with a procedure called as the seryer.
Fig. 4.14.1 shows the actual steps in making RPC.

Client CPU Server CPU
(\ _\

Stub,

(‘1'1 “"|Client
1ent stub
2

Operating system

Jigaa 3

Network

called as marshaling.

Step3: The message is sent from client machine to server machine.

Step4: The incoming packet is passed to the server-stub,

Step5: Server-stub calls the server
Parameters,

The reply from server
direction.

Que 4.15. l Discuss the problem related to RPC.

Answer |
Problems related to RPC :

It is not possible to
address space.

Procedure with the unmarshaled

e

to client traces the same path in the opposite

pass pointers because client and server are in different
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9. It becomes impossible for the ch
: e client-
g client-stub to marshal the parameters, the
5 Th . i
: a:all)lll'zzinlll 1st that it is not always possible to find out the types of the
" g , N0 ev.en from a formal specification or code itself.

1?)?,(; : Eifrgh}o:;lcall}ng anc_i .called procedures can communicate by using
groced lables in addition to using parameters. But if the called
{)h : Ere is II?OVGd to a remote machine, then the code will fail because

e global variables are not being shared anymore.

Que 4.16. | Discuss the RPC design and implementation issues.
AKTU 2014-15, Marks 05

L

Answer l

Design and implementation issues in RPC:

1. Structure:

i A widely used organization for RPC mec
concept of stub procedures.

i. When a program (client) makes a remote procedure call, say
plx, y) it actually makes a local call on a dummy procedure or a
client-stub procedure corresponding to procedure P.

ii. The client-stub procedure constructs a message containing the
identity of the remote procedure and parameters, if any, to be

passed.

It then sends the message to the re
v. When the remote procedure completes execution, the control
returns to the server-stub procedure.
The server-stub procedure passes the results back to the client-

hanisms is based on the

mote server machine.

Vi.
stub procedure at the calling machine, which returns the results
to the client.

Binding :
i Bindingis a proces
the machine on which it will be execute

invocation.
i. The binding process may also check the compatibility of the

parameters passed and the procedure type called with what 1is

expected from the remote procedure.
One approach for binding in the client-server model makes use of

a binding server.

Parameter and result passing :

i To pass parameters or results to a rem
procedure has to convert the parameters
appropriate representation first and then pac

in a form suitable for transmission.

s that determines the remote procedure, and
d, upon a remote procedure

ote procedure, a stub
and results into an
k them into a buffer
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L.  After the message is received, the message must pe unp&ck
iil. This approach requires the machine to know hoy, to ¢ eq

: : Onvey -
the formats that can possibly be used. This approach glg, hairt all
portability because whenever a new representation jg intr, d r
into the system, existing software needs to be update Ucey

4 Error handling, semantics and correctness: A Temote proga,
call can fail for at least two reasons : computer failures ae
communication failures. Handling failures in distributeq Systemg :
difficult. g

Binding
Server

Client Machine

Register
Services

Receive Server Machine
User Stub Query Sub Remote
Program Procedure * Procedure Procedure

g St Unpack !-m
erver
’ ] Address J ’ Procedure

:

Result

—] [ Pack — Return
l Result

Fig. 4.16.1. Remote procedure cal],

PA RT-i] it
Presentation Layer : Design Issues,

Quesﬁons-Ans\

LhngmwalmmdeMan%Qﬁmm

= e
B D P L
Que 4.17. , Discuss the design issues

in Presentatiopn layer. Write

the functions of presentation layer.

Answer
Design issues in Presentation layer :

1. To manage and maintain the syntax and semantics o
transmitted.

fthe information
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Transport Layer

Ijjncoding data in a standard agreed upon way. For example : String,
double, date, etc. '

Perform standard encoding on wire.

Functions of presentation layer :

Translation : It translates data between the formats the network
requires and the format the computer expects.

Encrypthn : It carries out encryption at the transmitter and decryption
at the receiver.

Compression : It carries out data compression to reduce the bandwidth
of the data to be transmitted. The primary role of data compressionis to
reduc_e th.e‘ number of bits to be transmitted. It is important in transmitting
multimedia such as audio, video, text etc.

The presentation layer has following issues:

L

Data format : Converting the complex data structures used by an

application - strings, integers, structures, etc., into a byte stream

transmitted across the network, representing information in such a

way that communicating peers agree to the format of the data being

exchanged.

Compressing data to reduce the amount of transmitted data (for example,

to save money).

Security and privacy issues:

i Encryption : Scrambling the data so that only aut‘horized
participants can unscramble the messages of a conversation.

ii. Authentication : Verifying that the remote party really is the
party they claim to be rather than an impostor.

PART-5
Data Compression Technigues.

CONCEPT OUTLINE

s+ Data compression techniques -
i Lossless compression

ii. Lossy compression
ot S

i t
ml Describe data compression- Wha

f -

{

B e

are the techn_iqueSI

types of data compression ?
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9. It also refers to the sequence of discrete samples that are taken
from an analog audio waveform.

3. Adigital audio signal may be stored or transmitted.

Digital audio can be stored on a CD, a digital audio player, a hard
drive, a USB flash drive, or any other digital data storage device.

5. Digital audio can be carried over digital audio interfaces.

6. Digital audio can be carried over a network using audio over
Ethernet, audio over IP or other streaming media standards and
systems.

ii. Audio compression :
1. Before audio can be transmitted over a computer neiwork, it must
be digitized and compressed.
2. Audio compression is important because uncompressed audio
consumes tremendous amount of storage and bandwidth.
3. Two techniques used for audio compression :

a. Predictiveencoding:
i.  Inpredictive encoding the difference between the samples
are encoded instead of encoding all the sampled values.
ii, This type of compression is normally used for speech.
Several standards have been defined such as GSM
(13 Kbps), G.729 (8 Kbps) etc.
b. Perceptual encoding (MP3) :

i The most common compression technique that is used to
create CD-quality audio is based on the perceptual

encoding technique.

i, MP3 (MPEG audio layer 3) uses this technique.

i, MP3 uses two phenomena, frequency and temporal
masking, to compress audio signal.

iv. MP3 produces three data rates : 96 Kbps, 128 Kbps and
160 Kbps.

v. The rate is based on the range of the frequencies in the
original analog audio.

J

Streaming audio : To understand the concept of streaming audio we
have following four approaches :

a. Using a web server :
i. A compressed audio file can be downloaded as a text file.

ii. The client (browser) can use the services of HT'TP and send a
GET message to download the file.

iii. The web server can send the compressed file to the browser.

4
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Client machine Server machine

==
(gET: audio file
1 >
Browser Res Web
ponse {] server
2
S
(’)Audio file
Medi'a
player

Fig- _461‘9.1.

iv. The browser can then use a help application, normally called a
media player, to play the file as shown in Fig. 4.19.1.

v. This approach is very simple and does not involve streaming.

b. Using a web server with a metafile :

i Inanother approach, the media player is directly connected to

the web server for downloading the audio file.
ii. The web server stores two files : the actual audio file and a

metafile that holds information about the audio file. Fig. 4.19.2
shows the steps in this approach.

) ' Server machine
Client machine

@ GET : metafile
Browser
RESPONSE _@

Web
server

(3
Metafile
2 GET : audio file

—lp
i RESPONSE
server | o 4@

c. Using a media server :
. The problem with the second approach is that the browser and

k 18
the medid. player both use the services of HTTP. HTTP
designed to run over TCP.

ii. This is appropriate for retrieving the mweﬂmt.mt ‘9’\
retrieving the audio file. e | ,

iii. Thereason is that TCP retransmits a losf

which is counter to the philosophy of stre
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1

-F

1v.

fjv]‘; ;eed to dismiss TCP and its error control; we need to use

However, HTTP, which accesses the web server, and the web

server itself are designed for TCP; we need another server, a
media server, as shown in Fig. 4.19.3.

Client machine Server machine
= E,
GET : metafile
Browser@ Web

B
RESPONSE | server
&

3
Metafile
GET : audio file

Media @ 1 Media
player = RESPONSE @ server

Fig. 4.19.3. Using a media server.

d. Using a media server and RTSP :

The Real Time Streaming Protocol (RTSP) is a control protocol
designed to add more functionalities to the streaming process.

Using RTSP, we can control the playing of audio.

RTSP is an out-of-band control protocol that is similar to the
second connection in FTP. Fig. 4.19.4 shows a media server

and RTSP.

Server machine

Client machine
' ; GET : metafile
Browser Response
-
3
?Metaﬁle
:4 Setup >
Response ,@
6: Play . |
. Response (7] Media
Media |<€— = carver
player Audio
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Que 4.20. I Discuss the different steps of JPEG compressiop

e

Different steps of JPEG compression standard are :

Step 1 (Transformation) : Colour images are transformed from RGB int,
a luminance/chrominance image so that chrominance part can lose much
data and thus can be highly compressed.

Step 2 (Down sampling) : The down sampling is done for coloureq
component and not for luminance component. Down sampling is done either
at a ratio 2:1 horizontally and 1:1 vertically.

Step 3 (Organizing in groups) : The pixels of each colour component are
organized in groups of 8 x 2 pixels called “data units” if number of rows or
column is not a multiple of 8, the bottom row and rightmost columns are
duplicated.

Step 4 (Discrete Cosine Transform) : Discrete Cosine Transform (DCT)
is then applied to each data unit to create 8x8 map of transformed
components.DCT involves some loss of information due to the limited
precision of computer arithmetic.

Step 5 (Quantization) : Each of the 64 transformed components in the

data unit is divided by a separate number called its ‘Quantization Coefficient

(QC) and then rounded to an integer.

Step 6 (Encoding) : The 64 quantized transformed coefficients of each

data unit are encoded using a combination of RLE and Huffman coding.
Step 7 (Adding header) : The last step adds header and all the JPEG

~ parameters used and output the result.

1 R R 'y e Al Weodg 1 i1

By g

| PART
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a. Conceal the context of some message from all except the sender
and recipient (privacy or secrecy).

b. Verify the correctness of a message to the recipient
(authentication).

P —————— e — —

3. It forms.the'basis of many technological solutions to computer and
communications security problems. ‘

4. Cryptography is the encoding of messages to render them unreadable
by anyone other than their intended recipient(s).

Caesar cipher is one of the traditional cryptography techniques.

In mod_em Crypto_graphy it is essential to secure the computer network
which is done using complex algorithms implemented on high speed
computer systems.

4.22. | Define cryptography with the help of block diagram of
etric and asymmetric key cryptography.
AKTU 2013-14, Marks 10

b ™

o
"

Cryptography : Refer Q. 4.21, Page 4-21A, Unit-4. !

Symmetric key cryptography :
1. In symmetric key cryptography, the same key is used by the sender
(for encryption) and the receiver (for decryption). The key is shared.

Aaditya

Shared secret key

e o el

SCipliat XS = ==
Fig. 4.22.1. Symmetric key cryptography.

2. The sender uses this key and an encryption algorithm to encrypt data,
the receiver uses the same key and the corresponding decryption
algorithm to decrypt the data.

Asymmetric key cryptography :

1. In asymmetric or public key cryptography, there are two keys : a
private key and a public key.

2. The private key is kept by the receiver. The public key is announced to
the public.

3. InFig.4.22.2 imagine Aaditya wants to send a message to Jyoti. Aaditya
uses the public key to encrypt the message. When the message is
received by Jyoti, the private key is used to decrypt the message. |

4. In public key encryption/decryption, the publig key that is used.for
encryption is different from the private key that is used for decryption.
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To the public
—=======§ Jyoti’s publjc key
$Iyoti’s Private key
Aaditya Jyoti

s e e e

Fig. 4.22.2. Aéyniﬂ:etric key crji)tography.

Que 4.23, | Distinguish between Symmetric and asymmetric key
cryptography.

e

S.No. | Characteristic Symmetric key Asymmetrickey |

cryptography cryptography
1. Key used for Same key is used for [ One key used for
encryption/ encryption and encryption and
decryption decryption. another different key
is used for decryption.
__ﬁ______———\\-————\
2; Speed of Very fast. Fast, but less than
encryption/ Symmetric key
decryption Cryptography.

3 Size of resulting Usually Same ag gr

More than the original

encrypted text | less than the original clear text size.
clear text size.
4. | Key agreement/ | A big problem. No problem at aj.
exchange ;
| S e e
[ 5 | Number of key |Equals aboyt the | Same 5 the number
i~ required as Square of the numbey 0 Participants gq
- compared to the | of Participants, gq Scales up quite we’ll
| number of scalability is an jsgye. '
| Participants in
| the message
| exchange
e i |
5. | Usage Mainly for encryption W
and decryption encryption and
( conﬁdentiality), €Cryption

cannot be used for (conﬁden ality) ag

.| digital signatures Wellasf‘ordi ita]
(integrity and non- Signatureg (integrit

repudiation checks) |ang non-r Y
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ji. The algorithm is as followsg -

1. Take two very large Prime numbe {
obtain their produet . rsSA and B of equal lengths 4nq

. N=AxB *
SR ; .(4.24.1)
2. Subtract 1from A as well as B and take the prodyct 7
) T'= A-1)(B-1) ...(4.24.2)
3. Choose thfa public key (E) which is a randomly chogen number
such that it has no common factors with 7'
4. Obtain the private key (D) as follows :
D=ElmodT ..(4.24.3)
5. The rule (algorithm) for encryption of a block of plaintext M into
ciphertext C is as follows -
C=MEmod N .(4.24.4)
That means the plaintext M is raised to the power of E (public key)
and then divided by N. The mod term in equation (4.24.4) tells us
that the remainder of this division is sent as the ciphertext C as
shown in Fig. 4.24.1.
6.

The received message C at the receiver is decrypted to obtain the
plaintext back by using the following rule (algorithm).

M=CPmod N

...(4.24 5)
Private
key D
Network [ Receiver
E D
M mod N ey Plaintext M
Plaintext M Ciphertext Ciphertext ginte
C=M modN

Qlle "25. d Exp]_ain data encry'ption standard algorithm and its
Working in detail.

1
|
|

|
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Answer |

1. TheData Encryption Standard (DES) is a block cipher that uses shargq

secret encryption.

2. DESisbased on a symmetric key algorithm that uses a 56-bit key ag

shown in Fig. 4,25 1.
64-Bit Plaintext

AXRRRRY,

Dnitial transposition

REERXER

Iteration 1

YYYVETY

Iteration 2

56-Bit key

Iteration 16

RAXXY!

32-Bit swap

FE e

Inverse transposition

EEEEEE:

64-Bit ciphertext

Working of DES :

1. DES ig basicall
64-bit character.

2. Whenever the sam

d.  The left output of an it

L a8

¥ a mono-alphabetic Substitution ci

€ 64-bit plaintext b],
ciphertext block comes out,

eration stage is simply a ¢o
input. The right output is the exclusive OR of the |

A3

pher using a

ck goes in, the Same 64-hit

Py of the right
eft lnput and a

A e
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function of the right input and the key for this iteration. All the

complexity lies in this functions which consists of four sequential
steps.

Que 4.26. l

Differentiate between the block cipher with

transposition cipher. AKTU 2014-15, Marks 05
Answer
S. No. Block cipher Transposition cipher
1. | Ablock cipheris onein which | Transposition cipher is the cipher
a block of plaintext is treated | in which the plaintext is written
as a whole and used to |'down as a sequence of diagonals
produce a ciphertext block

and then read off as a sequence

of equal length. of rows.

2. | Errors in transmitting one | Error in one letter will affect the
block generally do not affect | whole ciphertext.
other blocks.

3. | Encryption processis slow. | Encryption processis fast.

4. | Security of block cipher | Transposition cipher can be made

depends on the design of
encryption function.

more secure by performing more
than one transposition.

Algorithm breaks the
plaintext into blocks and
operates on each block
independently.

Algorithm breaks the plaintext
into letters and operates on each
letter independently.

7. | Using the RSA public key cryptosystem witha=1,b =2

=7 and g = 11, list five legal values for d.

=13and g=31andd=17, find e.

p=1

AKTU 2014-15, Marks 05

g=11

n=pxqg=Tx11=177
¢n)=(7T-1)x(11-1)=6 x 10 = 60

Choose anumber relatively prime to ¢(n) and satisfy the condition 1 <e < 60
such that ged (¢, e) = 1

Le, e= {13,17,19, 23, 29. 31, 37, 41, 483, 47, 53, 59)
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A
N
Now, taking e = 13

ed mod ¢(n) = 1
d = e 'mod ¢(n)
d=13"'mod 60
d = 13*""-1mod 60
d = 13* mod 60
d = [[(13 mod 60)*]"3 ((13)" mod 60)] mod g
d = 37 mod 60
=37

taking e = 17

d = e 'mod ¢(n)
d=17-1mod 60
d = 17% mod 60
d = [[(17 mod 60)°]17 ((17)8
d = (53 x 1) mod 0
d =53
e=19
d=e-1moq &(n)
d=19-1meq 60
d = 19% mod g0
d=HO9mM6mWNum2
d=(19) x 1 mod 60
d = [((19 moq 60)1)18
di="500 19
d=19

Similarly by taking ¢ = 29, we get ¢ = 29

and e = 37, we getd =13

Five legal value of ¢ are 37
I

Now,

mod 60)] mod 60

Taking

mod 60)] mod 60

X 19 x 1] mod g0

» 93,19, 29 13,
e
nszq=13x3l=403
¢(n) = (18—~ 1) x (Bl-1)= 12 x 3¢ =360
ed mod ¢(n) = 1 .
e=d 'mod o(n)
= 7-"mod 360
= 78409 ~1 1 04 360
= 7% mod 360
= [(71 mod 360)32 « (77 mod 3
L G 60)] moq 360

mod 3¢
= [(103* mod 360)8 x 223] mod 36
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= [(121* mod 360)? x 223] mod 360
= [(121)* mod 360 x 223] mod 360
= (241 x 223) mod 360

= 103

ue 4.28. | Write a short note on voice over IP.

i

| AKTU 2015-16, 2017-18; Marks 05

Answer |

Voice over Internet Protocol (VoIP) is a technology used for delivering
different kinds of data from a source to a destination using IP (Internet
Protocol).

The data may be in many forms, including files, voice communication,
pictures, fax or multimedia messages. VoIP is most often used for
telephone calls, which are almost free of charge.

VoIP uses codes to encapsulate audio into data packets, transmit the
packets across an IP network and unencapsulate the packets back into
audio at the other end of the connection.

By eliminating the use of circuit-switched networks for voice, VolP
reduces network infrastructure costs, enables providers to deliver voice
services over their broadband and private networks, and allows
enterprises to operate a single voice and data network

Que 4.29. | What are the problems for full implementation of voice
over IP ? Did you think we will stop using the telephone network
'AKTU 2014-15, Marks 05

1.

very soon ?

Answer i

Problem for full implementation of VoIP are :

1. The computer must always be available in on mode with the internet
connected.

2. Even if any one of the entities i.e., the computer or internet fails to
work, the telephone system will also not work.

3. There may be some delay in the voice due to problems in the internet.

4. The connection may lose in the middle if the internet connection is
disconnected. \

5. It may be susceptible to attacks.

6. The susceptibility of phone service to power failures can also occur.

7. The nature of IP makes it difficult to locate network users
geographically and hence emergency calls cannot be routed easily.
No, we will not stop using telephone network.
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PART-7 |
TCP, Window quagemen{.' |

L Questions-Answers S
LLong Answer Type and Medium Answer Type o

Que 4.30. I Compare and contrast TCP with RTP. Are hoth doing

N

\

the same things 7 AKTU 2014-15, Marks 55

Answer I

TCP stands for Transmission | RTP stands for Real T ¢
Control Protoco]. __| Transport Protoco]. v

RTPis a stateless Protocol,

It is a faster than TCP.

TCP is not generally used for
“real-time” streaming,

No, they are not doing the same things,

» each having
-. ?The, i
is 3000 km. The speed of light inside the link 2 x 1 ength of link

0* m/sec, The link

has bandwidth of ¢ Mbps. TR

Answer ,
We have, Latency = Processing time + queuing time
+ transmissjop, time + pr, agation

Processing time = 15 x lus=15pg = 0.000015 g R o iting
Queuing time = 15 x 2 H8 =30 us = 0.000030 s
Transmission time = ( 10,000,000)/(6 Mbps) = 1.67 g

Propagation time = (3000 km)/(2 x 108 m/s) - 0.015 ¢
- Latency = 0.000015 + 0.000030 + 1.67 +0.015 < 1.685045 5
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G ds2 | A rectangular wave-guide (a =2 cm, b =1 cm) filled with

eioni? 4 water @ =1§&= 81) operates at 3 GHz. Determine all
gating modes and corresponding cut-off frequencies.

prOPa
AKTU 2015-16, Marks 10

Tower |

for a general transverse electric (TE) or transverse magnetic (TM) mode,
e cut-off frequency is given as :

- (m)ﬂ(z)ﬂ 3x10° J(-m )+( " J
= o Wa) \B) 2/1x81 11002 0.01

= 1.667 \f0.25m2 +n® GHz

The cut-off frequencies as calculated from the equation for different values

of m and n are given in the Table 4.32.1.
Table 4.32.1.

Cut-off frequency e Cut-off frequency
(in GHz) for TM modes | (in GHz) for TE modes
n=1\n=2 n=0 |n=1|n=2

X 1.667 | 3.333
0.833 | 1.863 | 3.436

1667 | 2.357 | 3.727
2.500 | 3.005

m-1] 1863 | 3.436
fm=2 2.357 | 3.727

ﬁ:s\ 3.005 | - __’_
| % BE.-

———— o

e

] e
Since the operating frequency is 3 GHz, all the propagating modes and
the Table 4.32.2.

their cut-off frequencies are given in
Table 4.32.2.

_//_‘/‘/__
Mode Cut-off frequency (GHz)

0.833

=
1.667

[ ——
1.863

——
2.357

X B |
2.500

L™

13|33
w:l')r-‘o

3
N

.
o
|
1
|

|
i
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PART-1

Application Layer : File Transfer.

Questions-Answers

Long Answer TyPe and Medium Answer Type Questions

m Explain application layer with its services.

Answer \

Refer Q. 1.3, Page 1—4A, Unit-1.
Que 5.2 \ Write a short note on file transfer protocol.

Answer

1 FTP (File Transfer Protocol)
exchange files over the internet. The most commo
download files from the internet.

FTP exists primarily for the transfer of data betw

FTP creates both a control and a data connection in order to transfer

files.
4 Within an active FTP session,

from the client to the server,
from the server to the client.

Que5.3. ‘ How does FTP work? pifferentiate between passive and

active FTP.

Working of FTP :
1 The client FTP application opens a control connection to the server on
destination port 21, and specifies @ source port as the source to which

the FTP server should respond (usin TCP)-

2.
The FTP server responds on port 21.

3
3. The FTP server and client negotiate the data transfer parameters.

is the simplest and most secure way to
n use for FTP is to

cen two end points.

w Mo

the control connection 18 established
with the data connection established
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Root

el

Country
domains

K

Inverse
domains

Que 5.6. ‘ How does DNS perform data name resolution ? What

are the different types of name servers ? Mention the DNS message

format for query and reply messages. Mﬂﬁ-lﬁ, Marks 10

OR
Discuss the message format of DNS.

Answe

DNS name resolution process : The Process of mapping a name to an
address or vice-versa is called as name address resolution.

Mapping names to addresses :

1. In this, the resolver gives a domain name to the server and requests for
the corresponding IP address. The server chec

ks the generic or country
domains to get the corresponding address. ]

2. If the domain name is from the generic domain

; : section the resolver
receives a domain name such as xxx.yyy.zzz edy

3. The query is sent to the local DNS server for resolution by the resolver.

4. Ifthe local server does not get the answer then, it

will refer t :
to other servers or asks them directly. he resolver

5. The same procedure is followed for a name country domai
Mapping addresses to names :

1.  In this, a client sends an IP address to a server and request - :
This type of query is called as PTR query. forits name.

92 To answer the PTR query, the DNS uses the inverse domaip,

3. If the IP address is 142.36.48.118 then the resolver fi
address and adds two labels “in_addr” and “arpa” to jt. So, the
name sent is 118.48.36.142 in_addr.arpa.

This is received by the local DNS and resoly:

inverts the
domain
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Different types of name server :
i, Primary server :
1. Itis a server which stores a file about its zone.

2. It is authorized to create, maintain and update the zone file. It
stores the zone file on a local disk.

ii. Secondary server:

1. This server transfers complete information about a zone from
another server which may be primary or secondary server.

2. The secondary server is not authorized to create or update a zone

file. If its zone file is to be updated, then it is to be done by the
primary server.

DNS message format :

1. DNS hastwo types of messages and both of them have the same format.

a. Query
b. Response or reply

2. The formats of the two DNS messages are shown in Fig. 5.6.1.

Header

AI' - Qixesti‘on section ]7

( Answer section %

4 Authoritative section }
s

4 Additional information section

(a) Query (b) Response or reply
Fig. 5.6.1.

3. Both query and reply messages have the same header format with some
fields set to zero for query messages. The header is 12 byte long.

4. The header format for both the types of message is shown by shaded
portions in Fig. 5.6.1.

Define DNS and its requirement. Explain the specific

~ DNS: Refer Q. 5.5, Page 5-4A, Unit-5.
Requirements of DNS :
1. It should have unique name.

2. It should uniquely identify the corporate / company.
Features of DNS :

1. It associates various information with domain names assigned to each
of the participating entities,
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- 2. TheDomain Namespace delegates the responsibility of assigning dop,
. names and mapping those names to internet resources by deSIgnatlaln
e nnﬂiontat.lve name servers for each domain. .

% k in Namespace also specifies the technical functionality ofy),
service that is at its core. ¢
m&e DNS protocol, adetailed specification of the data structyreg

and data communication exchanges used in the DNS, as part of th
Trotoc lismm

anespace maintains the domain name hierarch

lation services between it and the address spaces.
S

y and

n text form, are sent from one computer to
en we send a message, it is usually
the receiver goes online and checks

ipient, next part gmail is the
r where the recipient’s mailbox
e type of domain (For example,

17
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. .com for commercial sites, .edu for educational institutions, .org for
non-profit groups ete).
An email system consists of three subsystems :

1. Mail transfer agent : A Mail Transfer Agent (MTA) transfers
email messages between hosts using SMTP.

a. A message may involve several MTAs as it moves to its intended
destination. Most users are totally unaware of the presence of
MTA’s, even though every email message is sent through at least
one MTA.

b. While the delivery of messages between machines may seem
rather straightforward, the entire process of deciding if a particular
MTA can or should accept a message for delivery is quite
complicated.

9. Mail delivery agent: A Mail Delivery Agent (MDA) is utilized by the

MTA to deliver email to a particular user’s mailbox.

a. In many cases, MDA is actually a Logical Delivery Agent (LDA),

| such as bin / mail or Procmail. However, sendmail can also play

the role of an MDA, such as when it accepts a message for a local
user and appends it to their email spool file.

b. Anyprogram that actually handles a message for delivery to the
point where it can be read by Mail User Agent (MUA) can be
considered as MDA. MDAs do not transport messages between
systems or interface with the end user.

¢. Many users donot directly utilize MDAs, because only MTAs and
MUAs are necessary to send and receive email. However, some
MDAs may be used to sort messages before they are read by a

. user.

'ﬂh Mﬂﬂ user agent : A Mail User Agent (MUA)is a synonymous with an

g, iefnal}'cﬁent application.

~ a.  An MUA is a program that, at the very Jeast, allows a user to read

and compose email messages. ‘

Many MUAs are capable of retrieving messages via the POP or

AP protocols, setting up mail boxes to store messages, and sending

und messages to an MTA.

mat are the basic functions of email system ?

: j'F“mi)ort five basic functions which are as follows :

ss of creating messages and to answer them is known as
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b.  The system can also provide assistance with addressing and,
number of header fields attached to each message. |
2  Transfer:
a  Itis the process of moving messages from the sender to the recipient
b.  This includes establishment of a connection from sender t,
destination or some intermediate machine, transferring {p,
message, and breaking the connection.

3. Reporting: The reporting system is designed to tell the sender whether
the message was delivered or rejected or lost

4 Displaying:

a  Itisthe processof displaying the incoming messages so that it can
4 be read by the user.

b.  For this purpose simple conversions and formatting are required to
Tt 0 ke done.

j .
".i

is concerned with what the recipient does with the received
ssage. Disposition is the final step in email system.

Forward messages

rocess messages in some other way

g 'SMTP can work properly if both the sender and the
nected to the internet and can support TCP connections

machines which are not on the internet but still
ceive email. This is made possible by using the
a1l gateways as shown in Fig. 5.10.1.

| speaks only TCP/IP and RFC 822 whereas host B
‘and X.400. So, without the email gateway they
ail gateway. But email gateway allows them t0

1 TCP connection to the gateway. Then it uses
3e (1) to the gateway message buffer.
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M
Host A Gateway Ty

Network
‘Fig. 5.10.1. Email gateway.

5. Then the gateway daemon establishes a TP4 connection (0SI equivaleﬁt
of TCP) with the destination host B, and message (2) is transferred
using the OSI equivalent of SMTP.

?' 6. A gateway process is supposed to extract incoming messages from one

queue and deposit them in the other.

Write a short note on virtual terminal.

inal) is a bi-directional device. It has a

keyboard produces outgoing data and the

rd and a printer. The C
The outgoing data goes out over

sponds to the incoming one.
connection.

s the client server arc

hitecture and it is treated as a half duplex

5.11.1, illustrates the use of NVT by Telnet.
e set for NVT is defined by the Telnet protocol. It is fairly
the NVT format.

dard 7-bit ASCII repr
-acters (letters, punctuati

esentation for data. It includes
on marks, digits ete.) and three
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Format of NVT is used

User 1/0 device l -
Client Server E]
/ =

Format of client system is useq

Format of client system isuser

- Write short notes on :

i. Telnet and Rlogin
ii. Virtual private networking
iii. Firewall

i Telnet and Rlogin : ’

- L Rloginis an alternative remote login application program for host
- that runs the Unix operating system. Rlogin takes advantage of the

' fact that both the client and server runa similar operating system,

and for this reason, is simpler then Telnet.

3.

- <e— send echo of ch Lo E
aracter '/'\2
and/or output
Interpret ||
1 \ih)aracter =B
‘send character —
Host with

: Telnet server

iihe Telnet client, a character that is typed on the

displayed on the monitor, but, instead, is encoded
aracter and transmitted to a remote Telnet server-
‘the ASCII character is interpreted as if a user had
5 gron the keyboard of the remote machine. If the
in any output, this output is encoded as (ASCID
g Talmt client, which displays it on its monito™

just the (echo of the) typed character or it cal
mmmand that was executed at the remote

R |
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i
ji. Virtual private network :

Application Layer

Internet

VPN creates'a network that is ~VIF)VIV"i'vate but virtual.

It is private because it guarantees privacy inside the organization.
Tt is virtual because it does not use real private WANS.

The network is physically public but virtually private.

Fig. 5.12.2 shows the idea of a virtual private network. Routers R1
and R2 use VPN technology to guarantee privacy for the
: organization. ‘
~ iii. Firewall:

1. A firewall is a device (usually a router or a computer) installed
between the internal network of an organization and the rest of

the internet.
9. Itis designed to forward some packets and filter others.

Outgoing Incoming |

S A

A firewall can be used to deny access toa specific host or a specific
~ service in the organization.
A firewall is usually classified as a packet-filter or a proxy-based

t-filter firewall : A firewall can be used as a packet
ter, it can forward or block packets based on the information

ransport layer headers : source and
(l):ll;ka}lad);'(:::;(,i:ourcepand de{‘.tination port addresses,
otocol (TCP or UDP).
yased firewall :
ewall stands between the customer
puter and the corporation compu
5.12.4.

(user client)
ter shown in
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i the client process sends a message, the Prox
& t:'nwr::il] runs a server process to receive the requeg

Errors
| : HTTP proxy
f i
All HTTP
4 L packets
i Accepted
.; 'Gtt)balt - packets
. interne
Proxy
. firewall
! D

HTTP server

2
ii. The server opens the packet at the application le. .. and
finds out if the request is legitimate.

iv. Ifitis, the server acts as a client process and sends the
message to the real server in the corporation.

v. Ifitisnot, the message is dro
is sent to the external user.

vi. Inthis way, the requests of the external users are filtered
~ based on the contents at the application layer. Fig. 5.12.4
shows a proxy firewal] implementation.

pped and an error message

o) A
1d D0 d

e about Telnet and jts working procedure.

"U 2016.1 Y

MMM 3 ;1 2

ogram to login int remote systemsg.

‘ '9001 and underlying communication can take place

' "!n”terr:l;tto acitension or cybertravel, The user
! : cess mach;
vices or informat; hines or databases that
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-
Working procedure :
Telnet uses software, ins

talled on our computer, to create a connection

3 with the remote host.

9. The Telnet client (software), will send a request to the Telnet server
(remote host) when command is given.

3. The server will reply asking for a username and password.

4 Ifaccepted, the Telnet client will establish a connection to the host, thus

making our computer a virtual terminal and provide a complete access

to the host’s computer.
5. Telnet requires the use of a username and password, which means we
need to have previously set up an account on the remote computer.

¢ %.1%1. Explain the two mail access protocols in brief :

AKTU 2013-14, Marks 10

POP3:
1. The POP3 consists of client POP3 software and server POP3
software. Out of these, the client POP3 software is installed on
the receiving computer whereas the mail server gets the server
POP3 software installed on it.
2. Whe-n the user wants to download email from the mailbox on the
email server, the events take place in the following sequence :
| a. The client (user) establishes a conne ction with the server on
TCP port 110.
b. The client then sends its username and password to the server
in order to access the server mailbox.
¢. The useristhen allowed to list and get the mail messages one
by one.
T, This is called as downloading.
AP (Internet Message Access Protocol) :
e e pras dgslgned as a superset of POP3 and enhances both
L essage retrieval and management.

’P?gtMOI will not automatically download all emails, each time
Program connects to email server.

!" 7 o

ver before we download them.
we can choose to download our messages or just delete
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5. IMAP is perfect if we need to connect to om

0
different locations, but only want to download our Messageg Wh;:
we are back in office.

6. When using an IMAP mail server, email messages re
: server where users can read or delete them.

7. IMAP also allows client applications to create, rename deleg,
. mail directories on the server to organize and store email.

8. IMAP client applications are capable of caching copies of Message,
locally, so the user can browse previously read messages whep not
directly connected to the IMAP server.

9. IMAP is fully compatible with the important internet messaging
standards, such as MIME, which allow for email attachmentg.

10. We can delete messages, search for text in messages, store messages

in different folders, or even create and delete folders on the server
system.

iii. SMTP (Simple Mail Transfer Protocol) :
- 1. The main function of text based SMTP protocol is to send emailg,
2. Tt is used for sending message to a mai] server for relaying.

3. Ituses TCP (Transmission Control Protocol) to transfer message
from client to server.

- 4 SMTP uses port 25 for message transmission., |
- 5.

R 5. SMTP messages are read by humans. Thege messages are first
~ storedand then forwarded

main g, the

'Explain the SMTP cap handle transfer of videos and
s ? Also explain the advantages of

7T

IMAP4 over POPS3 mail

tiple users can connect to single maj] box but POP3 can
User to mail hoy
does ;.Mt need to he deleted multiple times, which
ﬁm:mta on SNMP. [ AKTG 2015-16, Marks 05
OR
Protocols in detail,

2016-17, Marks 15

U 2017-18,Marks 10
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1. The Simpl}a Netw-ork Management Protocol (SNMP) is a framework .
for managing devices in an internet using the TCP/IP protocol suite.

9. It Prov.id.es a set of fundamental operations for monitoring and
maintaining an internet. SNMP uses the concept of manager and agent.

Agent variables

[Eewn] =]
| o
. Manager —

usually

3. A manageris ahost that controls and monitors a set of agents,

routers.
4. The protocol is designed at the application level so that it can monitor
devices made by different manufacturers and installed on different

physical networks.
5. SNMP frees management
of the managed devices an
6. Itcanbeusedina heterogeneous in
WANs connected by routers or

 manufacturers.

What is the difference be

yT =. nic web page ? Also explain the role of CGI.
AKTU 2014-15, Marks 10

tasks from both the physical characteristics
d the underlying networking technology.

ternet made of different LANs and
gateways made by different

tween an active web document

cti docu ment Dynamii: web page
: T@a’ctive web document is a Dynamic web page is a page
the where server performs the

ument where
wser performs the logic
»ad of the server.

logic instead of the browser.

Dynamic web page runs on the
server and then the result is

sent to the user.
It uses AJAX with J avaScript.

web document are
oaded in client
pnt and then run.
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\
Role of CGI :

1. It helps to create and handle dynamic docum:::t.
2. It provides sets of standards for web docume :
3.

It acts as a gateway for accessing other resources such ags da

S p—

| What do you mean by HTTP ?
| The Hyper Text Transfer Protocol (HTTP) is the most widely ygeq
application layer protocol. . .
Each time we open a web browser to surf the internet, we are using
Pover TCP/IP.

3. Itisthe netw
data (collect;

abagg.

equest and S drequest, The server
; response ssages cary
I with a MIME like fopm, t. Y data in the
5.19.1 shows the HTT transactiong between client apq server
Client o
7 .
Request |
\
[ Response — |
m*ﬁrmmﬁm
e client initializes the transaction by sending a request T
Server responds by sending a response. Sage and

4
| a—
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Statelessness :

1 In mP, the server sends the files requested to the client without
sto:jmg any state information about the client.

2 So,it may happen that the same client may ask the same information
repgatec.lly to the server and the server would not even understand it.
So,_lt w111 keeP resending those files. As the HTTP server does not
maintain any information about the state of client it is called as a
stateless protocol.

— Compare and contrast SMTP and HTTP.

1 Message is transferred from | Message transfer is from client to
client to server. server or the other way round.
2. It uses TCP. It uses TCP.
1 7& |1t wuses port 25 for|Itusesport 80 for transmission.
transmission.
| SMTP messages are to be read | HTTP messages are to be read and
' understood by the HTTP servers

by humans.
and HTTP clients.

':,ese messages are first These messages are immediately
stored and then forwarded. | delivered.

o AR
anote on ARPANET.

which was designed to service in an event like

th pt of packet switching network which is made
. computers.
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3. The subnet was a datagram subnet and each subnet consists of
minicomputers called IMPs (Interface Message Processors).

4. Each node of the network used to have an IMP and a host connected by
a short wire as shown in Fig. 5.21.1.

5. The host could send messages of upto 8063 bits to its IMP. The IMP
breaks them into packets and forwards them independently towards
the destination.

6. The subnet was the first electronic store and forward type packet switched
network. So, each packet was stored before it was forwarded by the
IMP.

7. The original ARPANET design is as shown in Fig. 5.21.1.

Host Host

rnet is a globally existing network of networks consisting of a
yumber of computers located in all the parts of the world.
ymputers connected to the internet are part of this huge network.
ing is interconnection of computers. Generally the networking
used for networking are star, bus, ring, loop etc.
ited number of computers are to be interconnected, the local
(LAN) is used. But in the internet the interconnection is
en via satellites.
internet :
ail (Email) : Refer Q. 5.8, Page 5-7A, Unit-5.

ps are specialized forums in which users with a common
 exchange messages.

ber of newsgroups can technical or non-technical topics.

er Q. 5.12, Page 5-11A, Unit-5.

Q. 5.2, Page 5-2A, Unit.5.
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Application Layer
A
5. World Wide Web (www) :
a. The www is analogous to a bulletin board or a notice board.
b. A“website” is a publically accessible notice board on the “server” or
“host computer” connected to the internet.
c. Any user can view or read the contents of this area. The available
information may be in the form of text, pictures, photographs,
: images or graphics. It can be on any subject or topic.

Each document on the “website” is called as “web page” or simply a
“page”. WWW has become the most popular application on the

internet and the large amount of data that it contains is growing
continuously.

Que 5.23. \ Write a note on public network. Discuss any one of its

services.
Answer \

The telephone companies started offering networking services to the
organizations which were interested in subscribing the services. Such systems
are called as public network. Services provided by public network are :

i  SMDS

ii. Framerelay

ii. - X.25

iv. ATM and broadband ISDN

SMDS-Switched Multimegabit Data Service :

1. The SMDS as shown in Fig. 5.23.1(b) is designed to connect the multiple
LANSs together. This is the first high speed broadband service offered to
the public.

9 The SMDS network is in the telephone company’s office. SMDS is
designed to handle bursty service.

3. The type of trafficin interconnected LANs is not continuous but bursty
type i.e., once in a while a packet will be transferred from one LAN to
other but otherwise there is no LAN to LAN traffic.

SMDS are supposed to be sufficiently fast. Standard speed is 45 Mbps.

LAN 1 LAN 3 LAN 1 LAN 3
|
4
2
28. o EF SMDS
ease

6 line lb li'l lil

LAN 2 LAN 4 LAN 2 LAN 4

(a) Four LANSs interconnected

! (b) Interconnection using SMDS
using leased lines

Fig. 5.28.1.
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\

Differentiate between X.25 and frame relay,

4.

\
—eal

Py

X.25 |  Frame relay
= R . - \
1. [X.25 networks work at speed | Frame relay Operates 44
upto 64 kbps. higher speed of 1.5 Mbps,
2 Frames are delivered more Fran:ges are deliveregq
reliably than frame relay. unreliably than X 25.
LS ‘\
3. Frames are delivered in order. Frames delivered are not in
proper order.

4. Bad frames can be received back | Bad frames are discardeq by
by sending acknowledgement | frame relay.

| signal.
5. X.25 provides flow control.

_ Write a short note on ATM.

/ 'Asy:nnh;g)nous Transfer Mode) is a streamline
S ATM isa connection-oriented network.

Packets of fixed size for

Frame relay does not provide
flow control. J

d packet transfer

the COmmunication of data. These

ing the constant bit rates,
roice aqd video,

$ using Available Bit Rate (ABR) ang Unspecified Bit

.

ped as a part of work on ISDN. Byt now it i :
where the data rates are very high, Wit is used in

©O00O
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Introduction Concepts
ekl (2 Marks Questions)

1.1. What are the applications of computer networks ?
AKTU 2015-16, 2017-18; Marks 02

Applications of computer networks are :
Resource sharing

Personal communication

Connectivity and communication

Sharing of databases

1.2. List the advantages and disadvantages of ring topology.
AKTU 2017-18, Marks 02

PPN!“E

Advantages of ring topology :
Fault tolerance builds into the design.

Data packets travel at a greater speed.

Disadvantages of ring topology :

Expensive topology.

Failure of one computer can impact other.

List the advantages and disadvantages of star topology.

AKTU 2016-17, Marks 02

-l ik r.-l

1.3

Advantages of star topology :
Easy to install and wire.
It can accommodate different wiring. It can be installed by twisted

pair, coaxial cable or fiber optic cable.
Failure of one node does not affect the rest of the network.

Disadvantages of star topology :
Depending on where the hubs are located, star networks can require

more cable length than a linear topology.
If the central hub fails, the whole network fails to operate.
More expensive than linear bus topologies because of the cost of

the hub.
1.4. Write about user access in ISDN.
AKTU 2016-17, Marks 02

Bl = B F-"r"l

ARE A user can have access to the ISDN by means of a local interface to
a digital pipe of certain bit rate. Such digital pipes of various sizes

are available to satisfy different needs.
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Introduction Conceptg

For example, a residential user will require a less ca
pipe then the capacity required for an office that w
much higher capacity pipe.

pacity digital
ould Tequire ,

What are the advantages and disadvantages of Compuyte,
network ?

Advantages of computer network : ‘
Increased speed L. Improved security

Improved reliability 1v. Reduced cost
Flexible access

Disadvantages of computer network 3
Equipment anq Support can be costly.

vel of maintenance continues to grow.,

Why do we need layering in network ?

Two reasons for using layered Protocol are :

It breaks up the design problem into smaller and more manageabhle
Pieces.

Protocols can be chan

ged easily without affecting higher or lower
layers.

What is the role of data link layer ?
The da

ta link layer transforms the physical layer, a raw
transmission facility, to a reliable link and is responsible for node-
to-node delivery. It makes the physical layer appear error free to
the upper layer.

Or unshieldeq.
d pair cables are very cheap

and eagy t,
dly affected by the electromagnetic Noise
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1.11. Define STP.

1. STP cable has a metal foil or brai
. . raided mesh incl '
y %Yier each pair of twisted insulating conductor: udegpreer 1o
: 01sm liln;);v; ?S tl:le mi;al shield which is normally connected to
o reduce the interference of the noi i
the cable bulky and expensive. sof et oA

1.12. What are the services provided by ISDN 2

Ans. ISI_)N provi_des the following services :
i Emst.mg voice applications 2. Data applications
3. Facsimile (FAX) 4. Teletext services

5. Videotext services

1.13. What are the advantages of ISDN ?

i The major benefits to the user can be expressed in terms of cost

savings and flexibility.
ii. The integration of voice and different type of data on a single

system reduces cost to a great extent.
ii. The requirements of various users can differ greatly ina number

of ways but the ISDN has no much of flexibility that it can cater
for the need of every user.

telephony end offices limit high
ts on telephone lines. What is its
ADSL modems are used on customer

[AKTU 2015-16, Marks 02 |

The filters used in
frequency componen
cut-off frequency when

lines ?
ADSL divides

three bands. :
The first band is between 0 and 25 kHz. It 18 used for regular

telephone.
The second band is between 50 kHz

upstream communication. .
The third band is between 250 kHz and 1 MHz. It 1s used for

downstream communication.
Therefore, cut-off frequency will be 25 kHz.
KHZ channel. Whose signal

If a binary signal is sent over a3 .
to noise ratio is 20db. What is the maximum achievable

data rate 7 AKTU 2017-18, Marks 02

rate = Bandwidth x 108, (1 " —N-)

the pandwidth of a twisted pair cable of 1 MHz into

and 200 kHz. It is used for

. Maximum achievable data

_ 3000 x log,(1+ 10)
= 3000 x log,(21) = 3966.65

©00©
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Medium Access Sul,

Layey
(2 Marks Questions)

]

2.1. What are the types of channel allocation ?

Ans. Two types of channel allocation are :
L Static channe] allocation

1. Dynamic channel allocation

allocation.

Ans. The assumptions made in dynamic channel allocation are :
L Single channel assumption
L. Continuous time
ii. Slotted time
iv. Carrier sense

v. No carrier sense

23. Compare ALOHA with slotted ALOHA.

The user can transmit the data The user has tb wait till the next
| frame whenever the station

time slot, start, to transmit the
has the data to be transmitteq. data frame.

< | In pure ALOHA, the time 15 In slotteq ALOHA, the time is
| continuous, discrete.
h »tim"e is not globally | Ty, time is globally
 synchronized. . synchronized

]

Asurement of slotted ALO

channel with infinite
°r of users show that the 10 Percent of slots are idle.
the channe] load ?
 the thro

15-16, 2017.1 8; MarkLOzJ
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Ans.
'. i. Pr[0]isth ili i
| ﬁ‘inl ;ss a E probability of a slot that does not contain frame, i.e., idle
Pr(0] = 0.1

Pr(0] = G%/0!
=1*¢€=01ln(e%=In0.D)*-G=~- 2.30259

G = —2.30259
b The channel load is 2.30259.
1. S = Ge®
= 92.30259 * ¢-23026%
= 0.230258

The throughput is 23.0258 %, below the optimal 36.8 %.

92.5. What are different types of CSMA protocol ?

Ans. Different types of CSMA protocol are :
i Persistent CSMA
Non-persistent CSMA
P-persistent CSMA

a technique of temporarily delaying outgoing
e hooked into the next

i
il.
1.
2.6. What is piggybacking 2
Ans.

Piggybacking is
acknowledgemen
outgoing data frame.

ts so that they can b

n X.25 protocol ? Enlist the
"AKTU 2015-16, Marks 02
hree layers : the physical layer, the

er. These layers define functions at
k layers of the 0OSI model.

97, How many layers are there i
4

~ layers.
& The X.25 protocol specifies t
' frame layer, and the packet lay
the physical, data link and networ

acks of stop and wait protocols.

te down the drawb
d wait protocol are :

drawbacks of stop an
is sent at a time.

'ndividual frame.

is single bit error ?

single bit error mean
as a byte, character, d

i

g that only oné bit of a given data
ata unit) 18 changed from 1 toOor

|
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= e

AB&  The term burst error means that two or more bits in the data yp; ¢
have changed from 1to 0 or from 0 to 1. The first corrupted ,

it to
the last corrupted bit.

2.11. What are different ways of error correction ?

Different ways of error correction are :

L When an error is discovered the receiver can have the
retransmit the entire data unit.

1. Areceiver can use an error-correcting code, which automat
corrects certain errors.

Sender

ically

2.12. Describe briefly 1-persistent CSMA.

AnS. In this scheme, the station which wants to transmit continug

us]
monitors the channel until it is idle and then transmits immediatelj‘zy_

2.13. Describe briefly Non-persistent CSMA.

AnS. In this scheme, if a station wants to transmit a frame and it finds
that the channel is busy (some other station is transmitting) then it
will wait for fixed interval of time. '

2.14. State the requirements of CRC.

-

~ Amns. ACRCwill be valid if and only if it satisfies the following

: - 1 It should have exactly one bit less than divisor.

- 2. Appending the CRC to the end of the data unit should result in the
- bitsequence which s exactly divisible by the divisor.

©C©

, Marks 02

requirements :
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Network Layer
(2 Marks Questions)

P

|

3.1. List down the basic design issues of network layer.

Basic design issues of network :
Routing of packets i s

Congestion control
iii. Internetworking

Two types of routing algorithm are :

Ans.
i
i
il
32. Give the types of routing algorithms.
Ans.
i. Non-adaptive algorithms

ii. Adaptive algorithms

33.

What is count-to-infinity problem ?
AKTU 2015-16, 2017-18; Marks 02
Ans. Count-to-infinity or routing loop problem is ap issue in distance

vector routing. This problem occurs when an interface goes down
or when two routers send updates to each other at the same time.

180.25.21.172 and the subnet mask
he subnet address ?

AKTU 201516, 2017-18; Marks 02

34. Give the IP address
255.255.192.0, whatist

IP address = 180.25.21.172

Subnet mask = 255.255.192.0 ] .
180 25 |
° 00011001 . 00010101 * 10101100

10110100

11711111 ° 11111111 e 10000000 < 00000000

e : 0
9255 255 192\
i vome
| e 10110100 o 00011001 * 00000000 * 00000000
Iv ‘ 0
' 180 . 25 jrto al .
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Network LaYEr

3.5. Provide few reasons for congestion in a network,

AKTU 2016-17, 2017-18; Marg, 0
Ans. Few reasons for congestion in a network are :

Too many hosts in broadcast domain
Broadcast storm

Low bandwidth

Adding retransmitting hubs
Multicasting

Outdated hardware

Bad configuration management

With the given IP address, how will you extract its Net_1p

and Host_ID ? U 2016-17, Marks 02 l
To extract Net ID and Host_ID for a given IP address we use
internet class and its range as shown in Fig. 1 and Fig. 2.

‘ . byte 3 :
b byte14 byte 2 : yte byte 4

‘
|
|
|
i

' B o os e

L |0 Net_ID Host_ID
10 Net_ID | Host_ID ]
Net_ID |  Host D ]
Multicast address *|

Reserved for future use

AN

To
1.255.255.955

239.255.255.255
Group address

255.255.255.255 |
Undeﬁned

CPTD

o

mask of the gateway interface in 8
‘maximum of 25 hosts exist and IP
e hosts is 192.168.1.1 7

015-16, Marks 02 ]

2(
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Ans. Standard net mask for class C = 255.255.255.0
Number of host given = 25 :
IP address of one host = 192.168.1.1
Net mask = 255.255.255.229

38. A t'ypical socket-server application responds user requests
}lsmg TCP over a specified port. What is the typical sequence
in terms of socket functions on server side ?

| AKTU 2015-16, Marks 02

Ans. Sequence of socket functions on server side are as follows :
1. Create a socket with the socket() function.
| 9. Bind the socket to an address using the bind() function.
_ 3. Listen for connections with the listen() function.
4. Accept a connection with the accept() function system call. This call
typically blocks until a client connects with the server.
5. Send and receive data by means of send() and receive().
6. Close the connection by means of the close() function.
3.9.

ay it is different from switching ?
AKTU 2015-16, Marks 02

Routing is the process of selecting a path for traffic in anetwork or

between or across multiple networks.
Routing is a process which is done between two networks using IP

addresses while in switching, packets are transferred from source
to destination using MAC address.

Define routing. In what w

. ‘What are the main requirements of any routing protocol ?

in requirements of any routing protocol are :

1 ,'n‘ng{ that tables at different routers are consistent.

mizing the size of the routing table.
mnizing control messages.

t are the function of router ?
:ons of a router are :
ct broadcasts to the LAN.

the default gateway. . §
form protocol translation (Wired ethernet to wireless/WiFi, or
ethernet to CATV).
4. Move (ro te) data between networks.

5 Learnand dvertise loop free paths. _
E e 4 network destinations.

6. Calculate ‘best paths’ to reach

3.12. What do you mean by repeater ?
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= Sy actronic device that operatac
AWE A repeater (or regenerator) is an electronic Operateg
on only the physical layer of the OSI model. A repeater Installeq

on a link receives the signal before it becomes too weak or
corrupted, regenerates the original bit pattern and puts the
refreshed copy back onto the link.

Give the four types of ARP messages that may be sent by
the ARP protocol.

Four types of ARP messages are :
ARP request i. ARPreply
RARP request iv. RARP reply

il B

3.14. What are the goals of routing algorithms ?

AnS. Goals of routing algorithms are :
1 Optimality 1. Simplicity
ni. Robustness iv. Rapid convergence
v. Flexibility

3.15. Give an example of packet meta-data.,

AKTU 2015-16, Marks 02

An example of packet meta-data is the destination and source
addresses contained in a packet’s header fields. For bridges and

switches, these addresses are the MAC or physical layer addresses.

©e©
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Compute

Transport Layer
(2 Marks Questions)

S

4.1. List down the functions of the transport layer.

Afi& The functions of the transport layer are :
i It allows multiple applications to communicate over a network at
b the same time.

ii. Process level addressing.

jii. Multiplexing and demultiplexing.

iv. Segmentation, packaging and reassembly.

scription of session layer.

Session layer is concerned mainly with software application issues
and not with the details of network and internet implementation.

This layer is designed to allow devices to establish and manage

sessions.

| i 42. Write down a brief de

& 43. List down the phases of establishing a connection using

session layer.

Phases of establis

are:

i Connection establishment
 ii. Datatransfer

- iii. Connection release

hing a connection using session layer

4. What are the services provided by session layer ?

ices provided by session layer are:
- management

ions of presentation layer.
yer are :

lown the main funct
functions of presentation la

Scanned by CamScanner



SQ-12 A (CSIT-6) Tranupor |

l"Y.l,

46 What ave the quality of service parametors along wig), the
flow characteristion ? ol A o
yoft rametors inelude ntir Ly,
o g‘il:il}x‘\‘\;:\f ?\?':'m‘l’ \M? ]nvurnno arvival the. oxocibion b,
blocking time. Four typen of charnetorintion of Qo are rolinbiligy,
delay, jitter and bandwidih,

49, How does transport layer

transport connections or monnngen, To avoid thewe
transport protocol require the networlk

Ximum Segment Lifotime (MSL) such that DO BOEMOnt remning
in the network for longer than MSL neconds. Tranuport, protocol

entities must be ablo (o safely distinguish botweon o duplicate OR
Segment and new CR segmeont,

8. Describe briefly the concept of cryptography,

18 the study of secrot writing. It is concerned with
eloping rithms that may he used to conconl the context of

message from all, except, the sender and recipiont,
’ 'tfu's the types of eryptography ?
' O eryptography are ;

ctric Koy eryptography
metric key eryptography

duplicatoy,
Inyor (o bound (he

e the transposition cipher.,

ition cipher is a mothoq of encryption by which the
7 yungg of plain toxt are shifted according (o o regular
at the cipher foxt constitutes o permutation of the

ith -n.:nr:th‘)d that applies a deterministic

¢key to encrypt a block of text.
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Application Layer
(2 Marks Questions)

What do you understand by File Transfer Protocol (FTP) ?

5.1.
ABE FTPis the simplest and most secure way to exchange files between
a client and server on a computer network. FTPis used to download

files from the internet.

Write down the disadvantages of FTP.

%+ Disadvantages of FTP are:
. Passwords and file contents are sent in clear text, which can be
~ intercepted by eavesdroppers.
i. Multiple TCP/IP connections are used, one for the control
connection and one for each download, upload or directory listing.

ite short note on Virtual Private Network (VPN).

is a technology that uses the global internet for intra and
organization communication but require privacy in their

communications. VPN allows organization to use the global
t for both private and public communications.

offered by email.

‘email are : 1
» who have email accounts.

the world.
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—_

iv. Participate in electronic conferences and discussions op an
unlimited range of topics.

5.7. List out few email gateways.

~ Ans. Few email gateways are :

- - 1. Clearswift secure email gateway
2. McAfee security for email servers
: 3. Proofpoint email protection

- 4. Symantec messaging gateway

: ﬁst down the different types of email programs.

Jiffe renttypes of email programs are :
M: ‘f,;,‘h'ansfer agent

> POP3
110

Server User’s PC

Online Offline
User

;on (MIME) protocol wﬂh
g multimedia files ug
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existing e.mail gateways. MIME defines extensions to SMTP to
support binary attachments of arbitrary format.

5.13. What are the advantages and disadvantages of X.25 ?
Advantages of X.25 are :

Frame delivery is more reliable.

Frames are delivered in order.

Retransmission of frames is possible.

Flow control is provided.

X 25 supports the switched virtual circuits and permanent circuits.
Disadvantages of X.25 are :

X_.25 is much slower than frame relay.

E - QPPNHl

Describe the features of frame relay.

Features of frame relay are :

It delivers packets sequentially or inorder
No error control

No flow control

P’N!—"

5.15. What are the advantages of frame relay ?

Advantages of frame relay are :
Streamlined communication process -
The number of functions of a protocol at the user network interface
is reduced.
Lower delay
Higher throughput
5. High access speed

ol !-‘9!"‘

©00©
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Computer Networks SP-14A (C8/74,

B.Tech.

(SEM. VI) EVEN SEMESTER THEORY
EXAMINATION, 2013-14
COMPUTER NETWORK

T ——
Time : 3 Hours Max. Marks : 19

———

Note: (1) Attempt all questions.
(2)  All questions carry equal marks.

Attempt any four parts of the following : (5 x4 =20

Discuss the TCP/IP Protocol suite on the basis of protoco]
layering Principle,

Refer Q. L5, Page 1-10A, Unit-1.

Define topology and explain the advantage and
disadvantage of bus, star and ring topologies.
Refer Q. 1.9, Page 1-14A, Unit-1.

Explain briefly the bus backbone and star backbone.
Refer Q. 1.12, Page 1-19A_ Unit.1.

Explain the user access in ISDN.
Refer Q. 1.19, Page 1-31A, Unit-1.

Compare twisted pair, co-axial and fiber optic cable,
Refer Q. 1.16, Page 1-25A, Unit-1.

Explain the various t
suitable examples.

Refer Q. 1.17, Page 1-27A, Unit-1.

ypes of switching methods with

Attempt any four parts of the following :
State drawbacks of stop and wait Protocols,
Refer Q. 2.23, Page 2-19A, Unit-2.

(5x4=20)

'9» l m IQ lp lp l 4 a il

~ b. What is piggybacking ?
 BEE Refer Q. 2.30, Page 2-26A. Unit-2.

£ »f. ‘Which are the requirements of CRC ?
e Refer Q. 2.35, Page 2-32A. Unit.2.

i d. How can you compare pure ALOHA and slotted ALOH4 -
" Emm ReferQ 2.11, Page 2 10A Unit-2.

o
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Explain about CSMA/CD and CSMA/CA and its uses.
Refer Q. 2.7, Page 2-7A, Unit-2.

e
Ans.

f. Differentiate between 802.3, 802.4, and 802.5 IEEE standards.
AnS Refer Q. 2.17, Page 2-13A, Unit-2.
3.
a.

Attempt any two parts of the following : (10 x 2 =20)
What is meant by fragmentation ? Is fragmentation needed
in concentrated virtual circuit internets, or in any
datagram system. :

Refer Q. 3.28, Page 3—29A, Unit-3.

Give an IP address, how will you extract its net-id and host-
id and compare IPv4 and IPv6 with frame format.
Refer Q. 3.27, Page 3—28A, Unit-3.

What is meant by unicast and multicast routing with
suitable diagrams ?

Ans
b.
Ans.
C. 1.
Ans. Refer Q. 3.5, Page 3-5A, Unit-3.
ii.
Ans
4.
a.

Write a short note on leaky bucket algorithm.
Refer Q. 3.13, Page 3-12A, Unit-3.

. Attempt any two parts of the following : (10 x 2 = 20)
Explain about the TCP header and working of TCP protocol
and differentiate between TCP and UDP with frame format.

Refer Q. 4.9, Page 4-7A, Unit-4.

b. Define cryptography with the help of block diagram of
‘symmetric and asymmetric key cryptography.
~ Refer Q. 4.22, Page 4-22A, Unit-4.

v ite short notes on :

al audio

compression

ing audio

.19, Page 4-17A, Unit-4.

. any two parts of the following : (10 x 2=20)
» the two mail access protocols in brief :

; ii. IMAP iii. SMTP

'5.14, Page 5-14A, Unit-5.

jort notes on :
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Solved Paper ( 2014-15)
B. Tech.

(SEM. VI) EVEN SE
MESTER TH
EXAMINATION, 2014-15 S

COMPUTER NETWORKS

Time : 3 Hours

Max. Marks : 100

Note : Attempt all questions.

1. Attempt any four parts of the following :

a. (5 x4=20)

Differentiate between bit rate and baud rate. A modem
constellation diagram has data point at coordinates :
(1,1), (1,-1), (-1,1) and (-1, -1). How many bps can a modem
with these parameters achieve at 1200 baud ? State two
reason for using layered protocols.

Ang. Refer Q. 1.21, Page 1-32A, Unit-1.

What are the number of cable links required for n devices
connected in mesh, ring, bus and star topology ?
Refer Q. 1.10, Page 1-17A, Unit-1.

Calculate the required bandwidth, if in a communication
channel the signal power is 10W, and the information
transmission rate is 10 kbps.

Refer Q. 1.22, Page 1-33A, Unit-1.

It is required to transmit a data at a rate of 64 kbps over a
3 kHz telephone channel. What is the minimum SNR
required to accomplish thi§ ?

Refer Q. 1.23, Page 1-33A, Unit-1.

‘What do you mean by service primitives ?
Refer Q. 1.8, Page 1-13A, Unit-1.

Discuss the services of each layer of OSI reference model.
Refer Q. 1.3, Page 1—4A, Unit-1.

ing : (5 x 4 = 20)
A t any four parts of the following : b
.gt:;pa 10>-7bit sequence 1010011110 and a divisor of 1011.
Find the CRC. Check your .answer.
Refer Q. 2.37, Page 9,-34A, Unit-2.

llowing : \ -
ﬁn’:::gtll:gli; network transmits 200 bit frames on shared
P

ann i hput if the system
kbps. What 1s the throug ‘ :
‘(:l:ll st::izlfxztg:ethlzr) produces 250 frames per second

Ans. Refer Q. 2.12, Page 2-10A, Unit-2.

‘——
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ii. How can you compare pure ALOHA and slotted ALOHA ?

Ans. Refer Q. 2.11, Page 92-10A, Unit-2.

iscriminate between the send window and receive

° .
gndow for link and how are they related with.
scheme

i. A selective repeat retransmission
ii. A Go-Back-N control scheme

E Refer Q. 2.27, Page 9-25A, Unit-2.
i. Refer Q. 2.25, Page 92-22A, Unit-2.

d. %’scuss different carrier sense protocols. How are they

o i different than collision protocols ?
- ams ReferQ.2.4, Page 2-4A, Unit-2.
e Sketch the Manchester and differential Manchester
- encodingfor the bit stream : 0001110101.
ans. Refer Q. 2.38, Page 2-35A, Unit-2.
- Discuss the different physical layer transmission media.
ans Refer Q. 1.14, Page 1-22A, Unit-1.
tempt any two parts of the following :
rite short notes on following :

(10 x 2=20)

jon avoidance

). 2.24, Page 2-20A, Unit-2.
‘ , Page 2-17A, Unit-2.
25, Page 2-22A, Unit-2.
, Page 2-5A, Unit-2.

> subnetting of the following IP address
rinal subnet mask 255.255.0.0 and number of

ge 3-27A, Unit-3.

ission time of a packet sent by a station
| the packet is 2 million bytes and the
BT e channel is 300 kbps ?

3 r -4 '}" P ,’-“ >MOA, Unit's.

R

*Dikemp! -any two parts of the following : (10 x 2 = 20)
® Dren o digram of TCP Leuder and expain he e o
;_. mmﬂﬂeﬂgﬁﬁm port addresses

.. Sequence and acknowledgement numbers

iii. Control bits
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iv. window size

Describe the role of checksum field and option pad byte
s'

 an& Refer Q. 4.10, Page 4-9A, Unit-4.

~ b. Answer the following :
i Differentiate bet : :
- =l etween the block cipher with trapsposition
ii. Using the RSA public key cryptosystem witha=1,b=2etc.
L Ifp=Tandg= 11, list five legal values for d.
L Ifp=13 and g =31 and d =17, find e.

i ReferQ.425 Page 4-26A, Unit-4
T Refer Q. 4.27, Page 4-26A, Unit-4.

. c. Discuss :
L Different steps
i The RPC design an

of JPEG compression standard.
d implementation issues.

b fer Q. 4.20, Page 4-21A, Unit-4.
i. Refer Q. 4.16, Page 4-144, Unit-4-

f the following :
SMTP can handle tr

full impleme tation
will stopP asing the telephon®

N
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Computer Networks
B. Tech. - B
M. VI) EVEN SEMES THEORY
i EXAMINATION, 2015-16
COMPUTER NETW ORKS
Time : 3 Hours Max. Mar ks\m()

e —

Note: Attempt questions from all sections as per directions.
SECTION-A

Attempt all parts of this section. Answer in brief. (2 x 10 =20)
Given the IP address 180.25.21.172 and the subnet mask
255.255.192.0. What is the subnet address ?

Refer Q. 3.4, Page SQ-7A, Unit-3, Two Marks Questions.

L
.
Ans.

b. What is count-to-infinity problem ?

Ans: Refer Q. 3.3, Page SQ-7A, Unit-3, Two Marks Questions.

c. The filters used in telephony end offices limit high
frequency components on telephone lines. What is its
cut-off frequency when ADSL modems are used on customer

Ane Refer Q. 1.14, Page SQ—3A, Unit-1, Two Marks Questions.

=3 g. Measurement of slotted ALOHA channel with infinite
- number of users show that the 10 percent of slots are idle.
t is the channel load ?

at is the net mask of the gateway interface in 8
ork where maximum of 25 hosts exist and IP
one of the hosts is 192.168.1.1 2

"" :- e PR » Unit-3, Two Marks Questions.

er application responds user requests
" #8pecified port. What is the typical sequer®

NS on server side ?

Page SQ-9A Unit-3, Two Marks Questions.
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ans Refer Q. 3.9, Page SQ-9A, Unit-3, Two Marks Questions.

What are the applications of computer networks ?
ans Refer Q. 1.1, Page SQ-1A, Unit-1, Two Marks Questions.

rlo

Give an example of packet metadata.

5
Ans: Refer Q. 3.15, Page SQ-10A, Unit-3, Two Marks Questions.
SECTION-B
Attempt any five questions from this section. (10 x 5 =50)

P

A rectangular wave-guide (a = 2 cm, b =1 cm) filled with
deionized water (p=1, £ = 81) operates at 3 GHz. Determine
all propagating modes and corresponding cut-off
frequencies.

Ans. Refer Q. 4.32, Page 4-30A, Unit-4.

b.i. An ALOHA network uses 19.2 Kbps channel for sending
message packets of 100 bits long size. Calculate the
maximum throughput for pure ALOHA network.

Refer Q. 2.13, Page 9_10A, Unit-2. .

Ans.

ji. Whatis anicast routing 2 Discuss unicast routing protocols.
Ans.
c.

Refer Q. 3.6, Page 3 6A, Unit-3.

How does DNS perform data name resolution ? What are

the different types of name servers 9 Mention the DNS

message format for query and reply messages.

axngs: Refer Q. 5.6, Page 5-5A, Unit-5.

d. Explain TCP congestion control algorithm in internet. What
is TCP segment header ? Also, discuss TCP connection

management.
Refer Q. 4.11, Page 4-10A, Unit-4.
ame size of 10 million

~ e. Whatis the total delay (latency) for a fr

- bitsthat ijs being set up on link with 15 routers, each having

ing time of 2 ps and a processing time of 1 ps ? The

e i of link is 3000 km. The speed of light inside the link
9 x 10 m/sec. The link has bandwidth of 6 Mbps.

wng Refer Q 431, Page 4-29A, Unit-4.

is OSI model 2 Explain the functions and protocols
- an services of each layer
. Refer Q. 1.4, Page 1-10A, Unit-1.

How it is classified ? How subnet
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), Page 3-19A, Unit-3.

SECTION-C
;.gile'stions from this section. (15 x 2 =30)
tion needed in concatenated virtual circuit

nly in datagram systems ? Explain.
ge 3-29A, Unit-3.

ng code ? Explain its working with suitable

e of the following :
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i B. Tech.

| (SEM. V1) EVEN SEMESTER THEORY

.L EXAMINATION, 2016-17

E COMPUTER NETWORK

i Time : 3 Hours Max. Marks : 100
i Section-A

1. Attempt all parts :
a. Write about user access in ISDN.

ARS Refer Q. 1.4, Page SQ-1A, Unit-1, Two Marks Questions.

(2x10=20)

b. List the advantages and disadvantages of star topology.
Ans Refer Q. 1.3, Page SQ-1A, Unit-1, Two Marks Questions.

E- ¢. Compare ALOHA with slotted ALOHA.
' Ans. Refer Q. 2.3, Page SQ4A, Unit-2, Two Marks Questions.

d. State the requirements of CRC.
Refer Q. 2.14, Page SQ-6A, Unit-2, Two Marks Questions.

- e. Provide few reasons for congestion in a network.
8. Refer Q. 3.5, Page SQ—8A, Unit-3, Two Marks Questions.

= f. With the given IP address, how will you extract its net-id
and host-id ?
“Refer Q. 3.6, Page SQ—8A, Unit-3, Two Marks Questions.

2. What is piggybacking ?
' r Q. 2.6, Page SQ-5A, Unit-2, Two Marks Questions.

does transport layer perform duplication control ?

5, Page SQ-13A, Unit-5, Two Marks Questions.

w email gateways.
Page SQ-14A, Unit-5, Two Marks Questions.

Section-B

any five of the following : (10 x 5=150)

|
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™

< the issues in the data link layer and aboyg ;,
L on the basis of layering principle.

.20 ,1;@9'2-15}\, Unit-2.

B topological design with necessary diagray,

he advantages and disadvantages of varjgy,

9, Page 1-14A, Unit-1.

. the use of 10 K-bit size frames on a 10 Mbps satellite
th 270 ms delay. What is the link utilization foy
a Q technique assuming P =103 ?
Page 2-26A, Unit-2.

eader and working of TCP and
with frame format.

L . ! ° k
e issues for Go-Back-N dat? lin

=
[

ith
nfinity associated wit

4
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e

ang Refer Q. 3.10, Page 3-10A, Unit-3.

ji. Enumerate how the transport layer ensures that the
complete message arrives at the destination and in the

proper order.
ang Refer Q. 4.3, Page 4-3A, Unit-4.

5. Explain the SNMP protocols in detail.
" ams Refer Q 5.16, Page 5-15A, Unit-5.

©00
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B. Tech.

(SEM. VI) EVEN SEMESTER THEORY
EXAMINATION, 2017-18

COMPUTER NETWORK

Time : 3 Hours Max.mks:ﬁ0

= Ty

Note : 1.Attempt all sections. If re

quire any missing data; then choose
suitably.

Section-A

Attempt all question in brief : (2 x10=20)
What are the applications of computer networks ?

i,
a.

Ans. Refer Q. 1.1, Page SQ-1A, Unit-1, Two Marks Questions.
b.

e

List the advantages and disadvantages of ring topology.
Refer Q. 1.2, Page SQ-1A, Unit-1, Two Marks Questions.

- What is count-to-infinity problem ?
« Refer Q. 3.3, Page SQ-7A, Unit-3, Two Marks Questions.

d. Give the IP address 180.25.21.172 and the subnet mask
~ 255.255.192.0, what is the subnet address ?

&M Refer Q. 3.4, Page SQ_TA Unit-3, Two Marks Questions,

rement of slotted ALOHA channel with infinite

r of users show that the 10 percent of slots are idle.
is the channel load ?

1at is the throughput ?
4, Page SQ4A, Unit-2, Two Marks Questions.

vV reasons for congestion in a network.
Page SQ—8A, Unit-3, Two Marks Questions.

nsport layer perform duplication control ?
age SQ-12A, Unit-4, Two Marks Questions.

ignalis sent over a 3KHZ channel. Whose Sig“;"el
© is 20db. What is the maximum achievab
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«16)

Q, 1.15’

. the use of HTTP.
e SQ-13A, Unit-5, Two Marks Questions.

F efer . 5.5, P28
F Section-B

Page SQ-3A, Unit-1, Two Marks Questions.

cempt any three of the following : (10 x 3=30)
. Explair network topological design with necessary diagram
" and brief the advantages and disadvantages of various

v' ':--v(” ""‘ es'
Q. 1.9, Page 1-14A, Unit-1.

Discuss the issues in the data link layer and about its
~otocol on the basis of layering principle.
efer Q. 2.20, Page 2-15A, Unit-2.

Vhat is congestion ? Briefly describe the techniques that
yrevent congestion. ‘

Refer Q. 3.11, Page 3-11A, Unit-3.
er and working of TCP and

in about the TCP head
ame format.

entiate TCP and UDP with fr

its working procedure.

El borate about Telnet and
Refer Q. 5.13, Page 5-13A, Unit-5.
. Section-C
npt any one of the following : (10x1=10
functions; protocols and

 is OSI model ? Explain the
S¢ »s of each layer.
efer Q. 1.4, Page 1-10A, Unit-1.

Discuss the different physical layer transmission medis-
Refer Q. 1.14, Page 1-22A, Unit-1.
: (10 x 1=10)
Attempt any one of the following - , they
scuss different carrier senseé P otocols. HOW #
fferent then collisions protocols

Refer Q. 2.4, Page 244 Unit-2.

Scanned by CamScanner



Slj—l b A ((‘S/l’l‘_(;)

Computer Networks |

Refer Q. 224 Page 2-20A, Unit-2.
Refer Q. 2.21, Page 2-17A, Un%t-:!.
Refer Q. 2.25, Page 9-22A, Unit-2.
Attempt any one of the following : . (10x 1=10)
What is IP addressing 7 How it is classified 2 How subnet

addressing is performed ?
Refer Q. 3.20, Page 3-19A, Unit-3.
What is unicast routing ? Discuss anicast routing protocols.

Refer Q. 3.6, Page 3-6A, Unit-3.

Attempt any one of the following : (10 x 1=10)
Enumerate how the transport layer ensures that the
complete message arrives at the destination and in the

proper order.
Refer Q. 4.3, Page 4-3A, Unit-4.

ve s [P

Ans.
b. Explain the three-way handshaking protocols to establish
the transport level connection.
ams Refer Q. 4.8, Page 4-6A, Unit-4.
7. Attempt any one of the following : (10x1=10)
a.

Write short notes on any two of the following :
i DNS in the internet

ii. VoiceOverIP
jii. File Transfer Protocol

Refer Q. 5.5, Page 5—4A, Unit-5.
Refer Q. 4.28, Page 4-28A, Unit-4.
Refer Q. 5.2, Page 5-2A, Unit-5.

Explain the SNMP protocols in detail.
Refer Q. 5.16, Page 5-15A, Unit-5.

IF' EEF’H--I
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